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QUESTION 1

What is the reason that ProfiNET frames are discarded by default on Catalyst switches? 

A. ProfiNET uses a nonstandard Ethernet frame format 

B. The frames have an 802.1q tag with VLAN ID equal to 0 (zero) 

C. Catalyst switches do not support ProfiNET traffic 

D. A ProfiNET VLAN must be configured and enabled on a Catalyst switch 

Correct Answer: B 

 

QUESTION 2

Which selection is a reason why IGMP snooping should be configured on a switched network? 

A. IGMP snooping populates the snooping table with the results of DHCP requests and can be used by Dynamic ARP
Inspection to block IP spoofing attacks at Layer-2. 

B. IGMP snooping verifies the source IP address of every IPv4 packet to ensure that it hasn\\'t been originated from a
port different than its return path. 

C. IGMP snooping is used to filter ping requests and results to avoid overflowing the MAC address table of the switch. 

D. IGMP snooping allows a Layer-2 switch to limit the transmission of multicast frames to only the ports that have
members of the relevant IGMP group. 

Correct Answer: D 

 

QUESTION 3

What are the two most relevant factors in determining the class of administration that is required to maintain the
telecommunications infrastructure? (Choose two.) 

A. the size of the infrastructure 

B. the complexity of the infrastructure 

C. the age of the infrastructure 

D. the industry that the infrastructure supports 

E. the physical environment of the infrastructure 

Correct Answer: AB 

 

QUESTION 4
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Refer to exhibit. The administrator has configured the following device IP settings, but did not keep track of which ports
the devices were connected to. The administrator is able to ping each device but needs to update the network
documentation to include the switch and interface where each device is connected. The administrator does not want to
walk to each device and switch to track down the information. 

Which steps below would you execute in sequence to document the switch and interface where each device is
connected?

 1.

 View the ARP table on L3SW1

 2.

 View the ARP table on the administrator\\'s station

 3.

 View the ARP table on L2SW4

 4.

 PING all the devices

 5.
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 View the MAC address table on all switches

 6.

 View the MAC address table on the administrator\\'s station 

A. 2,4,5 

B. 2,5,4 

C. 4,3,6 

D. 4,1,5 

Correct Answer: D 

 

 

QUESTION 5

Which two are possible solutions to control which devices can communicate between industrial zones? (Choose two) 

A. Use per zone private IP addressing and deploy NAT to control traffic between zones 

B. Put access control lists on switches connecting industrial zones to control traffic 

C. Attach each zone to a firewall to control intra-zone traffic 

D. Deploy QoS traffic shaping to limit the volume of traffic between industrial zones 

E. Deploy an IDS system between the zones to control intra-zone traffic 

Correct Answer: BC 

 

QUESTION 6

You are called at home at 3am by an unskilled machine operator with a suspected network related problem; the
controller LEDs are all normal but the output module\\'s communications LED is not on. The operator has verfied the
cable is functional and correctly connected from the communication module to the switch. What is the next check that
you ask the unskilled machine operator to make? 

A. Log onto the switch using the console port and check that IGMP snooping is enabled 

B. Open wireshark and check whether the controller is issuing a forward open instruction to the device 

C. Open the diagnostic faceplate on the HMI for the control panel switch and check that the relevant ports are enabled
and not in alarm 

D. Open Studio 5000 and check the module status tab for the affected output module 

Correct Answer: C 
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QUESTION 7

Exhibit: 

Refer to the exhibit. Host 3 on Network A is sending data to Host 8 on Network B. Which address is the default gateway
of Host 3? 

A. the address of the switch interface that is connected to router interface Fa0/0 

B. the address of the switch interface that is connected to router interface Fa0/1 

C. the address of the host that is connected to Network A 

D. the address of the host that is connected to Network B 

E. the address of the router interface Fa0/0 

F. the address of the router interface Fa0/1 

Correct Answer: E 

 

QUESTION 8

Refer to the exhibit. 
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All of the vlans listed in the routing table below are trunked using 802.1q and are active on all switches. PLC1, PLC2,
and PLC3 each has IP address 192.168.0.1/24 and are connected to ports configured for vlan 50. L2SW1, L2SW2, and
L2SW3 are not using vlan trunking for vlan 50. L3SW1 has following routing table: 10.0.0.0/8 is variably subnetted, 12
subnets, 2 masks C 10.3.138.0/23 is directly connected, Vlan307 C 10.3.136.0/23 is directly connected, Vlan306 C
10.15.153.0/24 is directly connected, Vlan398 C 10.3.142.0/23 is directly connected, Vlan309 C 10.3.140.0/23 is directly
connected, Vlan308 C 10.3.186.0/23 is directly connected, Vlan293 C 10.15.154.0/24 is directly connected, Vlan399 C
10.3.184.0/23 is directly connected, Vlan292 C 10.3.190.0/23 is directly connected, Vlan295 C 10.3.188.0/23 is directly
connected, Vlan294 C 10.3.182.0/23 is directly connected, Vlan291 C 10.3.180.0/23 is directly connected, Vlan290
PLC1, PLC2, and PLC3 cannot be reconfigured. What can be done to be able to simultaneously communicate with
PLC1, PLC2, and PLC3? 

A. Enable NAT on L3SW1 

B. Enable NAT on L2SW1 ?L2SW3 

C. Enable NAT on L2SW4 

D. Add vlan 50 to L2SW4 and assign the administrator\\'s an IP address on 192.168.0.0/24 network 

Correct Answer: B 

 

QUESTION 9

To correctly integrate a Cisco Industrial Ethernet switch into a ProfiNET management system such as SIMATIC STEP 7
or TIA Portal, which is a mandatory action? 
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A. Configure an IP address on the ProfiNET VLAN interface 

B. The General Station Description (GSD) file must be uploaded from the switch to the management system. 

C. Enable Quality of Service (QoS) and ensure the management station interface is trusted 

D. Enable SNMP on the switch 

Correct Answer: B 

 

QUESTION 10

A small manufacturing company has a Class C network address on the plant floor and needs to create five subnets,
each accommodating 25 endpoints. Which subnet mask needs to be configured? 

A. 255.255.240.0 

B. 255.255.255.128 

C. 255.255.255.192 

D. 255.255.255.224 

E. 255.255.255.240 

F. 255.255.255.248 

Correct Answer: D 

 

QUESTION 11

Refer to the exhibit. Which lines represent a CIP connection being established between two devices? 
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A. 2914 and 2915 

B. 2918 and 2921 

C. 2920 and 2924 

D. 2937 and 2940 

Correct Answer: B 

 

QUESTION 12

Which command globally enables QoS on a Cisco Industrial Ethernet switch? 

A. switch(config)#qos enable 

B. switch(config)#mls queuing enable 

C. switch#enable queuing 

D. switch(config)#mls qos 

Correct Answer: D 
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QUESTION 13

What can be done to increase the security in depth in an industrial zone? 

A. Add additional disk storage to the IDS server 

B. Add specific SCADA signatures to the IDS server 

C. Create a high availability solution for the IDS server 

D. Place a \\'data diode\\' in front of the IDS server 

Correct Answer: B 

 

QUESTION 14

Your supervisor calls you and tells you that one of the Stratix 5700 switches is not assigning all CIP explicit messages to
the proper QoS queue. The switch was deployed with the ab-global macro and CIP explicit messages were previously
being assigned to the proper QoS queue. You suspect the access-lists associated with the ab-global macro have been
changed. Look at the following access list from the switch configuration: 

access-list 101 permit udp any eq 2222 any dscp 55 access-list 102 permit udp any eq 2222 any dscp 47 access-list
103 permit udp any eq 2222 any dscp 43 access-list 104 permit udp any eq 2222 any access-list 105 permit udp any eq
44818 any access-list 105 permit tcp any eq 44816 any 

What needs to be done to fix the above access list? 

A. Access list 105 should reference udp port 44816 

B. Access lists 101-104 should reference udp port 2212 

C. Access list 105 should reference tcp port 44818 

D. Access list 104 should be a deny access list rather than a permit access list 

Correct Answer: C 

 

 

QUESTION 15

Which prompt is used to configure parameters for the Ethernet ports of an industrial switch? 

A. Switch(config-if)# 

B. Switch(config-if-ind)# 

C. Switch(config-line)# 

D. Switch(config-ind)# E. Switch(config-vlan)# 

Correct Answer: A 
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