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QUESTION 1

Which two actions are valid uses of public key infrastructure? (Choose two.) 

A. ensuring the privacy of a certificate 

B. revoking the validation of a certificate 

C. validating the authenticity of a certificate 

D. creating duplicate copies of a certificate 

E. changing ownership of a certificate 

Correct Answer: BC 

 

QUESTION 2

Which definition of an antivirus program is true? 

A. program used to detect and remove unwanted malicious software from the system 

B. program that provides real-time analysis of security alerts generated by network hardware and applications 

C. program that scans a running application for vulnerabilities 

D. rules that allow network traffic to go in and out 

Correct Answer: A 

 

QUESTION 3

If an attacker uses phishing to obtain user credentials for an employee without administrator access and needs to install
a rootkit backdoor that requires system level access, what might be the attacker\\'s next course of action to gain the
administrator privileges? 

A. set a scheduled task to install the rootkit the following day under the current user account 

B. try to brute force that user\\'s password for an RDP connection to the user\\'s workstation 

C. change the IP address of the user\\'s computer from DHCP-assigned to static. 

D. attempt to extract local administrator credentials stored on the machine in running memory or the registry 

Correct Answer: D 

 

QUESTION 4

Which protocol helps to synchronizes and correlate events across multiple network devices: 
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A. NTP 

B. time zone 

C. SNMP 

D. CDP 

Correct Answer: A 

 

 

QUESTION 5

Which activity can be used to ensure data confidentiality? 

A. provide authenticity of the data by digitally signing it 

B. increase the data privacy by encrypting it 

C. use a two-factor authentication to authenticate the source of the data 

D. back up the data to an offsite location 

Correct Answer: B 

 

QUESTION 6

Where is EAPoL traffic seen? 

A. Between the supplicant and the authentication server 

B. Between the supplicant and the authenticator 

C. Between the authenticator and the authentication server 

D. None of the above 

Correct Answer: B 

 

QUESTION 7

For TCP connection establishment, which one of the following statements is true? 

A. Only the sender generates a sequence number. 

B. Both the sender and receiver generate sequence numbers. 

C. The sequence numbers for both the sender and the receiver must match. 

D. Only the receiver generates a sequence number. 
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Correct Answer: B 

 

QUESTION 8

Which one of the following is the PKI operation that would likely cause out-of-band communication over the phone? 

A. The client checks with the CA to determine whether a certificate has been revoked. 

B. The client validates with the CA to determine if the peer that they are communicating with is the entity that is
identified in a certificate. 

C. A new signed certificate is received by the certificate applicant from the CA. 

D. The CA administrator contacts the certificate applicant to verify enrollment data before the request can be approved. 

Correct Answer: D 

 

QUESTION 9

If you are hosting a web site and getting a dynamic IP address from your ISP, what do you need to use in order to map
your dynamic IP address to your domain name? 

A. direct DNS 

B. auto DNS 

C. recursive DNS registry 

D. dynamic DNS 

Correct Answer: D 

 

QUESTION 10

Why you should enable Network Time Protocol (NTP) when you collect logs from network devices? 

A. To make sure that network and server logs are collected faster. 

B. Syslog data is useless if it shows the wrong date and time. Using NTP ensures that the correct time is set and that all
devices within the network are synchronized. 

C. By using NTP, network devices can record the time for certificate management. 

D. NTP is not supported when collecting logs from network infrastructure devices. 

Correct Answer: B 

 

QUESTION 11
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If your current directory location is /var/pcap/, which two commands can you use to change the directory location to
/var/log? (Choose two.) 

A. cd ../log 

B. cd ./log 

C. cd /var/log 

D. cd log 

Correct Answer: AC 

 

QUESTION 12

What is an example of a Cisco solution for endpoint protection? 

A. Cisco ASA 

B. Cisco ESA 

C. Cisco AMP for Endpoints 

D. Firepower Endpoint System 

Correct Answer: C 

 

QUESTION 13

You discover that a foreign government hacked one of the defense contractors in your country and stole intellectual
property. In this situation, which option is considered the threat agent? 

A. method in which the hack occurred 

B. defense contractor that stored the intellectual property 

C. intellectual property that was stolen 

D. foreign government that conducted the attack 

Correct Answer: D 

 

 

QUESTION 14

Which definition of the virtual address space for a Windows process is true? 

A. actual physical location of an object in memory 

B. set of virtual memory addresses that it can use 
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C. set of pages that are currently resident in physical memory 

D. system-level memory protection feature that is built into the operating system 

Correct Answer: B 

 

QUESTION 15

Which of the follow best describes Windows process permissions? 

A. User authentication data is stored in a token that is used to describe the security context of all processes associated
with the user. 

B. Windows generates processes based on super user?evel security permissions and limits processes based on
predefined user authentication settings. 

C. Windows process permissions are developed by Microsoft and enforced by the host system administrator. 

D. Windows grants access to all processes unless otherwise defined by the Windows administrator 

Correct Answer: A 
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