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QUESTION 1

Which three protocols could an NSX administrator use to transfer log messages to a remote log server? (Choose
three.) 

A. SSL 

B. HTTPS 

C. TLS 

D. UDP 

E. SSH 

F. TCP 

Correct Answer: CDF 

https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/certification/vmware-2vo-41.20exam-prep-
guide.pdf 

 

QUESTION 2

A company is deploying a NSX-T Data Center micro-segmentation in their vSphere environment to secure a simple
application composed of web, app, and database tiers. 

The naming convention will be: 

1. 

WKS-WEB-SRV-XXX 

2. 

WKY-APP-SRR-XXX 

3. 

WKI-DB-SRR-XXX 

What is the optimal way to group them in order to enforce security policies from NSX-T Data Center? 

A. Create an Ethernet based security policy. 

B. Group all by means of tags membership. 

C. Use Edge as a firewall between tiers. 

D. Do a service insertion to accomplish the task. 

Correct Answer: B 
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QUESTION 3

Which three steps must be carried out to configure North-South / East-West Network Inspection? (Choose three.) 

A. Service Deployment 

B. Service Insertion 

C. Service Consumption 

D. Service Registration 

E. Service Introspection 

Correct Answer: ABE 

 

QUESTION 4

Which NSX CLI command is used to check the GENEVE tunnel status on ESXi transport node? 

A. get host-switch tunnels 

B. get transport-node tunnel status 

C. get host-switch tunnel status 

D. get transport-node tunnel state 

Correct Answer: A 

https://vdc-download.vmware.com/vmwb-repository/dcr-public/cc42e3c1-eb34-4567-a916147e79798957/8264605c-
a5e1-49a8-b603-cc78621eeeab/cli.html#get%20host-switch%20%3Chostswitch-name%3E%20tunnels 

 

QUESTION 5

Which two statements are true about the implementation of multicast in NSX-T Data Center? (Choose two.) 

A. Multicast routing is implemented with PIM Sparse-Mode. 

B. IGMP Snooping is used to populate multicast forwarding tables. 

C. Tier-0 gateways can be the Rendezvous Point. 

D. Multicast is supported in ESXi and KVM transport nodes. 

E. An Edge can be the Rendezvous Point. 

Correct Answer: AB 
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https://docs.vmware.com/en/VMware-NSX-T-Data- Center/3.0/nsxt_30_admin.pdf 

 

QUESTION 6

An NSX administrator would like to configure syslog for a KVM transport node. 

Which host log files could be exported to a remote syslog server? 

A. /var/log/vmware/nsx-syslog 

B. /var/log/cfgAgent.log 

C. /var/log/nsx-audit.log 

D. /var/log/cloudnet/nsx-ccp.log 

Correct Answer: A 

 

QUESTION 7

The NSX Control Plane is responsible for which two functions? (Choose two.) 

A. receive and validate configuration from NSX Policy 

B. host API services 

C. propagate topology information 

D. push stateless configurations to forwarding engines 

E. maintain packet-level statistics 

Correct Answer: CD 

 

QUESTION 8

Which two statements describe the characteristics of an Edge Cluster in NSX-T 3.0 Data Center? (Choose two.) 

A. can have a maximum of 8 edge nodes 

B. must have only active-active edge nodes 

C. can have a maximum of 10 edge nodes 

D. can contain multiple types of edge nodes (VM or bare metal) 

E. must contain only one type of edge nodes (VM or bare metal) 

Correct Answer: CD 
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https://docs.vmware.com/en/VMware-NSX-T-Data-Center/3.0/installation/GUID-14183A62-
8E8D-43CC92E0-E8D72E198D5A.html 

 

QUESTION 9

Which two choices are use cases for Distributed Intrusion Detection? (Choose two.) 

A. Identify security vulnerabilities in the workloads. 

B. Use agentless antivirus with Guest Introspection. 

C. Quarantine workloads based on vulnerabilities. 

D. Identify risk and reputation of accessed websites. 

E. Gain insight about micro-segmentation traffic flows. 

Correct Answer: AC 

 

QUESTION 10

Which profile must be attached to the ESXi cluster to prepare the host for NSX-T Data Center? 

A. Transport Node Profile 

B. Uplink Profile 

C. Switching Profile 

D. Host Profile 

Correct Answer: A 

 

 

QUESTION 11

Which two commands does an NSX administrator use to check the IP address of the VMkernel port for the GENEVE
protocol on the ESXi transport node? (Choose two.) 

A. esxcfg-nics -1 

B. net-dvs 

C. esxcli network nic list 

D. esxcfg-vmknic -1 

E. esxcli network ip interface ipv4 get 

Correct Answer: DE 
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QUESTION 12

When a stateful service is enabled for the first time on a Tier-0 Gateway, what happens on the NSX Edge node? 

A. SR and DR doesn\\'t need to be connected to provide any stateful services. 

B. DR is instantiated and automatically connected with SR. 

C. SR is instantiated and automatically connected with DR. 

D. SR and DR is instantiated but requires manual connection. 

Correct Answer: C 

 

QUESTION 13

How is the RouterLink port created between a Tier-1 Gateway and Tier-0 Gateway? 

A. Automatically created when Tier-1 is created. 

B. Manually create a Segment and connect to both Tier-1 and Tier-0 Gateways. 

C. Manually create a Logical Switch and connect to bother Tier-1 and Tier-0 Gateways. 

D. Automatically created when Tier-1 is connected with Tier-0 from NSX UI. 

Correct Answer: D 

https://docs.vmware.com/en/VMware-NSX-T-Data-
Center/3.0/administration/GUID-3F163DEE-1EE64D80-BEBF-8D109FDB577C.html 

 

QUESTION 14

Which CLI command would an administrator use to allow syslog on an ESXi transport node when using the esxcli
utility? 

A. esxcli network firewall ruleset -e syslog 

B. esxcli network firewall ruleset set -a -e false 

C. esxcli network firewall ruleset set -r syslog -e true 

D. esxcli network firewall ruleset set -r sysloq -e false 

Correct Answer: C 

https://docs.vmware.com/en/VMware-NSX-T-Data-Center/2.2/nsxt_22_troubleshoot.pdf 

 

QUESTION 15
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Which Network and Security virtualization solution provides network hybridity and mobility? 

A. VMware HCX 

B. VMware Tanzu Service Mesh 

C. NSX Advanced Load Balancer 

D. NSX Intelligence 

Correct Answer: A 
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