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QUESTION 1

What Workspace ONE process allows an administrator to prepare 50 newly purchased Windows 10 devices for
enrollment without connectivity to the Internet and without using Workspace ONE Intelligent Hub installation
parameters? 

A. Windows Auto-Discovery 

B. Command Line staging 

C. Manual staging 

D. Azure AD Integration enrollment 

Correct Answer: A 

Reference: https://techzone.vmware.com/troubleshooting-windows-10-vmware-workspace-one-operational-
tutorial#968027 

 

QUESTION 2

An organization uses Mobile SSO for two Android applications, Application A and B. Application A signs on correctly,
however, Application B never does Single Sign-On on any Android device. 

Which two could be the cause of the issue? (Choose two.) 

A. Application B was not configured properly under Network Traffic Rules 

B. The Per-App Tunnel certificate is expired 

C. The Mobile SSO for Android authentication method is not configured 

D. Application B was not configured to use a Per-App VPN profile 

E. The VMware Tunnel application is not published to any Android device 

Correct Answer: AD 

 

QUESTION 3

What type of authentication token is used by the IDM API? 

A. SAML 

B. oAuth2 

C. MS-CHAP 

D. WS-FED 

Correct Answer: AB 
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Reference: https://github.com/vmware/idm/wiki/Choosing-The-Right-Auth 

 

QUESTION 4

Which policy should an administrator modify to grant a user access to the company\\'s federated Web app in Workspace
ONE? 

A. Default access policy set 

B. Default compliance policy 

C. Default authentication user 

D. Default profile policy 

Correct Answer: A 

Reference: https://pubs.vmware.com/workspace-portal-21/topic/com.vmware.ICbase/PDF/workspace-
portal-21-administrator.pdf 

 

QUESTION 5

Which two telecom data settings can be enabled and collected by an administrator? (Choose two.) 

A. Websites visited while using cellular data 

B. The cellular data use in terms of total bytes sent and received 

C. The total voice minutes used for all cellular calls 

D. The telephone numbers dialed and received 

E. The SMS message content sent and received 

Correct Answer: BC 

 

QUESTION 6

Which function processes device information and applies actions automatically based on configurations created by an
administrator? 

A. Admin Reports 

B. Conditional Access 

C. Compliance Policy 

D. Device Profile 

Correct Answer: D 
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QUESTION 7

Which two configuration steps must be performed when managing iOS devices? (Choose two.) 

A. Obtain an Apple Developer ID. 

B. Obtain an APNS certificate. 

C. Obtain an Apple ID. 

D. Obtain an Apple Server Certificate. 

E. Obtain an iCloud account. 

Correct Answer: BC 

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/9.4/vmware-airwatch-ios-platform-guide.pdf 

 

QUESTION 8

How can an administrator integrate approved third-party solutions into Workspace ONE? 

A. Using EAS Integration API 

B. Using S/MIME 

C. Using REST API 

D. Using Cloud Connector services 

Correct Answer: C 

Reference: https://techzone.vmware.com/resource/workspace-one-and-horizon-reference-architecture#sec6-sub6 

 

QUESTION 9

Migrating the first Microsoft Active Directory (AD) Group Policy Object (GPO) into Workspace ONE requires which of the
following tools? 

A. AD Domain Services Tools 

B. ADSI Edit tool 

C. Group Policy Management Tools 

D. Workspace ONE Airlift 

Correct Answer: C 

Reference: https://techzone.vmware.com/operational-tutorial-vmware-workspace-one-moving-windows-10-modern-
management#978323 
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QUESTION 10

The administrator requested device App Logs from a specific device to be sent to the console. 

Where does the administrator access the requested App Logs in the console? 

A. Device > Applications > Logging 

B. Monitor > Reports and Analytics > Events > Console Events 

C. Apps and Books > Applications > Logging 

D. Monitor > Reports and Analytics > Events > Device Events 

Correct Answer: C 

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/1810/WS1-Logging.pdf 

 

QUESTION 11

For a customer using the SaaS Workspace ONE suite, what setting is required in the Workspace ONE UEM console to
configure federated administrative and enrollment authentication? 

A. SAML Integration in Directory Services 

B. Advanced Settings of AirWatch Cloud Connector 

C. Network Traffic Rules for VMware Tunnel 

D. Session Management in Console Security 

Correct Answer: D 

 

QUESTION 12

An administrator is planning a SaaS Workspace ONE deployment that will include integration of an existing on-premises
Citrix environment. 

Which two components are required to integrate the Citrix resources? (Choose two.) 

A. VMware Identity Manager Connector 

B. Integration Broker 

C. VMware Unified Access Gateway 

D. Enrollment Server 

E. Connection Server 

Correct Answer: BE 
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QUESTION 13

A company has an organization group which is used only to register devices for executives. The administrator has
noticed that employees are using that Group ID to register their own devices without authorization. How can the
administrator prevent future registrations into this organization group? 

A. Make the Group ID blank for the organization group. 

B. Create an enrollment restriction for the organization group. 

C. Create a Compliance Policy preventing unauthorized enrollment. 

D. Publish a Restriction Profile to devices in the organization group. 

Correct Answer: B 

 

QUESTION 14

Which is required to push a Passport for Work Profile to a Windows endpoint? 

A. Azure AD Domain Services 

B. Passcode SDK Profile 

C. Windows Auto Discovery Service 

D. Workspace ONE Access Connector 

Correct Answer: B 

 

QUESTION 15

Which is the VMware recommended sizing for high availability (HA)? 

A. (N/3)+2 for all highly available components 

B. N+3 for all highly available components 

C. N+1 for all highly available components 

D. Double the number of all components 

Correct Answer: D 
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