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QUESTION 1

A company has purchased a Workspace ONE UEM SaaS environment and are planning the on-premises servers and
services that will be required. A primary use case is allowing AD authenticated end users to access enterprise
SharePoint documents through the Workspace ONE Content application. 

Which two on-premises servers/services should the company plan for? (Choose two.) 

A. Unified Access Gateway 

B. Workspace ONE UEM API 

C. Secure Email Gateway 

D. AirWatch Cloud Connector 

E. AirWatch Cloud Messaging 

Correct Answer: AD 

Reference: https://techzone.vmware.com/resource/workspace-one-uem-architecture#introduction 

 

QUESTION 2

Which component can use an AirWatch generated certificate for Inbound SSL Traffic? 

A. AirWatch Cloud Connector 

B. VMware Tunnel 

C. Reverse Proxy 

D. VMware Secure Email Gateway 

Correct Answer: B 

 

QUESTION 3

Which two Workspace ONE edge services on Unified Access Gateway does VMware require to use 3rd party SSL
certificates? (Choose two.) 

A. Content Gateway 

B. Tunnel Per-App VPN 

C. Device Services 

D. Tunnel Proxy 

E. Secure Email Gateway 
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Correct Answer: AB 

Reference: https://techzone.vmware.com/configuring-vmware-tunnel-edge-service-workspace-one-operational-
tutorial#_1064031 

 

QUESTION 4

A customer intends to implement Android device management in their environment. 

Which three enrollment options would result in an end-user experience in which a dedicated container is created on the
device for only business applications and contents? (Choose three.) 

A. Knox Container 

B. Device Enrollment Program (DEP) 

C. Work Managed Device 

D. Legacy enrolled 

E. Corporate Owned Personally Enabled (COPE) 

F. Work Profile 

Correct Answer: CEF 

 

QUESTION 5

Which three features from Workspace ONE Hub Services are Cloud only? (Choose three.) 

A. Templates 

B. Hub Virtual Assistant 

C. People Search 

D. Passport 

E. Employee Self-Service Support 

F. Custom Tab 

Correct Answer: BCD 

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE/services/intelligent-
hub_IDM/GUID-012E7722-FC83-4EF5-8ADD-2457E29720FE.html 

 

QUESTION 6

Which Security Assertion Markup Language (SAML) configuration item is a pre-requisite to creating a third party identity
provider in Workspace ONE Access? 
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A. SAML AuthN Request 

B. SAML Metadata 

C. SAML Assertion 

D. SAML AuthN Context 

Correct Answer: B 

 

QUESTION 7

Which two recommended Workspace ONE components are used to integrate a Microsoft Active Directory within an
organization\\'s internal network? (Choose two.) 

A. Workspace ONE Access Connector 

B. VMware Unified Access Connector 

C. AirWatch Cloud Connector 

D. AirWatch LDAP Connector 

E. Workspace ONE AD Connector 

Correct Answer: AC 

Reference: https://techzone.vmware.com/resource/workspace-one-access-architecture 

 

QUESTION 8

Which two settings are configurable in a macOS disk encryption profile? (Choose two.) 

A. Recovery Key Type 

B. Administrator Password Policy 

C. TPM License Key 

D. FileVault Enterprise Certificate 

E. Maximum Battery Level 

Correct Answer: AD 

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/2011/macOS_Platform/GUID-AWT-
MACPROFILEDISKENCRYPT.html 

 

QUESTION 9

Which two are needed from the directory when configuring user and group settings for Directory Service integration?
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(Choose two.) 

A. Base DN 

B. AD Server IP 

C. Group and Function Class 

D. User and Group Object Class 

E. Functional Level 

Correct Answer: AD 

 

QUESTION 10

Which domain attribute must be included to meet the SAML assertion requirement for Just-in-Time (JIT) provisioning of
users in the Workspace ONE Access service? 

A. lastName 

B. distinguishedName 

C. firstName 

D. userName 

Correct Answer: D 

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE-Access/19.03/idm-
administrator/GUID-06A8E165-8A04-411B-8C96-9BEC0E283D18.html 

 

QUESTION 11

Which VMware feature in the Intelligent Hub provides the ability for administrators to leverage Multi-Factor
Authentication (MFA)? 

A. Assist 

B. Secure 

C. Trust 

D. Verify 

Correct Answer: D 

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE-Access/services/rn/VMware-Workspace-ONE-Relea
se-Notes---Cloud-2020.html#:~:text=Introducing%20Verify%20within%20Intelligent%20Hubandtext=Users%20can%
20leverage%20the%20Intelligent,for%20an%20adaptive%20MFA%20experience 
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QUESTION 12

An organization has purchased a SaaS Workspace ONE solution and wants to implement these: 

integration with back-end resources like Active Directory from Microsoft to sync users and groups Kerberos
authentication integration with Virtual Desktops and Applications from services (Horizon 7, Horizon Cloud, or Citrix) third
party integration with RSA SecureID, RADIUS for authentication 

Which Workspace ONE component is required? 

A. VMware AirWatch Cloud Connector 

B. VMware Workspace ONE Access Connector 

C. VMware Workspace ONE Assist 

D. VMware Workspace Unified Access Gateway 

Correct Answer: B 

 

 

QUESTION 13

If an administrator wants to leverage ThinApp packaged applications integrated with Workspace ONE Access, which of
the following is the proper connector version to use? 

A. VMware Workspace ONE Access (Windows) version 20.10.0.1. 

B. VMware Identity Manager connector (Windows) version 19.03.0.1. 

C. VMware Workspace ONE Access (Windows) version 19.03.0.1. 

D. VMware Identity Manager connector (Linux) version 20.18.8.1.0. 

Correct Answer: D 

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE-Access/21.08/ws1-access-
resources/GUID-577D4812-0206-4DFC-B510-24C3D304AD6D.html 

 

QUESTION 14

An administrator is tasked with determining the root cause for a recent outage where devices were not able to
authenticate. An investigation revealed a single AirWatch Cloud Connector (ACC) server that had a disk error which
caused it to be completely unresponsive. 

Which VMware resiliency recommendation would have prevented this outage? 

A. High Availability 

B. Disaster Recovery 

C. Cloud Hosted ACC 
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D. Restart ACC 

Correct Answer: A 

 

QUESTION 15

DRAG DROP 

Drag and drop the device operating system on the left into the box associated with its third party messaging solution. 

Select and Place: 

Correct Answer: 
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