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QUESTION 1

A technician connects a Cisco Aironet 3700 Series access point to a switch and realizes that the AP is coming up with
3x3 MIMO. Which reason explains this behavior? 

A. A redundant power supply is unavailable on the switch. 

B. The switch is 802.3af capable. 

C. The AP is getting power from a power injector. 

D. The switch is PoE+ capable. 

Correct Answer: B 

Reference: 

 

QUESTION 2

Refer to the exhibit. 
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A WLC SSO pair is set up. Which failure scenario causes a split-brain scenario? 

A. RP is down. 

B. Two distribution ports on the active WLC are down. 

C. VSL is down. 

D. One distribution port on the active WLC is down. 

Correct Answer: C 

 

 

QUESTION 3

A network engineer is designing a new wireless network. The network needs to have these characteristics: 

Which approach should be taken? 

A. Deploy APs near each other for 5 GHz coverage, and disable the 2.4 GHz radios for some Aps. 

B. Deploy APs near each other for 2.4 GHz coverage, and disable the 5 GHz radios for all APs. 

C. Deploy APs near each other for 5 GHz coverage, and enable the 2.4 GHz radios for all Aps. 

D. Deploy APs near each other for 2.4 GHz coverage, and disable the 5 GHz radios for some APs. 

Correct Answer: A 

Reference: 

https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/86/b_Cisco_Wireless_LAN_
Controller_Configuration_Best_Practices.html 

 

QUESTION 4

A customer celled with a requirement that internal clients must be on different subnets depending on the building they
are in, AH access points are operating in local mode and will not be modified, and this is a single controller solution.
Which design approach creates the desired result? 

A. Create an SSID, place it to the desired VLAN under WLANs, and configure 802 lx in ISE to assign the correct VLAN
based on the SSID from which the client is authenticating. 

B. Create FlexConnecI groups, place the access points in. and sat the correct VLAN to SSID mapping based on
location. 

C. Create AP groups for each desired location, map the correct VLANs to the internal SSID, and add the access points
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for that location. 

D. Create mobility anchors for the SSID, and on the controller under the internal SSID. create a foreign map to the
desired VLAN based on location. 

Correct Answer: C 

 

QUESTION 5

As part of a wireless site survey in a hospital, an engineer needs to identify potential Layer 1 interferers. In which two
areas is the engineer most likely to find sources of 2.4 GHz and 5 GHz RF noise? (Choose two.) 

A. magnetic resonance imaging 

B. kitchen 

C. Gamma Knife radiation treatment 

D. X-ray radiography 

E. patient room 

Correct Answer: BE 

Reference: https://www.ciscopress.com/articles/article.asp?p=2351131andseqNum=2 

 

QUESTION 6

An engineer must perform a pre-deployment site survey for a new building in a high-security area. The design must
provide a primary signal RSSI of-65 dBm for the clients. Which two requirements complete This design? (Choose two) 

A. Site access 

B. AP model 

C. WLC model 

D. HAVC access 

E. Number of clients 

Correct Answer: BE 

Reference: https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/116057-site-survey-
guidelines-wlan-00.html 

 

QUESTION 7

An engineer must ensure that the wireless network can accomplish fast secure roaming by way of caching keys on the
access points. Which key caching mechanism is enabled by default on a Cisco AireOS WLC? 
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A. SKC 

B. OKC 

C. 802.11r 

D. CCKM 

Correct Answer: B 

Reference: 

 

QUESTION 8

During a client roaming event, which device is responsible for communicating the new Layer 2 EID mapping of a
wireless supplicant to the fabric domain? 

A. WLC 

B. BN 

C. CP2 

D. CP1 

Correct Answer: A 

Reference: https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/network-automation-and-
management/dna-center/deploy-guide/cisco-dna-center-sd-access-wl-dg.pdf 

 

QUESTION 9

How are mobility groups created, excluding mobility anchors? 

A. The WLGs do not have to be of the same model or type to be a member of a mobility group, however each member
should be running different software versions. 

B. A mobility group does not require ell WLCs in the group lo use the same virtual IP address. 

C. Each WLC must use the same mobility domain name and be defined as a peer in each other\\' s static mobility
members list. 

D. If WLCs with HA SSO are deployed, each WLC in the WLC HA pair is considered separately as a mobility peer. 
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Correct Answer: C 

 

 

QUESTION 10

Which statement about the 9800 Series Wireless Controller mobility tunnel on a Cisco Catalyst 9800 controller is true? 

A. It is an IPsec tunnel with control path only. 

B. It is a CAPWAP tunnel with data path only. 

C. It is a CAPWAP tunnel with control path and data path. 

D. It is an IPsec tunnel with control path and data path. 

Correct Answer: C 

Reference: 

 

QUESTION 11

A wireless engineer is utilizing the voice readiness tool in Cisco Prime for a customer that wants to deploy Cisco IP
phones. Which dBm range is the network inspected against? 

A. -78 to-65 dBm 

B. -72 to-67 dBm 

C. -85 to-65 dBm 

D. -85 to-67 dBm 

Correct Answer: D 

Reference: 

https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/34/user/guide/bk_CiscoPr
imeInfrastructure_3_4_0_UserGuide/bk_CiscoPrimeInfrastructure_3_4_0_UserGuide_chapter_0101 0.html minimum
is-90 and maximum is-67 for IP phone 

 

QUESTION 12
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A medium-sized hospitality company with 50 hotels needs to upgrade the existing WLAN in each hotel to 802.11n.
During the site surveys for each hotel, what needs to be taken into consideration when determining the locations for
each AP? 

A. Selecting locations that are easily accessed so maintenance and upgrades can be performed quickly. 

B. Selecting AP locations where power is already available. 

C. Selecting APs that can be hidden in ceiling panels to provide a secure and clean aesthetic look. 

D. Selecting locations that make visual assessment of the AP operation easy. 

Correct Answer: C 

 

 

QUESTION 13

Which two considerations must a network engineer have when planning for voice over wireless roaming? (Choose two.) 

A. Full reauthentication introduces gaps in a voice conversation. 

B. Roaming time increases when using 802.1x + Cisco Centralized Key Management. 

C. Roaming occurs when the phone has seen at least four APs. 

D. Roaming occurs when the phone has reached-80 dBs or below. 

E. Roaming with only 802.1x authentication requires full reauthentication. 

Correct Answer: AE 

Reference: https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Mobility/vowlan/41dg/vowlan41dg-
book/vowlan_ch5.html 

 

QUESTION 14

Where must the APs be mounted when used in a high-density wireless network to provide 6 dB to 20 dB of attenuation
to a cell? 

A. in the aisle 

B. under the seat 

C. above the stage 

D. under the stage 

Correct Answer: B 

Reference: 
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QUESTION 15

An engineer is designing a wireless network to support Cisco Hyperlocation. The customer indicated some locations
that require high density. How is the design adjusted? 

A. Add additional APs to all the comers of the site. 

B. Add more APs than indicated from the site survey spread across all areas. 

C. Add an additional AP in the middle of the dense area. 

D. Run the site survey using -57dBm as a threshold. 

Correct Answer: C 
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