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QUESTION 1

An engineer must define a URL object on Cisco FMC. 

What is the correct method to specify the URL without performing SSL inspection? 

A. Use Subject Common Name value. 

B. Specify all subdomains in the object group. 

C. Specify the protocol in the object. 

D. Include all URLs from CRL Distribution Points. 

Correct Answer: B 

 

 

QUESTION 2

An engineer wants to change an existing transparent Cisco FTD to routed mode. The device controls traffic between
two network segments. Which action is mandatory to allow hosts to reestablish communication between these two
segments after the change? 

A. Remove the existing dynamic routing protocol settings. 

B. Configure multiple BVIs to route between segments. 

C. Assign unique VLAN IDs to each firewall interface. 

D. Implement non-overlapping IP subnets on each segment. 

Correct Answer: D 

 

QUESTION 3

A network engineer is tasked with minimising traffic interruption during peak traffic limes. When the SNORT inspection
engine is overwhelmed, what must be configured to alleviate this issue? 

A. Enable IPS inline link state propagation 

B. Enable Pre-filter policies before the SNORT engine failure. 

C. Set a Trust ALL access control policy. 

D. Enable Automatic Application Bypass. 

Correct Answer: D 
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QUESTION 4

An engineer must configure high availability for the Cisco Firepower devices. The current network topology does not
allow for two devices to pass traffic concurrently. How must the devices be implemented in this environment? 

A. in active/active mode 

B. in a cluster span EtherChannel 

C. in active/passive mode 

D. in cluster interface mode 

Correct Answer: C 

 

QUESTION 5

An analyst is reviewing the Cisco FMC reports for the week. They notice that some peer-to- peer applications are being
used on the network and they must identify which poses the greatest risk to the environment. Which report gives the
analyst this information? 

A. Attacks Risk Report 

B. User Risk Report 

C. Network Risk Report 

D. Advanced Malware Risk Report 

Correct Answer: C 

 

QUESTION 6

An administrator is adding a QoS policy to a Cisco FTD deployment. When a new rule is added to the policy and QoS is
applied on “Interfaces in Destination Interface Objects”, no interface objects are available. What is the problem? 

A. The FTD is out of available resources for use, so QoS cannot be added. 

B. The network segments that the interfaces are on do not have contiguous IP space. 

C. A conflict exists between the destination interface types that is preventing QoS from being added. 

D. QoS is available only on routed interfaces, and this device is in transparent mode. 

Correct Answer: D 

 

 

QUESTION 7

A network administrator notices that SI events are not being updated. The Cisco FTD device is unable to load all of the

300-710 PDF Dumps | 300-710 VCE Dumps | 300-710 Braindumps                                3 / 8

https://www.pass4lead.com/300-710.html
https://www.pass4lead.com/300-710.html
https://www.pass4lead.com/300-710.html


https://www.pass4lead.com/300-710.html
2023 Latest pass4lead 300-710 PDF and VCE dumps Download

SI event entries and traffic is not being blocked as expected. What must be done to correct this issue? 

A. Restart the affected devices in order to reset the configurations. 

B. Redeploy configurations to affected devices so that additional memory is allocated to the SI module. 

C. Replace the affected devices with devices that provide more memory. 

D. Manually update the SI event entries to that the appropriate traffic is blocked. 

Correct Answer: B 

 

 

QUESTION 8

Which function is the primary function of Cisco AMP threat Grid? 

A. It analyzes copies of packets from the packet flow 

B. The device is deployed in a passive configuration 

C. If a rule is triggered the device generates an intrusion event. 

D. The packet flow traverses the device 

E. If a rule is triggered the device drops the packet 

Correct Answer: AC 

 

QUESTION 9

A network engineer implements a new Cisco Firepower device on the network to take advantage of its intrusion
detection functionality. There is a requirement to analyze the traffic going across the device, alert on any malicious
traffic, and appear as a bump in the wire. How should this be implemented? 

A. Specify the BVl IP address as the default gateway for connected devices. 

B. Enable routing on the Cisco Firepower 

C. Add an IP address to the physical Cisco Firepower interfaces. 

D. Configure a bridge group in transparent mode. 

Correct Answer: D 

Traditionally, a firewall is a routed hop and acts as a default gateway for hosts that connect to one of its screened
subnets. A transparent firewall, on the other hand, is a Layer 2 firewall that acts like a "bump in the wire," or a "stealth
firewall," and is not seen as a router hop to connected devices. However, like any other firewall, access control between
interfaces is controlled, and all of the usual firewall checks are in place. Layer 2 connectivity is achieved by using a
"bridge group" where you group together the inside and outside interfaces for a network, and the ASA uses bridging
techniques to pass traffic between the interfaces. Each bridge group includes a Bridge Virtual Interface (BVI) to which
you assign an IP address on the network. You can have multiple bridge groups for multiple networks. In transparent
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mode, these bridge groups cannot communicate with each other. 

https://www.cisco.com/c/en/us/td/docs/security/asa/asa97/configuration/general/asa-97-general-config/intro-fw.html 

 

QUESTION 10

While configuring FTD, a network engineer wants to ensure that traffic passing though the appliance does not require
routing or VLAN rewriting. Which interface mode should the engineer implement to accomplish this task? 

A. inline set 

B. passive 

C. transparent 

D. inline tap 

Correct Answer: A 

An inline set acts like a bump on the wire, and binds two interfaces together to slot into an existing network. This
function allows the FTD to be installed in any network environment without the configuration of adjacent network
devices. 

 

QUESTION 11

Which two OSPF routing features are configured in Cisco FMC and propagated to Cisco FTD? (Choose two.) 

A. OSPFv2 with IPv6 capabilities 

B. virtual links 

C. SHA authentication to OSPF packets 

D. area boundary router type 1 LSA filtering 

E. MD5 authentication to OSPF packets 

Correct Answer: BE 

The Firepower Threat Defense device supports the following OSPF features: 

Intra-area, inter-area, and external (Type I and Type II) routes. 

Virtual links. 

LSA flooding. 

Authentication to OSPF packets (both password and MD5 authentication). 

Configuring the Firepower Threat Defense device as a designated router or a designated backup router. The Firepower
Threat Defense device also can be set up as an ABR. 

Stub areas and not-so-stubby areas. 
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Area boundary router Type 3 LSA filtering. 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/620/configuration/guide/fpmc-config-guide-
v62/ospf_for_firepower_threat_defense.html 

 

QUESTION 12

A network administrator registered a new FTD to an existing FMC. The administrator cannot place the FTD in
transparent mode. Which action enables transparent mode? 

A. Add a Bridge Group Interface to the FTD before transparent mode is configured. 

B. Dereglster the FTD device from FMC and configure transparent mode via the CLI. 

C. Obtain an FTD model that supports transparent mode. 

D. Assign an IP address to two physical interfaces. 

Correct Answer: B 

 

QUESTION 13

An engineer must build redundancy into the network and traffic must continuously flow if a redundant switch in front of
the firewall goes down. What must be configured to accomplish this task? 

A. redundant interfaces on the firewall cluster mode and switches 

B. redundant interfaces on the firewall noncluster mode and switches 

C. vPC on the switches to the interface mode on the firewall duster 

D. vPC on the switches to the span EtherChannel on the firewall cluster 

Correct Answer: D 

Reference: https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2018/pdf/BRKSEC-2020.pdf 

 

QUESTION 14

An engineer is configuring Cisco FMC and wants to limit the time allowed for processing packets through the interface.
However, if the time is exceeded, the configuration must allow packets to bypass detection. What must be configured on
the Cisco FMC to accomplish this task? 

A. Cisco ISE Security Group Tag 

B. Automatic Application Bypass 

C. Inspect Local Traffic Bypass 

D. Fast-Path Rules Bypass 

300-710 PDF Dumps | 300-710 VCE Dumps | 300-710 Braindumps                                6 / 8

https://www.pass4lead.com/300-710.html
https://www.pass4lead.com/300-710.html
https://www.pass4lead.com/300-710.html


https://www.pass4lead.com/300-710.html
2023 Latest pass4lead 300-710 PDF and VCE dumps Download

Correct Answer: B 

 

QUESTION 15

A security engineer must configure a Cisco FTD appliance to inspect traffic coming from the internet. The internet traffic
will be mirrored from the Cisco Catalyst 9300 Switch. Which configuration accomplishes the task? 

A. Set the firewall mode to routed. 

B. Set interface configuration mode to passive. 

C. Set the firewall mode to transparent. 

D. Set interface configuration mode to none. 

Correct Answer: B 
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