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QUESTION 1

What are two functionalities of edge data services? (Choose two.) 

A. creating a machine learning data model 

B. supporting many interfaces and APIs 

C. applying advanced data analytics 

D. filtering, normalizing and aggregating data 

E. saving data for a prolonged time period 

Correct Answer: DE 

 

QUESTION 2

As part of an IoT project, an organization is developing an application that will share multiple clients using a REST API. 

Based on the software development process, what are two valid technical activities that can be suggested to secure the
REST API that is developed during the development of the software? (Choose two.) 

A. Respond to request failures in detail to allow users for easier troubleshooting. 

B. Implement HTTP whitelisting to only methods that are allowed. 

C. Implement and review audit logs for security-related events. 

D. Reject HTTP methods that are invalid with an error code 404. 

E. Implement physical firewalling and access control to the resources. 

Correct Answer: BD 

 

QUESTION 3

Which method is used to gather data from a sensor? 

A. Configure the edge application to push data to the cloud. 

B. Set up a rendezvous point where the sensor and edge application meet. 

C. Set up a dedicate process for each sensor that grabs data. 

D. Pull data from the sensor. 

Correct Answer: A 
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QUESTION 4

Refer to the exhibit. A new application has just been developed as a Docker container. What is the missing step for
packaging the container ready for deployment in IOx? 

A. Pull/push the image to the Docker registry. 

B. Build the package.yaml files. 

C. Build the package.cert file to sign the app. 

D. Log in to device manager and load the application. 

Correct Answer: B 

 

QUESTION 5

DRAG DROP 

Drag and drop the Dockerfile instructions from the left onto the correct arguments on the right. 

Select and Place: 
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Correct Answer: 

 

 

QUESTION 6

As part of an IoT project, an organization is developing an edge application that will run on a gateway to securely
transmit sensor information it receives into an IoT cloud. Based on the Agile software development lifecycle, the
development team is planning to implement a CI/CD pipeline. 

Which two methods should be suggested to make the software development lifecycle more secure during the
implementation and testing? (Choose two.) 

A. Perform automated code reviews prior to deployment. 

B. Implement auto-provisioning security inspection for the code. 

C. Perform on-going penetration testing on the system. 

D. Perform a GAP analysis on current security activities and policies. 

E. Train members of the team in a secure software development lifecycle methodology such as OWASP. 

Correct Answer: DE 

 

QUESTION 7

Where are edge data services typically instantiated? 
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A. at the edge of network 

B. in the cloud 

C. in the data center 

D. in a private cloud 

Correct Answer: A 

 

QUESTION 8

Refer to the exhibit. Which two statements are true? (Choose two.) 

A. That is a heatmap projected on top of a geographic map. 

B. That is a treemap projected on top of a geographic map. 

C. The color red usually stands for lower values and the color blue usually stands for higher values. 

D. Another suitable visualization technique for this image would be line graphs. 

E. The color blue usually stands for lower values and the color red usually stands for higher values. 

Correct Answer: AE 

 

QUESTION 9

After an application is deployed, potential issues arise around connectivity. As part of the troubleshooting process, the
IP address must be determined to ensure end-to-end communication. 
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Which method provides the required details using the Cisco IOx CLI? 

A. ioxclient application status  

B. ioxclient application metrics  

C. ioxclient application getconfig  

D. ioxclient application info  

Correct Answer: D 

 

QUESTION 10

Refer to the exhibit. The code and the error message that are received when the code is run is presented. 

What causes issues authenticating with Cisco GMM API using the web-generated API key? 

A. firewall that blocks authentication ports 

B. incorrect username and password 

C. incorrect GMM Cluster selection 

D. incorrect key size and data encryption 

Correct Answer: B 
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