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QUESTION 1

Which of the following is a term to describe the use of inert gases and chemical agents to extinguish a fire? 

A. Gaseous fire suppression 

B. Fire alarm system 

C. Fire sprinkler 

D. Fire suppression system 

Correct Answer: A 

 

QUESTION 2

Leslie, the network administrator of Livewire Technologies, has been recommending multilayer inspection firewalls to
deploy the company\\'s infrastructure. What layers of the TCP/IP model can it protect? 

A. IP, application, and network interface 

B. Network interface, TCP, and IP 

C. Application, TCP, and IP 

D. Application, IP, and network interface 

Correct Answer: D 

 

QUESTION 3

Which of the following is true regarding any attack surface? 

A. Decrease in vulnerabilities decreases the attack surface 

B. Increase in vulnerabilities decreases the attack surface 

C. Decrease in risk exposures increases the attack surface 

D. Decrease in vulnerabilities increases the attack surface 

Correct Answer: A 

 

QUESTION 4

Which of the following layers provides communication session management between host computers? 

A. Application layer 
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B. Internet layer 

C. Transport layer 

D. Link layer 

Correct Answer: C 

 

QUESTION 5

Which of the following transmission modes of communication is one-way? 

A. Half duplex 

B. full-duplex mode 

C. #NAME? 

D. root mode 

E. None 

Correct Answer: A 

 

QUESTION 6

Which of the following layers of the OSI model provides end-to-end connections and reliability? 

A. Transport layer 

B. Session layer 

C. Network layer 

D. Physical layer 

Correct Answer: A 

 

QUESTION 7

Fill in the blank with the appropriate term. In the method, a device or computer that transmits data needs to first listen to
the channel for an amount of time to check for any activity on the channel. 

Correct Answer: CSMA/CA 

 Carrier Sense Multiple Access/Collision Avoidance (CSMA/CA) is an access method used by wireless networks (IEEE
802.11). In this method, a device or computer that transmits data needs to first listen to the channel for an amount of
time to check for any activity on the channel. If the channel is sensed as idle, the device is allowed to transmit data. If
the channel is busy, the device postpones its transmission. Once the channel is clear, the device sends a signal telling
all other devices not to transmit data, and then sends its packets. In Ethernet (IEEE 802.3) networks that use
CSMA/CD, the device or computer continues to wait for a time and checks if the channel is still free. If the channel is

312-38 VCE Dumps | 312-38 Practice Test | 312-38 Braindumps                                3 / 7

https://www.pass4lead.com/312-38.html
https://www.pass4lead.com/312-38.html
https://www.pass4lead.com/312-38.html


https://www.pass4lead.com/312-38.html
2023 Latest pass4lead 312-38 PDF and VCE dumps Download

free, the device transmits packets and waits for an acknowledgment signal indicating that the packets were received. 

 

QUESTION 8

Which of the following is an example of MAC model? 

A. Chinese Waterfall model 

B. Clark-Beason integrity model 

C. Access control matrix model 

D. Bell-LaPadula model 

Correct Answer: A 

 

QUESTION 9

Elden is working as a network administrator at an IT company. His organization opted for a virtualization technique in
which the guest OS is aware of the virtual environment in which it is running and communicates with the host machines
for requesting resources. Identify the virtualization technique implemented by Elden\\'s organization. 

A. Hybrid virtualization 

B. Hardware-assisted virtualization 

C. Full virtualization 

D. Para virtualization 

Correct Answer: B 

 

QUESTION 10

Which phase of vulnerability management deals with the actions taken for correcting the discovered vulnerability? 

A. Verification 

B. Mitigation 

C. Remediation 

D. Assessment 

Correct Answer: C 

 

QUESTION 11

Which of the following protocols is used to report an error in datagram processing? 
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A. ARP 

B. BGP 

C. ICMP 

D. DHCP 

Correct Answer: C 

 

QUESTION 12

Docker provides Platform-as-a-Service (PaaS) through ________ and delivers containerized software packages. 

A. Server-level virtualization 

B. Network-level virtualization 

C. OS-level virtualization 

D. Storage-level virtualization 

Correct Answer: C 

 

QUESTION 13

Ryan works as a network security engineer at an organization the recently suffered an attack. As a countermeasure,
Ryan would like to obtain more information about the attacker and chooses to deploy a honeypot into the organizations
production environment called Kojoney. Using this honeypot, he would like to emulate the network vulnerability that was
attacked previously. Which type of honeypot is he trying to implement? 

A. High interaction honeypots 

B. Research honeypot 

C. Low interaction honeypots 

D. Pure honeypots 

Correct Answer: C 

 

QUESTION 14

Which of the following types of VPN uses the Internet as its main backbone, allowing users, customers, and branch
offices to access corporate network resources across various network architectures? 

A. PPTP VPN 

B. Remote access VPN 

C. Extranet-based VPN 
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D. Intranet-based VPN 

Correct Answer: C 

An extranet-based VPN uses the Internet as its main backbone network, allowing users, customers, and branch offices
to access corporate network resources across various network architectures. Extranet VPNs are almost identical to
intranet VPNs, except that they are intended for external business partners. Answer option D is incorrect. An intranet-
based VPN is an internal, TCP/IP-based, password-protected network usually implemented for networks within a
common network infrastructure having various physical locations. Intranet VPNs are secure VPNs that have strong
encryption. Answer option B is incorrect. A remote access VPN is one of the types of VPN that involves a single VPN
gateway. It allows remote users and telecommuters to connect to their corporate LAN from various points of
connections. It provides significant cost savings by reducing the burden of long distance charges associated with dial-up
access. Its main security concern is authentication, rather than encryption. Answer option A is incorrect. The PPTP VPN
is one of the types of VPN technology. 

 

QUESTION 15

What is the response of an Xmas scan if a port is either open or filtered? 

A. RST 

B. No response 

C. FIN 

D. PUSH 

Correct Answer: B 
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