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QUESTION 1

Julia is a senior security analyst for Berber Consulting group. She is currently working on a contract for a small
accounting firm in Florid a. They have given her permission to perform social engineering attacks on the company to
see if their in- house training did any good. Julia calls the main number for the accounting firm and talks to the
receptionist. Julia says that she is an IT technician from the company\\'s main office in Iowa. She states that she needs
the receptionist\\'s network username and password to troubleshoot a problem they are having. Julia says that Bill
Hammond, the CEO of the company, requested this information. After hearing the name of the CEO, the receptionist
gave Julia all the information she asked for. What principal of social engineering did Julia use? 

A. Social Validation 

B. Scarcity 

C. Friendship/Liking 

D. Reciprocation 

Correct Answer: D 

 

QUESTION 2

Which network attack is described by the following statement? 

"At least five Russian major banks came under a continuous hacker attack, although online client services 

were not disrupted. The attack came from a wide-scale botnet involving at least 24,000 computers, located 

in 30 countries." 

A. DDoS 

B. Sniffer Attack 

C. Buffer Overflow 

D. Man-in-the-Middle Attack 

Correct Answer: A 

 

QUESTION 3

On Linux/Unix based Web servers, what privilege should the daemon service be run under? 

A. Guest 

B. Root 

C. You cannot determine what privilege runs the daemon service 

D. Something other than root 
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Correct Answer: D 

 

QUESTION 4

A state department site was recently attacked and all the servers had their disks erased. The incident response team
sealed the area and commenced investigation. During evidence collection they came across a zip disks that did not
have the standard labeling on it. The incident team ran the disk on an isolated system and found that the system disk
was accidentally erased. They decided to call in the FBI for further investigation. Meanwhile, they short listed possible
suspects including three summer interns. Where did the incident team go wrong? 

A. They examined the actual evidence on an unrelated system 

B. They attempted to implicate personnel without proof 

C. They tampered with evidence by using it 

D. They called in the FBI without correlating with the fingerprint data 

Correct Answer: C 

 

QUESTION 5

One technique for hiding information is to change the file extension from the correct one to one that might not be noticed
by an investigator. For example, changing a .jpg extension to a .doc extension so that a picture file appears to be a
document. What can an investigator examine to verify that a file has the correct extension? 

A. the File Allocation Table 

B. the file header 

C. the file footer 

D. the sector map 

Correct Answer: B 

 

QUESTION 6

What is one method of bypassing a system BIOS password? 

A. Removing the processor 

B. Removing the CMOS battery 

C. Remove all the system memory 

D. Login to Windows and disable the BIOS password 

Correct Answer: B 
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QUESTION 7

Paraben Lockdown device uses which operating system to write hard drive data? 

A. Mac OS 

B. Red Hat 

C. Unix 

D. Windows 

Correct Answer: D 

 

QUESTION 8

What is kept in the following directory? HKLM\SECURITY\Policy\Secrets 

A. Cached password hashes for the past 20 users 

B. Service account passwords in plain text 

C. IAS account names and passwords 

D. Local store PKI Kerberos certificates 

Correct Answer: B 

 

QUESTION 9

During an investigation, an employee was found to have deleted harassing emails that were sent to someone else. The
company was using Microsoft Exchange and had message tracking enabled. Where could the investigator search to
find the message tracking log file on the Exchange server? 

A. C:\Program Files\Exchsrvr\servername.log 

B. D:\Exchsrvr\Message Tracking\servername.log 

C. C:\Exchsrvr\Message Tracking\servername.log 

D. C:\Program Files\Microsoft Exchange\srvr\servername.log 

Correct Answer: A 

 

QUESTION 10

Amelia has got an email from a well-reputed company stating in the subject line that she has won a prize money,
whereas the email body says that she has to pay a certain amount for being eligible for the contest. Which of the
following acts does the email breach? 

A. CAN-SPAM Act 
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B. HIPAA 

C. GLBA 

D. SOX 

Correct Answer: A 

 

QUESTION 11

Why should you note all cable connections for a computer you want to seize as evidence? 

A. to know what outside connections existed 

B. in case other devices were connected 

C. to know what peripheral devices exist 

D. to know what hardware existed 

Correct Answer: A 

 

QUESTION 12

Steven has been given the task of designing a computer forensics lab for the company he works for. He has found
documentation on all aspects of how to design a lab except the number of exits needed. How many exits should Steven
include in his design for the computer forensics lab? 

A. Three 

B. One 

C. Two 

D. Four 

Correct Answer: B 

 

QUESTION 13

In conducting a computer abuse investigation you become aware that the suspect of the investigation is using ABC
Company as his Internet Service Provider (ISP). You contact ISP and request that they provide you assistance with your
investigation. What assistance can the ISP provide? 

A. The ISP can investigate anyone using their service and can provide you with assistance 

B. The ISP can investigate computer abuse committed by their employees, but must preserve the privacy of their
customers and therefore cannot assist you without a warrant 

C. The ISP can\\'t conduct any type of investigations on anyone and therefore can\\'t assist you 
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D. ISP\\'s never maintain log files so they would be of no use to your investigation 

Correct Answer: B 

 

QUESTION 14

Which of the following technique creates a replica of an evidence media? 

A. Data Extraction 

B. Backup 

C. Bit Stream Imaging 

D. Data Deduplication 

Correct Answer: C 

 

QUESTION 15

You are called by an author who is writing a book and he wants to know how long the copyright for his book will last
after he has the book published? 

A. 70 years 

B. the life of the author 

C. the life of the author plus 70 years 

D. copyrights last forever 

Correct Answer: C 
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