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QUESTION 1

Which of the following Wi-Fi chalking methods refers to drawing symbols in public places to advertise open Wi-Fi
networks? 

A. WarWalking 

B. WarFlying 

C. WarChalking 

D. WarDhving 

Correct Answer: C 

 

QUESTION 2

Quality of a raster Image is determined by the _________________and the amount of information in each pixel. 

A. Total number of pixels 

B. Image file format 

C. Compression method 

D. Image file size 

Correct Answer: A 

 

QUESTION 3

Cyber-crime is defined as any Illegal act involving a gun, ammunition, or its applications. 

A. True 

B. False 

Correct Answer: B 

 

QUESTION 4

Which of the following steganography types hides the secret message in a specifically designed pattern on the
document that is unclear to the average reader? 

A. Open code steganography 

B. Visual semagrams steganography 

C. Text semagrams steganography 
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D. Technical steganography 

Correct Answer: A 

 

QUESTION 5

Data Acquisition is the process of imaging or otherwise obtaining information from a digital device and its peripheral
equipment and media 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 6

Physical security recommendations: There should be only one entrance to a forensics lab 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 7

What is cold boot (hard boot)? 

A. It is the process of starting a computer from a powered-down or off state 

B. It is the process of restarting a computer that is already turned on through the operating system 

C. It is the process of shutting down a computer from a powered-on or on state 

D. It is the process of restarting a computer that is already in sleep mode 

Correct Answer: A 

 

QUESTION 8

An intrusion detection system (IDS) gathers and analyzes information from within a computer or a network to identify
any possible violations of security policy, including unauthorized access, as well as misuse. Which of the following
intrusion detection systems audit events that occur on a specific host? 

A. Network-based intrusion detection 

B. Host-based intrusion detection 
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C. Log file monitoring 

D. File integrity checking 

Correct Answer: B 

 

QUESTION 9

Which one of the following statements is not correct while preparing for testimony? 

A. Go through the documentation thoroughly 

B. Do not determine the basic facts of the case before beginning and examining the evidence 

C. Establish early communication with the attorney 

D. Substantiate the findings with documentation and by collaborating with other computer forensics 

professionals 

Correct Answer: B 

 

QUESTION 10

When dealing with the powered-off computers at the crime scene, if the computer is switched off, turn it on 

A. True 

B. False 

Correct Answer: B 

 

QUESTION 11

Which of the following statements does not support the case assessment? 

A. Review the case investigator\\'s request for service 

B. Identify the legal authority for the forensic examination request 

C. Do not document the chain of custody 

D. Discuss whether other forensic processes need to be performed on the evidence 

Correct Answer: C 

 

QUESTION 12

A computer forensic report is a report which provides detailed information on the complete forensics investigation
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process. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 13

In what circumstances would you conduct searches without a warrant? 

A. When destruction of evidence is imminent, a warrantless seizure of that evidence is justified if there is probable
cause to believe that the item seized constitutes evidence of criminal activity 

B. Agents may search a place or object without a warrant if he suspect the crime was committed C. A search warrant is
not required if the crime involves Denial-Of-Service attack over the Internet 

D. Law enforcement agencies located in California under section SB 567 are authorized to seize computers without
warrant under all circumstances 

Correct Answer: A 

 

QUESTION 14

BMP (Bitmap) is a standard file format for computers running the Windows operating system. BMP images can range
from black and white (1 bit per pixel) up to 24 bit color (16.7 million colors). Each bitmap file contains header, the
RGBQUAD array, information header, and image data. Which of the following element specifies the dimensions,
compression type, and color format for the bitmap? 

A. Header 

B. The RGBQUAD array 

C. Information header 

D. Image data 

Correct Answer: B 

 

QUESTION 15

Which of the following statement is not correct when dealing with a powered-on computer at the crime scene? 

A. If a computer is switched on and the screen is viewable, record the programs running on screen and photograph the
screen 

B. If a computer is on and the monitor shows some picture or screen saver, move the mouse slowly without depressing
any mouse button and take a photograph of the screen and record the information displayed 

C. If a monitor is powered on and the display is blank, move the mouse slowly without depressing any mouse button
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and take a photograph 

D. If the computer is switched off. power on the computer to take screenshot of the desktop 

Correct Answer: D 
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