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QUESTION 1

The following is a sample of output from a penetration tester\\'s machine targeting a machine with the IP address of
192.168.1.106: 

What is most likely taking place? 

A. Ping sweep of the 192.168.1.106 network 

B. Remote service brute force attempt 

C. Port scan of 192.168.1.106 

D. Denial of service attack on 192.168.1.106 

Correct Answer: B 

 

QUESTION 2

What is the correct PCAP filter to capture all TCP traffic going to or from host 192.168.0.125 on port 25? 

A. tcp.src == 25 and ip.host == 192.168.0.125 

B. host 192.168.0.125:25 

C. port 25 and host 192.168.0.125 

D. tcp.port == 25 and ip.host == 192.168.0.125 

Correct Answer: D 

 

QUESTION 3

When comparing the testing methodologies of Open Web Application Security Project (OWASP) and Open Source
Security Testing Methodology Manual (OSSTMM) the main difference is 

A. OWASP is for web applications and OSSTMM does not include web applications. 

B. OSSTMM is gray box testing and OWASP is black box testing. 

312-50V7 PDF Dumps | 312-50V7 Study Guide | 312-50V7 Braindumps                                2 / 8

https://www.pass4lead.com/312-50v7.html
https://www.pass4lead.com/312-50v7.html
https://www.pass4lead.com/312-50v7.html


https://www.pass4lead.com/312-50v7.html
2023 Latest pass4lead 312-50V7 PDF and VCE dumps Download

C. OWASP addresses controls and OSSTMM does not. 

D. OSSTMM addresses controls and OWASP does not. 

Correct Answer: D 

 

QUESTION 4

Fingerprinting VPN firewalls is possible with which of the following tools? 

A. Angry IP 

B. Nikto 

C. Ike-scan 

D. Arp-scan 

Correct Answer: C 

 

QUESTION 5

What two things will happen if a router receives an ICMP packet, which has a TTL value of 1, and the destination host is
several hops away? (Select 2 answers) 

A. The router will discard the packet 

B. The router will decrement the TTL value and forward the packet to the next router on the path to the destination host 

C. The router will send a time exceeded message to the source host 

D. The router will increment the TTL value and forward the packet to the next router on the path to the destination host. 

E. The router will send an ICMP Redirect Message to the source host 

Correct Answer: AC 

 

QUESTION 6

Which of the following can take an arbitrary length of input and produce a message digest output of 160 bit? 

A. SHA-1 

B. MD5 

C. HAVAL 

D. MD4 

Correct Answer: A 
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QUESTION 7

If the final set of security controls does not eliminate all risk in a system, what could be done next? 

A. Continue to apply controls until there is zero risk. 

B. Ignore any remaining risk. 

C. If the residual risk is low enough, it can be accepted. 

D. Remove current controls since they are not completely effective. 

Correct Answer: C 

 

QUESTION 8

Attacking well-known system defaults is one of the most common hacker attacks. Most software is shipped with a
default configuration that makes it easy to install and setup the application. You should change the default settings to
secure the system. 

Which of the following is NOT an example of default installation? 

A. Many systems come with default user accounts with well-known passwords that administrators forget to change 

B. Often, the default location of installation files can be exploited which allows a hacker to retrieve a file from the system 

C. Many software packages come with "samples" that can be exploited, such as the sample programs on IIS web
services 

D. Enabling firewall and anti-virus software on the local system 

Correct Answer: D 

 

QUESTION 9

Bob waits near a secured door, holding a box. He waits until an employee walks up to the secured door and uses the
special card in order to access the restricted area of the target company. Just as the employee opens the door, Bob
walks up to the employee (still holding the box) and asks the employee to hold the door open so that he can enter. What
is the best way to undermine the social engineering activity of tailgating? 

A. Issue special cards to access secure doors at the company and provide a one-time only brief description of use of the
special card 

B. Educate and enforce physical security policies of the company to all the employees on a regular basis 

C. Setup a mock video camera next to the special card reader adjacent to the secure door 

D. Post a sign that states, "no tailgating" next to the special card reader adjacent to the secure door 

Correct Answer: B 
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QUESTION 10

In TCP communications there are 8 flags; FIN, SYN, RST, PSH, ACK, URG, ECE, CWR. These flags have decimal
numbers assigned to them: 

FIN = 1 SYN = 2 RST = 4 PSH = 8 ACK = 16 URG = 32 ECE = 64 CWR = 128 

Jason is the security administrator of ASPEN Communications. He analyzes some traffic using Wireshark and has
enabled the following filters. 

What is Jason trying to accomplish here? 

A. SYN, FIN, URG and PSH 

B. SYN, SYN/ACK, ACK 

C. RST, PSH/URG, FIN 

D. ACK, ACK, SYN, URG 

Correct Answer: B 

 

QUESTION 11

A bank stores and processes sensitive privacy information related to home loans. However, auditing has never been
enabled on the system. What is the first step that the bank should take before enabling the audit feature? 

A. Perform a vulnerability scan of the system. 

B. Determine the impact of enabling the audit feature. 

C. Perform a cost/benefit analysis of the audit feature. 

D. Allocate funds for staffing of audit log review. 

Correct Answer: B 

 

QUESTION 12

Which of the following viruses tries to hide from anti-virus programs by actively altering and corrupting the chosen
service call interruptions when they are being run? 

A. Cavity virus 

B. Polymorphic virus 

C. Tunneling virus 
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D. Stealth virus 

Correct Answer: D 

 

QUESTION 13

Bob has set up three web servers on Windows Server 2008 IIS 7.0. Bob has followed all the recommendations for
securing the operating system and IIS. These servers are going to run numerous e-commerce websites that are
projected to bring in thousands of dollars a day. Bob is still concerned about the security of these servers because of the
potential for financial loss. Bob has asked his company\\'s firewall administrator to set the firewall to inspect all incoming
traffic on ports 80 and 443 to ensure that no malicious data is getting into the network. 

Why will this not be possible? 

A. Firewalls cannot inspect traffic coming through port 443 

B. Firewalls can only inspect outbound traffic 

C. Firewalls cannot inspect traffic at all, they can only block or allow certain ports 

D. Firewalls cannot inspect traffic coming through port 80 

Correct Answer: C 

 

QUESTION 14

What is the broadcast address for the subnet 190.86.168.0/22? 

A. 190.86.168.255 

B. 190.86.255.255 

C. 190.86.171.255 

D. 190.86.169.255 

Correct Answer: C 

 

QUESTION 15

During a penetration test, a tester finds a target that is running MS SQL 2000 with default credentials. The tester
assumes that the service is running with Local System account. How can this weakness be exploited to access the
system? 

A. Using the Metasploit psexec module setting the SA / Admin credential 

B. Invoking the stored procedure xp_shell to spawn a Windows command shell 

C. Invoking the stored procedure cmd_shell to spawn a Windows command shell 

D. Invoking the stored procedure xp_cmdshell to spawn a Windows command shell 
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Correct Answer: D 
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