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QUESTION 1

At a Windows Server command prompt, which command could be used to list the running services? 

A. Sc query type= running 

B. Sc query \\servername 

C. Sc query 

D. Sc config 

Correct Answer: C  

 

QUESTION 2

While examining a log report you find out that an intrusion has been attempted by a machine whose IP address is
displayed as 0xde.0xad.0xbe.0xef. It looks to you like a hexadecimal number. You perform a ping 0xde.0xad.0xbe.0xef. 

Which of the following IP addresses will respond to the ping and hence will likely be responsible for the intrusion? 

A. 192.10.25.9 

B. 10.0.3.4 

C. 203.20.4.5 

D. 222.273.290.239 

Correct Answer: D 

 

QUESTION 3

Which command line switch would be used in NMAP to perform operating system detection? 

A. -OS 

B. -sO 

C. -sP 

D. -O 

Correct Answer: D 

 

QUESTION 4

Firewalk has just completed the second phase (the scanning phase) and a technician receives the output shown below.
What conclusions can be drawn based on these scan results? TCP port 21 -no response TCP port 22 -no response
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TCP port 23 -Time-to-live exceeded 

A. The firewall itself is blocking ports 21 through 23 and a service is listening on port 23 of the target host. 

B. The lack of response from ports 21 and 22 indicate that those services are not running on the destination server. 

C. The scan on port 23 passed through the filtering device. This indicates that port 23 was not blocked at the firewall. 

D. The scan on port 23 was able to make a connection to the destination host prompting the firewall to respond with a
TTL error. 

Correct Answer: C 

 

QUESTION 5

What is the main reason the use of a stored biometric is vulnerable to an attack? 

A. The digital representation of the biometric might not be unique,even if the physical characteristic is unique. 

B. Authentication using a stored biometric compares a copy to a copy instead of the original to a copy. 

C. A stored biometric is no longer "something you are" and instead becomes "something you have". 

D. A stored biometric can be stolen and used by an attacker to impersonate the individual identified by the biometric. 

Correct Answer: D 

 

QUESTION 6

Jacob would like your advice on using a wireless hacking tool that can save him time and get him better results with
lesser packets. You would like to recommend a tool that uses KoreK\\'s implementation. 

Which tool would you recommend from the list below? 

A. Kismet 

B. Shmoo 

C. Aircrack 

D. John the Ripper 

Correct Answer: C 

 

QUESTION 7

Peter, a Network Administrator, has come to you looking for advice on a tool that would help him perform SNMP
enquires over the network. Which of these tools would do the SNMP enumeration he is looking for? Select the best
answers. 

A. SNMPUtil 
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B. SNScan 

C. SNMPScan 

D. Solarwinds IP Network Browser 

E. NMap 

Correct Answer: ABD 

 

QUESTION 8

Session splicing is an IDS evasiontechnique in which an attacker delivers data in multiple, smallsized packets to the
target computer, making it very difficult for an IDS to detect the attack signatures. 

Which tool can used to perform session splicing attacks? 

A. Hydra 

B. Burp 

C. Whisker 

D. Tcpsplice 

Correct Answer: C 

 

QUESTION 9

Which of the following command line switch would you use for OS detection in Nmap? 

A. -D 

B. -O 

C. -P 

D. -X 

Correct Answer: B 

 

QUESTION 10

Identify SQL injection attack from the HTTP requests shown below: 

A. http://www.myserver.c0m/search.asp?
lname=smith%27%3bupdate%20usertable%20set%20passwd%3d%27hAx0r%27%3b--%00 

B. http://www.myserver.c0m/script.php?mydata=%3cscript%20src=%22 

C. http%3a%2f%2fwww.yourserver.c0m%2fbadscript.js%22%3e%3c%2fscript%3e 
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D. http://www.victim.com/example accountnumber=67891andcreditamount=999999999 

Correct Answer: A Exam I 

 

QUESTION 11

An Evil Cracker is attempting to penetrate your private network security. To do this, he must not be seen by your IDS, as
it may take action to stop him. 

What tool might he use to bypass the IDS? Select the best answer. 

A. Firewalk 

B. Manhunt 

C. Fragrouter 

D. Fragids 

Correct Answer: C 

 

QUESTION 12

What is the main advantage that a network-based IDS/IPS system has over a host-based solution? 

A. They do not use host system resources. 

B. They are placed at the boundary,allowing them to inspect all traffic. 

C. They are easier to install and configure. 

D. They will not interfere with user interfaces. 

Correct Answer: A 

 

QUESTION 13

Perspective clients wantto see sample reports from previous penetration tests. 

What should you do next? 

A. Share full reports, not redacted. 

B. Share full reports, with redacted. 

C. Decline but, provide references. 

D. Share reports, after NDA is signed. 

Correct Answer: B 
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QUESTION 14

John is discussing security with Jane. Jane had mentioned to John earlier that she suspects an LKM has been installed
on her server. She believes this is the reason that the server has been acting erratically lately. LKM stands for Loadable
Kernel Module. 

What does this mean in the context of Linux Security? 

A. Loadable Kernel Modules are a mechanism for adding functionality to a file system without requiring a kernel
recompilation. 

B. Loadable Kernel Modules are a mechanism for adding functionality to an operating-system kernel after it has been
recompiled and the system rebooted. 

C. Loadable Kernel Modules are a mechanism for adding auditing to an operating-system kernel without requiring a
kernel recompilation. 

D. Loadable Kernel Modules are a mechanism for adding functionality to an operating-system kernel without requiring a
kernel recompilation. 

Correct Answer: D 

 

QUESTION 15

A company has five different subnets: 192.168.1.0, 192.168.2.0, 192.168.3.0, 192.168.4.0 and 

192.168.5.0. How can NMAP be used to scan these adjacent Class C networks? 

A. NMAP -P 192.168.1-5. 

B. NMAP -P 192.168.0.0/16 

C. NMAP -P 192.168.1.0,2.0,3.0,4.0,5.0 

D. NMAP -P 192.168.1/17 

Correct Answer: A 
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