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QUESTION 1

Employees receive an email from an executive within the organization that summarizes a recent security breach and
requests that employees verify their credentials through a provided link. Several employees report the email as
suspicious, and a security analyst is investigating the reports. Which two steps should the analyst take to begin this
investigation? (Choose two.) 

A. Evaluate the intrusion detection system alerts to determine the threat source and attack surface. 

B. Communicate with employees to determine who opened the link and isolate the affected assets. 

C. Examine the firewall and HIPS configuration to identify the exploited vulnerabilities and apply recommended
mitigation. 

D. Review the mail server and proxy logs to identify the impact of a potential breach. 

E. Check the email header to identify the sender and analyze the link in an isolated environment. 

Correct Answer: CE 

 

 

QUESTION 2

Refer to the exhibit. For IP 192.168.1.209, what are the risk level, activity, and next step? 
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A. high risk level, anomalous periodic communication, quarantine with antivirus 

B. critical risk level, malicious server IP, run in a sandboxed environment 

C. critical risk level, data exfiltration, isolate the device 

D. high risk level, malicious host, investigate further 

Correct Answer: A 

 

QUESTION 3

An engineer detects an intrusion event inside an organization\\'s network and becomes aware that files that contain
personal data have been accessed. Which action must be taken to contain this attack? 

A. Disconnect the affected server from the network. 

B. Analyze the source. 

C. Access the affected server to confirm compromised files are encrypted. 
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D. Determine the attack surface. 

Correct Answer: C 

 

 

QUESTION 4

Refer to the exhibit. What is the connection status of the ICMP event? 
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A. blocked by a configured access policy rule 

B. allowed by a configured access policy rule 

C. blocked by an intrusion policy rule 

D. allowed in the default action 

Correct Answer: B 

 

 

QUESTION 5

An engineer received multiple reports from users trying to access a company website and instead of landing on the
website, they are redirected to a malicious website that asks them to fill in sensitive personal data. Which type of attack
is occurring? 

A. Address Resolution Protocol poisoning 

B. session hijacking attack 

C. teardrop attack 

D. Domain Name System poisoning 

Correct Answer: D 

 

 

QUESTION 6

A SOC team is investigating a recent, targeted social engineering attack on multiple employees. Cross-correlated log
analysis revealed that two hours before the attack, multiple assets received requests on TCP port 79. Which action
should be taken by the SOC team to mitigate this attack? 

A. Disable BIND forwarding from the DNS server to avoid reconnaissance. 

B. Disable affected assets and isolate them for further investigation. 

C. Configure affected devices to disable NETRJS protocol. 

D. Configure affected devices to disable the Finger service. 

Correct Answer: D 

 

 

QUESTION 7

How does Wireshark decrypt TLS network traffic? 
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A. with a key log file using per-session secrets 

B. using an RSA public key 

C. by observing DH key exchange 

D. by defining a user-specified decode-as 

Correct Answer: A 

Reference: https://wiki.wireshark.org/TLS 

 

QUESTION 8

Refer to the exhibit. How must these advisories be prioritized for handling? 

A. The highest priority for handling depends on the type of institution deploying the devices 

B. Vulnerability #2 is the highest priority for every type of institution 

C. Vulnerability #1 and vulnerability #2 have the same priority 

D. Vulnerability #1 is the highest priority for every type of institution 

Correct Answer: D 

 

QUESTION 9
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An engineer is analyzing a possible compromise that happened a week ago when the company? (Choose two.) 

A. firewall 

B. Wireshark 

C. autopsy 

D. SHA512 

E. IPS 

Correct Answer: AB 

 

 

QUESTION 10

Refer to the exhibit. An engineer is reverse engineering a suspicious file by examining its resources. What does this file
indicate? 

A. a DOS MZ executable format 

B. a MS-DOS executable archive 

C. an archived malware 

D. a Windows executable file 

Correct Answer: D 

Reference: https://stackoverflow.com/questions/2577545/why-is-this-program-cannot-be-run-in-dos-mode-text-present-i
n-dll-
files#:~:text=The%20linker%20places%20a%20default,using%20the%20%2FSTUB%20linker%20option.andtext=This
%20information%20enables%20Windows%20to,has%20an%20MS-DOS%20stub. 
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QUESTION 11

The network operations center has identified malware, created a ticket within their ticketing system, and assigned the
case to the SOC with high-level information. A SOC analyst was able to stop the malware from spreading and identified
the attacking host. What is the next step in the incident response workflow? 

A. eradication and recovery 

B. post-incident activity 

C. containment 

D. detection and analysis 

Correct Answer: A 

 

 

QUESTION 12

DRAG DROP 

Drag and drop the components from the left onto the phases of the CI/CD pipeline on the right. 

Select and Place: 

Latest 350-201 Dumps | 350-201 Study Guide | 350-201 Exam Questions                              8 / 10

https://www.pass2lead.com/350-201.html
https://www.pass2lead.com/350-201.html
https://www.pass2lead.com/350-201.html


https://www.pass2lead.com/350-201.html
2023 Latest pass2lead 350-201 PDF and VCE dumps Download

Correct Answer: 

 

 

QUESTION 13

An engineer is investigating several cases of increased incoming spam emails and suspicious emails from the HR and
service departments. While checking the event sources, the website monitoring tool showed several web scraping alerts
overnight. 

Which type of compromise is indicated? 

A. phishing 

B. dumpster diving 

C. social engineering 

D. privilege escalation 

Correct Answer: C 
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QUESTION 14

A SOC analyst detected a ransomware outbreak in the organization coming from a malicious email attachment. Affected
parties are notified, and the incident response team is assigned to the case. According to the NIST incident response
handbook, what is the next step in handling the incident? 

A. Create a follow-up report based on the incident documentation. 

B. Perform a vulnerability assessment to find existing vulnerabilities. 

C. Eradicate malicious software from the infected machines. 

D. Collect evidence and maintain a chain-of-custody during further analysis. 

Correct Answer: D 

 

 

QUESTION 15

A threat actor used a phishing email to deliver a file with an embedded macro. The file was opened, and a remote code
execution attack occurred in a company\\'s infrastructure. Which steps should an engineer take at the recovery stage? 

A. Determine the systems involved and deploy available patches 

B. Analyze event logs and restrict network access 

C. Review access lists and require users to increase password complexity 

D. Identify the attack vector and update the IDS signature list 

Correct Answer: B 
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