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QUESTION 1

Employees receive an email from an executive within the organization that summarizes a recent security breach and
requests that employees verify their credentials through a provided link. Several employees report the email as
suspicious, and a security analyst is investigating the reports. Which two steps should the analyst take to begin this
investigation? (Choose two.)

A. Evaluate the intrusion detection system alerts to determine the threat source and attack surface.

B. Communicate with employees to determine who opened the link and isolate the affected assets.

C. Examine the firewall and HIPS configuration to identify the exploited vulnerabilities and apply recommended
mitigation.

D. Review the mail server and proxy logs to identify the impact of a potential breach.
E. Check the email header to identify the sender and analyze the link in an isolated environment.

Correct Answer: CE

QUESTION 2

Refer to the exhibit. For IP 192.168.1.209, what are the risk level, activity, and next step?
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A. high risk level, anomalous periodic communication, quarantine with antivirus
B. critical risk level, malicious server IP, run in a sandboxed environment

C. critical risk level, data exfiltration, isolate the device

D. high risk level, malicious host, investigate further

Correct Answer: A

QUESTION 3

An engineer detects an intrusion event inside an organization\\'s network and becomes aware that files that contain
personal data have been accessed. Which action must be taken to contain this attack?

A. Disconnect the affected server from the network.
B. Analyze the source.

C. Access the affected server to confirm compromised files are encrypted.
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D. Determine the attack surface.

Correct Answer: C

QUESTION 4

Refer to the exhibit. What is the connection status of the ICMP event?

Distribution _ Access
Port/ICMP % | Message x Classification® | Application |Client | Application| Business x| Control
Code Protocol % *|Risk*  |Relevance |Rule »

Genenc Protocol .
80 (hitp) /tcp STREAMS_DATA_ON_SYN (129:2:2) Gommand Decode 2ICMP D m‘n"; Medium Medium  rie
Generic Protocol DNs  Very Very Default
80 (htto) /tcp STREANMS_DATA_ON_SYN (129:2:2) : AR oDNS a cient Low High pct
0 (No Code) / _ Misc Activit DNS  Very Very Allow
iy PROTOCOLICMP Echo Reply (1:408:8) y DONS O Low High i
54107/udp: [ROTOCOL-DNSTMGFiewall Chentlong.  AtemptedUser .. DNS Very  Very
host entry exploit attempt (3:19187.7) Privilege Gain client Low High
PROTOCOL-DNS dns response for ric Potential Corporate DNS  Very Very
49367/udp 1918 197,168/16 address detected(1:15935.7) Policy Violation ~ JONS clent Low  High
PROTOCOL-DNS dns response for ric Potential Corporate DNs Very Very
57477/udp 41918 192 168/16 address detected (1:159357) Policy Violation ~ CONS 0 oy Low High
PROTOCOL-DNS dns response for ric Potential Corporate DNS  Very Very
S4879/udp 1918 192 168/16 address detected(1:159357) Policy Violation ~ OONS  Dijet Low  High
PROTOCOL-DNS dns response for ric Potential Corporate DNs  Very Very
60999/udp 4919 192 168/16 address detected (1:159357) Policy Violation ~ DONS 0 fione Low High
PROTOCOL-DNS dns response for ric Potential Corporate DNS  Very Very
52240/udp 4915 197 16816 address detected(1-150357) Policy Violation ~ “ONS % client  Low High
PROTOCOL-DNS dns response for ric Potential Corporate Dhs Very Very
54359/udp 1918 192 168/16 address dstected (1:159357) Policy Violation ~ CONS 0 it Low  High
PROTOCOL-DNS dns response for rtc Patential Corporate DNS  Very Very
52489/udp 1918 192 168/16 address detected(1159357) Policy Violation ~ ODNS B iy 1oy High
PROTOCOL-DNS dns response for ric Polential Corporate DNs Very Very
60169/udp 4919 192 168/16 address detected (1:159357) Policy Violation ~ PMNS 0 fiont  Low High
PROTOCOL-DNS dns response for ric Potential Corporate DNS  Very Very
5225010dp 4913 192 168/16 address detected(1:159357) Policy Violation ~ OONS  Fjent Low  High
PROTOCOL-DNS dns response for rtc Potential Corporate D Very Very
52485/Up 1918 192 168/16 address delected (11159357) Policy Violation =~ DONS O il Low  High
PROTOCOL-DNS dns response for ric Potential Corparate DNS  Very Very
49940/ udp 1948 197 168/16 address detected(1-15935:7) Policy Violation ~ ODNS D Jo oy High
PROTOCOL-DNS dns response for ric Potential Corporate DNs Very Very
ST2141udp 1918 192 168/16 address detected (1150357) Policy Violation ~ O0NS O ey Low  High
PROTOCOL-DNS dns response for ric Potential Corporate DNS Very Very
S16087udp 1918 192 168/16 address detected(1 15935:7) Policy Violation ~ "CNS P client  Low High
PROTOCOL-DNS dns response for ric Potential Corporate DNs  Very Very
52652/ Udp 1949 102 168/16 addrece detected (1-160357) Palicy Violation ~ DONS D (i low  High
PROTOCOL-DNS dns response for ric Patential Corporate DNS  Very Very
55528/ udp 1913 192 168/16 address detected(1:15935:7) Policy Violation ~ DDNS client Low High
PROTOCOL-DNS dns response for ric Potential Corporate Dns  Very Very
61222/ udp 1918 192 158/16 address detected (1:15935:7) Policy Violation ~ DONS O iy Low  High
PROTOQCOL-DNS dns response for ric Potential Corporate DNS V Very
55640/ udp 4g4g 102 168/16 address detected(1:15035:7)  Policy Violation ~ ODNS 0 Client b High
55901 / ud PROTOCDL-DNS dns response for ric Potential Corporate ODNS o DNS  Very Very
: “P 1918 192.168/16 address detected (1:15935:7) Policy Violation client Low High
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A. blocked by a configured access policy rule
B. allowed by a configured access policy rule
C. blocked by an intrusion policy rule

D. allowed in the default action

Correct Answer: B

QUESTION 5

An engineer received multiple reports from users trying to access a company website and instead of landing on the
website, they are redirected to a malicious website that asks them to fill in sensitive personal data. Which type of attack
is occurring?

A. Address Resolution Protocol poisoning

B. session hijacking attack

C. teardrop attack

D. Domain Name System poisoning

Correct Answer: D

QUESTION 6

A SOC team is investigating a recent, targeted social engineering attack on multiple employees. Cross-correlated log
analysis revealed that two hours before the attack, multiple assets received requests on TCP port 79. Which action
should be taken by the SOC team to mitigate this attack?

A. Disable BIND forwarding from the DNS server to avoid reconnaissance.

B. Disable affected assets and isolate them for further investigation.

C. Configure affected devices to disable NETRJS protocol.

D. Configure affected devices to disable the Finger service.

Correct Answer: D

QUESTION 7

How does Wireshark decrypt TLS network traffic?
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A. with a key log file using per-session secrets

B. using an RSA public key

C. by observing DH key exchange

D. by defining a user-specified decode-as

Correct Answer: A

Reference: https://wiki.wireshark.org/TLS

QUESTION 8

Vulnerability #1

A vulnerability in the Command Line Interpreter (CLI) of ACME
Super Firewall (all models) could allow an attacker to execute
a command which would overflow a buffer in memory. In
order to carry out this attack, the attacker needs o fulfill all of
the following conditions:

a) Be logged in to the device over telnet or SSH, or through
the local console
b) Be logged in as a high-privileges administrative user

In order to trigger the vulnerability, the attacker has to
execute a command on the device and supply a specially
crafted argument to such command. Once the command is
executed, an internal stack-based buffer overflow will be
triggered. This buffer overflow may lead to code execution
within the process space of the CLI parser, or may crash the
device.

All software versions are affected
Fixes are available now
There are no workarounds or mitigations

Vulnerability #2

A vulnerability in the web based management interface of the
ACME Big Router models 1010 and 1020 could allow an attacker
to bypass authorization checks and then access sensitive
information on the device, modify the device's corfiguration,
impact the availability of the system, create administrative level
and rzgular level users on the devica. In order to exploit this
vulnerability, the attacker needs to:

a) Be able to reach port 80/tcp on an affected device
b) The web-based management interface needs to be enabled on the
device

The attacker would then need to send a specially formed HTTP
request to the web-based management interface of an affected
system. The attacker does not need to log-in to the device before
launching the attack.

All software versions are affected

There are no fixes available now

Customers can disable the web-based managemert interface to
prevent exploitation. Customers will still be able to manage,
configure and monitor the device by using the Command Line
Interface (CLI), but with reduced capabilities for monitoring.

Refer to the exhibit. How must these advisories be prioritized for handling?

A. The highest priority for handling depends on the type of institution deploying the devices

B. Vulnerability #2 is the highest priority for every type of institution

C. Vulnerability #1 and vulnerability #2 have the same priority

D. Vulnerability #1 is the highest priority for every type of institution

Correct Answer: D

QUESTION 9
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An engineer is analyzing a possible compromise that happened a week ago when the company? (Choose two.)
A. firewall

B. Wireshark

C. autopsy

D. SHA512

E. IPS

Correct Answer: AB

QUESTION 10
[Ele Edt  View Action  Help i i — BIN: 102: 1033
a | BIN 000132A2 | 4D SA $0 00 03 00 00 00 04 00 00 00 FF FF 00 00 |
g 102:1033 00019888 | B2 00 00 00 00 C0 00 00 40 00 OO 00 00 00 00 00 (g]| ™ e
o || Maniest | 000196CE [ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |
. 1 1013 00019208 |00 00 00 00 00 00 00 00 00 00 00 00 C2 00 00 00 : L 'Th
- COD192EE |OF 1F BA OF 00 B4 09 CD 21 B2 01 4C CD 21 54 62 is program cannot
000198FE | €3 73 20 7O 72 €F &7 72 61 &D 20 €3 E1 EE EE 6F be run in DBOS
00019908 | 74 20 €2 65 20 72 7S 6F 20 &9 €€ 20 44 4F 53 20 mode. &
GO019918 | 6D &F &4 65 ZE OD 0D OA 24 00 00 00 00 00 00 0OC v
30019828 |AT C4 76 F§ E} A% 18 A5 E3 A5 18 A5 EX A% 1B 7S
5938 |[E3 A5 19 A5 EB AS 1® AS EA DD #B AS E& AS 18 AS Rich
go4% |EX DD 9B AS E7 AS 12 AS EA DD AS EZ AS 12 AS PE L
€8 57 €3 &3 60 EI AS 1% AS 00 0c ov
8 - L= L1 | }@

Refer to the exhibit. An engineer is reverse engineering a suspicious file by examining its resources. What does this file
indicate?

A. a DOS MZ executable format
B. a MS-DOS executable archive
C. an archived malware

D. a Windows executable file

Correct Answer: D

Reference: https://stackoverflow.com/questions/2577545/why-is-this-program-cannot-be-run-in-dos-mode-text-present-i

n-dil-
files#:~:text=The%20linker%20places%20a%20default,using%20the%20%2FSTUB%20linker%20option.andtext=This
%20information%20enables%20Windows%20to,has%20an%20MS-D0OS%20stub.
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QUESTION 11

The network operations center has identified malware, created a ticket within their ticketing system, and assigned the
case to the SOC with high-level information. A SOC analyst was able to stop the malware from spreading and identified
the attacking host. What is the next step in the incident response workflow?

A. eradication and recovery

B. post-incident activity

C. containment

D. detection and analysis

Correct Answer: A

QUESTION 12
DRAG DROP
Drag and drop the components from the left onto the phases of the CI/CD pipeline on the right.

Select and Place:

Answer Area
build Phase 1
release Phase 2
deploy Phase 3
operate Phase 4
monitor Phase 5
test Phase 6
plan Phase 7
develop Phase 8
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Correct Answer:

Answer Area

plan

develop

build

test

release

deploy

operate

monitor

QUESTION 13

An engineer is investigating several cases of increased incoming spam emails and suspicious emails from the HR and
service departments. While checking the event sources, the website monitoring tool showed several web scraping alerts
overnight.

Which type of compromise is indicated?

A. phishing

B. dumpster diving

C. social engineering

D. privilege escalation

Correct Answer: C
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QUESTION 14

A SOC analyst detected a ransomware outbreak in the organization coming from a malicious email attachment. Affected
parties are notified, and the incident response team is assigned to the case. According to the NIST incident response
handbook, what is the next step in handling the incident?

A. Create a follow-up report based on the incident documentation.

B. Perform a vulnerability assessment to find existing vulnerabilities.

C. Eradicate malicious software from the infected machines.

D. Collect evidence and maintain a chain-of-custody during further analysis.

Correct Answer: D

QUESTION 15

A threat actor used a phishing email to deliver a file with an embedded macro. The file was opened, and a remote code
execution attack occurred in a company\\'s infrastructure. Which steps should an engineer take at the recovery stage?

A. Determine the systems involved and deploy available patches

B. Analyze event logs and restrict network access

C. Review access lists and require users to increase password complexity
D. Identify the attack vector and update the IDS signature list

Correct Answer: B
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