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QUESTION 1

You are tasked to design a QoS policy for a service provider so they can include it in the design of their MPLS core
network If the design must support an MPLS network with six classes, and CEs will be managed by the service provider,
which QoS policy should be recommended? 

A. map IP CoS bits into the IP Precedence field 

B. map flow-label bits into the Exp field 

C. map IP precedence bits into the DSCP field 

D. map DSCP bits into the Exp field 

Correct Answer: D 

 

QUESTION 2

What is an architectural framework created by ETSI that defines standards to decouple network functions from
proprietary hardware-based appliances and have them run in software on standard x86 servers? 

A. NFVIS 

B. NFV 

C. VNF 

Correct Answer: C 

 

QUESTION 3

The Layer 3 control plane is the intelligence over the network that steers traffic toward its intended destination. Which
two techniques can be used in service provider-style networks to offer a more dynamic, flexible, controlled, and secure
control plane design? (Choose two.) 

A. access control lists 

B. firewalls 

C. QoS policy propagation with BGP 

D. remote black-holing trigger 

E. prefix lists 

Correct Answer: DE 

 

QUESTION 4
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What advantage of placing the IS-IS layer 2 flooding domain boundary at the core Layer in a three-layer hierarchical
network is true? 

A. The Layer 1 and Layer 2 domains can easily overlap 

B. It reduces the complexity of the Layer 1 domains 

C. It can be applied to any kind of topology 

D. The Layer 2 domain is contained and more stable 

Correct Answer: D 

 

QUESTION 5

A green data center is being deployed and a design requirement is to be able to readily scale server virtualization. 

Which IETF standard technology can provide this requirement? 

A. data center bridging 

B. unified fabric 

C. Transparent Interconnection of Lots of Links 

D. fabric path 

Correct Answer: C 

 

QUESTION 6

While designing a switched topology, in which two options is UplinkFast recommended? (Choose two ) 

A. when switches of different spanning-tree types are connected (for example. 802.1d connecting to 802.1w) 

B. on distribution layer switches 

C. when hello timers are changed to more aggressive values 

D. on access layer switches 

E. on the core switches 

Correct Answer: AD 

 

QUESTION 7

Which SDN architecture component is used by the application layer to communicate with the control plane layer to
provide instructions about the resources required by applications? 

A. southbound APIs 
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B. northbound APIs 

C. orchestration layer 

D. SDN controller 

Correct Answer: B 

 

QUESTION 8

A network engineering team is in the process of designing a lab network for a customer demonstration. The design
engineer wants to show that the resiliency of the MPLS traffic Engineering Fast Reroute solution has the same failover/
failback times as a traditional SONET/SDH network (around 50MSEC). In order to address both link failure and node
failure within the lab typology network, which type of the MPLS TE tunnels must be considered for this demonstration? 

A. TE backup tunnel 

B. Next-hop (NHop) tunnel 

C. FRR Backup tunnel 

D. next-next-hop (NNHop) tunnel 

Correct Answer: D 

 

QUESTION 9

A financial company requires that a custom TCP-based stock-trading application be prioritized over all other traffic for
the business due to the associated revenue. The company also requires that VoIP be prioritized for manual trades.
Which directive should be followed when a QoS strategy is developed for the business? 

A. Allow VoIP and the custom application to share the same priority queue, 

B. The custom application and VoIP must be assigned their own separate priority queue. 

C. Interleave the custom application with other TCP applications in the same CBWR 

D. Avoid placing the custom application in a CBWFQ queue that contains other 

Correct Answer: C 

 

QUESTION 10

Company XYZ is migrating their existing network to IPv6 and they must plan for Layer 2 and Layer 3 devices Some of
the access layer switches do not support IPv6, however, core and distribution switches fully support unicast and
multicast routing. The company wants to minimize cost of the migration. Which migration strategy should be used in the
design? 

A. The access layer switches must support IGMP snooping at a minimum. Any switches that do not support IGM
snooping must be replaced. 
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B. Upgrade the nonsupporting switches Otherwise, it will cause an issue with the migration. 

C. Layer 2 switches will not affect the implementation of IPv6. They can be included in the design in their current state. 

D. The access layer switches must support DHCPv6. Any switches that do not support DHCPv6 must be replaced. 

Correct Answer: C 

 

QUESTION 11

A banking customer determines that it is operating POS and POI terminals that are noncompliant with PCI DSS
requirements, as it is running TLSv1.0. The customer plans to migrate the terminals to TLSv1.2. What are two
requirements to complete the migration? (Choose two.) 

A. Ensure that strong cryptography is applied for users who have administrative access through networks 

B. Apply strong cryptography and security protocols to safeguard sensitive cardholder data. 

C. Apply strong encryption for transmission of cardholder data across public networks. 

D. Protect all user systems against malware and frequently update antivirus software 

E. Maintain a policy that addresses information security for employees and third parties. 

Correct Answer: CE 

 

QUESTION 12

Company XYZ has a new network based on IPv6. Some of the subnets that they are planning to use will be confidential
and need an addressing scheme that confines them to the local campus network. Which type of IPv6 addresses can be
used for these networks in the IPv6 addressing design? 

A. local addresses 

B. private addresses 

C. link-local addresses 

D. unique local addresses 

Correct Answer: D 

 

QUESTION 13

Company XYZ asks for design recommendations for Layer 2 redundancy. The company wants to prioritize fast
convergence and resiliency elements. In the design. Which two technologies are recommended? (Choose two.) 

A. Design MLAG/MC-LAG into the network wherever possible. 

B. Configure DHCP snooping on the switches. 
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C. Use root guard. 

D. Use BPDU guard. 

E. Use UniDirectional Link Detection. 

Correct Answer: AE 

 

QUESTION 14

Company XYZ wants to improve the security design of their network to include protection from reconnaissance and DoS
attacks on their sub interfaces destined toward next hop routers. Which technology can be used to prevent these types
of attacks? 

A. MPP 

B. CPPr 

C. CoPP 

D. DPP 

Correct Answer: B 

Explanation: https://learningnetwork.cisco.com/s/question/0D53i00000KsuyvCAB/copp- vs-cppr 

 

QUESTION 15

Which undesired effect of increasing the jitter compensation buffer is true? 

A. The overall transport jitter decreases and quality improves. 

B. The overall transport jitter increases and quality issues can occur. 

C. The overall transport delay increases and quality issues can occur. 

D. The overall transport delay decreases and quality improves. 

Correct Answer: C 
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