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QUESTION 1

If an attacker\\'s computer sends an IPID of 31400 to a zombie computer on an open port in IDLE scanning, what will be
the response? 

A. 31401 

B. The zombie will not send a response 

C. 31402 

D. 31399 

Correct Answer: A 

 

QUESTION 2

Sectors in hard disks typically contain how many bytes? 

A. 256 

B. 512 

C. 1024 

D. 2048 

Correct Answer: B 

 

QUESTION 3

What is the target host IP in the following command? 

A. Firewalk does not scan target hosts 

B. 172.16.28.95 

C. This command is using FIN packets, which cannot scan target hosts 

D. 10.10.150.1 

Correct Answer: B 

 

QUESTION 4

Jason is the security administrator of ACMA metal Corporation. One day he notices the company s Oracle database
server has been compromised and the customer information along with financial data has been stolen. The financial
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loss will be in millions of dollars if the database gets into the hands of the competitors. Jason wants to report this crime
to the law enforcement agencies immediately. Which organization coordinates computer crimes investigations
throughout the United States? 

A. Internet Fraud Complaint Center 

B. Local or national office of the U.S. Secret Service 

C. National Infrastructure Protection Center 

D. CERT Coordination Center 

Correct Answer: B 

 

QUESTION 5

What type of file is represented by a colon (:) with a name following it in the Master File Table of NTFS disk? 

A. A compressed file 

B. A Data stream file 

C. An encrypted file 

D. A reserved file 

Correct Answer: B 

 

QUESTION 6

When you are running a vulnerability scan on a network and the IDS cuts off your connection, what type of IDS is being
used? 

A. NIPS 

B. Passive IDS 

C. Progressive IDS 

D. Active IDS 

Correct Answer: D 

 

QUESTION 7

What will the following command produce on a website login page? 

SELECT email, passwd, login_id, full_name FROM members WHERE email = \\'someone@somehwere.com\\'; DROP
TABLE members; --\\' 

A. Inserts the Error! Reference source not found. email address into the members table 
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B. Retrieves the password for the first user in the members table 

C. Deletes the entire members table 

D. This command will not produce anything since the syntax is incorrect 

Correct Answer: C 

 

QUESTION 8

Diskcopy is: 

A. a utility byAccessData 

B. a standard MS-DOS command 

C. Digital Intelligence utility 

D. dd copying tool 

Correct Answer: B 

 

QUESTION 9

A (n) ____________ is one that s performed by a computer program rather than the attacker manually performing the
steps in the attack sequence. 

A. blackout attack 

B. automated attack 

C. distributed attack 

D. central processing attack 

Correct Answer: B 

 

QUESTION 10

An Employee is suspected of stealing proprietary information belonging to your company that he had no rights to
possess. The information was stored on the Employees Computer that was protected with the NTFS Encrypted File
System (EFS) and you had observed him copy the files to a floppy disk just before leaving work for the weekenD. You
detain the Employee before he leaves the building and recover the floppy disks and secure his computer. Will you be
able to break the encryption so that you can verify that that the employee was in possession of the proprietary
information? 

A. EFS uses a 128- bit key that can t be cracked, so you will not be able to recover the information 

B. When the encrypted file was copied to the floppy disk, it was automatically unencrypted, so you can recover the
information 
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C. The EFS Revoked Key Agent can be used on the Computer to recover the information 

D. When the Encrypted file was copied to the floppy disk, the EFS private key was also copied to the floppy disk, so you
can recover the information. 

Correct Answer: B 

 

QUESTION 11

Michael works for Kimball Construction Company as senior security analyst. As part of yearly security audit, Michael
scans his network for vulnerabilities. Using Nmap, Michael conducts XMAS scan and most of the ports scanned do not
give a response. In what state are these ports? 

A. Open 

B. Stealth 

C. Closed 

D. Filtered 

Correct Answer: A 

 

QUESTION 12

John is using Firewalk to test the security of his Cisco PIX firewall. He is also utilizing a sniffer located on a subnet that
resides deep inside his network. After analyzing the sniffer log files, he does not see any of the traffic produced by
Firewalk. Why is that? 

A. Firewalk sets all packets with a TTL of zero 

B. Firewalk cannot pass through Cisco firewalls 

C. Firewalk sets all packets with a TTL of one 

D. Firewalk cannot be detected by network sniffers 

Correct Answer: C 

 

QUESTION 13

Which is a standard procedure to perform during all computer forensics investigations? 

A. with the hard drive removed from the suspect PC, check the date and time in the system s CMOS 

B. with the hard drive in the suspect PC, check the date and time in the File Allocation Table 

C. with the hard drive removed from the suspect PC, check the date an d time in the system s RAM 

D. with the hard drive in the suspect PC, check the date and time in the system s CMOS 
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Correct Answer: C 

 

 

QUESTION 14

Simon is a former employee of Trinitron XML Inc. He feels he was wrongly terminated and wants to hack into his former
company\\'s network. Since Simon remembers some of the server names, he attempts to run the axfr and ixfr
commands using DIG. What is Simon trying to accomplish here? 

A. Perform a zone transfer 

B. Perform DNS poisoning 

C. Send DOS commands to crash the DNS servers 

D. Enumerate all the users in the domain 

Correct Answer: A 

 

QUESTION 15

In a FAT32 system, a 123 KB file will use how many sectors? 

A. 34 

B. 246 

C. 11 

D. 56 

Correct Answer: B 
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