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QUESTION 1

Which VTP mode allows you to change the VLAN configuration and will then propagate the change throughout the
entire switched network? 

A. VTP server 

B. VTP client 

C. VTP transparent 

D. VTP off 

Correct Answer: A 

 

QUESTION 2

When a switch has multiple links connected to a downstream switch, what is the first step that STP takes to prevent
loops? 

A. STP elects the root bridge. 

B. STP selects the root port. 

C. STP selects the designated port. 

D. STP blocks one of the ports. 

Correct Answer: A 

 

QUESTION 3

What is the best way to prevent a VLAN hopping attack? 

A. Encapsulate trunk ports with IEEE 802.1Q. 

B. Physically secure data closets. 

C. Disable DTP negotiations. 

D. Enable BDPU guard. 

Correct Answer: C 

 

http://www.cisco.com/en/US/products/hw/switches/ps708/products_white_paper09186a008013159f.shtml 802.1Q and
ISL Tagging Attack Tagging attacks are malicious schemes that allow a user on a VLAN to get unauthorized access to
another VLAN. For example, if a switch port were configured as DTP auto and were to receive a fake DTP packet, it
might become a trunk port and it might start accepting traffic destined for any VLAN. Therefore, a malicious user could
start communicating with other VLANs through that compromised port. Sometimes, even when simply receiving regular
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packets, a switch port may behave like a full-fledged trunk port (for example, accept packets for VLANs different from
the native), even if it is not supposed to. This is commonly referred to as "VLAN leaking" (see [5] for a report on a similar
issue). 

 

QUESTION 4

What Cisco Security Agent Interceptor is in charge of intercepting all read/write requests to the rc files in UNIX? 

A. Configuration interceptor 

B. Network interceptor 

C. File system interceptor 

D. Execution space interceptor 

Correct Answer: A 

Configuration interceptor: Read/write requests to the Registry in Windows or to rc configuration files on UNIX are
intercepted. This interception occurs because modification of the operating system configuration can have serious
consequences. Therefore, Cisco Security Agent tightly controls read/write requests to the Registry. 

 

QUESTION 5

DRAG DROP 

Drag from Left to Right in Correct Area. 

Select and Place: 

Correct Answer: 
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QUESTION 6

Which Layer 2 protocol provides loop resolution by managing the physical paths to given network segments? 

A. root guard 

B. port fast 

C. HSRP 

D. STP 

Correct Answer: D 

http://www.cisco.com/en/US/tech/tk389/tk621/technologies_configuration_example09186a008009467c.shtml 

Introduction Spanning Tree Protocol (STP) is a Layer 2 protocol that runs on bridges and switches. The specification for
STP is IEEE 802.1D. The main purpose of STP is to ensure that you do not create loops when you have redundant
paths in your network. Loops are deadly to a network. 

 

QUESTION 7

When port security is enabled on a Cisco Catalyst switch, what is the default action when the configured maximum
number of allowed MAC addresses value is exceeded? 

A. The port remains enabled, but bandwidth is throttled until old MAC addresses are aged out. 

B. The port is shut down. 

C. The MAC address table is cleared and the new MAC address is entered into the table. 

D. The violation mode of the port is set to restrict. 

Correct Answer: B 
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http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/20ewa/configuration/guide/port_sec.html 

Default Port Security Configuration Port security Disabled on a port Maximum number of secure MAC addresses
Violation mode Shutdown. The port shuts down when the maximum number of secure MAC addresses is exceeded,
and an SNMP trap notification is sent. 

Aging Disabled 

Aging type Absolute Static Aging Disabled 

Sticky Disabled 

 

QUESTION 8

Which four methods are used by hackers? (Choose four.) 

A. footprint analysis attack 

B. privilege escalation attack 

C. buffer Unicode attack 

D. front door attacks 

E. social engineering attack 

F. Trojan horse attack 

Correct Answer: ABEF 

https://learningnetwork.cisco.com/servlet/JiveServlet/download/15823-1-57665/CCNA%20Security%20(640-554)%20Po
rtable%20Command%20Guide_ch01.pdf 

Thinking Like a Hacker 

The following seven steps may be taken to compromise targets and applications: 

Step 1 Perform footprint analysis 

Hackers generally try to build a complete profile of a target company\\'s security posture using a broad range of easily
available tools and techniques. They can discover organizational domain names, network blocks, IP addresses of
systems, 

ports, services that are used, and more. 

Step 2 Enumerate applications and operating systems 

Special readily available tools are used to discover additional target information. Ping sweeps use Internet Control
Message Protocol (ICMP) to discover devices on a network. Port scans discover TCP/UDP port status. 

Other tools include Netcat, Microsoft EPDump and Remote Procedure Call (RPC) Dump, GetMAC, and software
development kits (SDKs). 

Step 3 Manipulate users to gain access 

Latest 640-554 Dumps | 640-554 PDF Dumps | 640-554 Study Guide                              5 / 11

https://www.pass4lead.com/640-554.html
https://www.pass4lead.com/640-554.html
https://www.pass4lead.com/640-554.html


https://www.pass4lead.com/640-554.html
2022 Latest pass4lead 640-554 PDF and VCE dumps Download

Social engineering techniques may be used to manipulate target employees to acquire passwords. They may call or
email them and try to convince them to reveal passwords without raising any concern or suspicion. 

Step 4 Escalate privileges 

To escalate their privileges, a hacker may attempt to use Trojan horse programs and get target users to unknowingly
copy malicious code to their corporate system. 

Step 5 Gather additional passwords and secrets 

With escalated privileges, hackers may use tools such as the pwdump and LSADump applications to gather passwords
from machines running Windows. 

Step 6 Install back doors 

Hacker may attempt to enter through the "front door," or they may use "back doors" into the system. The backdoor
method means bypassing normal authentication while attempting to remain undetected. A common backdoor point is a 

listening port that provides remote access to the system. 

Step 7 Leverage the compromised system 

After hackers gain administrative access, they attempt to hack other systems. 

 

QUESTION 9

Which command configures stateful packet inspection to inspect a packet after it passes the inbound ACL of the input
interface? 

A. ip inspect out 

B. ip inspect in 

C. ip inspect name audit-trail on 

D. ip inspect name audit-trail off 

Correct Answer: B 

 

QUESTION 10

Which three statements about applying access control lists to a Cisco router are true? (Choose three.) 

A. Place more specific ACL entries at the top of the ACL. 

B. Place generic ACL entries at the top of the ACL to filter general traffic and thereby reduce "noise" on the network. 

C. ACLs always search for the most specific entry before taking any filtering action. 

D. Router-generated packets cannot be filtered by ACLs on the router. 

E. If an access list is applied but it is not configured, all traffic passes. 
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Correct Answer: ADE 

http://www.cisco.com/en/US/docs/ios-xml/ios/sec_data_acl/configuration/15-2mt/sec-acl-ov-gdl.html 

The Order in Which You Enter Criteria Statements 

Note that each additional criteria statement that you enter is appended to the end of the access list statements. 

Also note that you cannot delete individual statements after they have been created. You can only delete an entire
access list. The order of access list statements is important! When the router is deciding whether to forward or block a
packet, 

the Cisco IOS software tests the packet against each criteria statement in the order in which the statements were
created. After a match is found, no more criteria statements are checked. 

If you create a criteria statement that explicitly permits all traffic, no statements added later will ever be checked. If you
need additional statements, you must delete the access list and retype it with the new entries. 

Apply an Access Control List to an Interface 

With some protocols, you can apply up to two access lists to an interfacE. one inbound access list and one outbound
access list. With other protocols, you apply only one access list that checks both inbound and outbound packets. 

If the access list is inbound, when a device receives a packet, Cisco software checks the access list\\'s criteria
statements for a match. If the packet is permitted, the software continues to process the packet. If the packet is denied,
the software 

discards the packet. If the access list is outbound, after receiving and routing a packet to the outbound interface, Cisco
software checks the access list\\'s criteria statements for a match. If the packet is permitted, the software transmits the 

packet. If the packet is denied, the software discards the packet. 

Note 

Access lists that are applied to interfaces on a device do not filter traffic that originates from that device. The access list
check is bypassed for locally generated packets, which are always outbound. By default, an access list that is applied
to 

an outbound interface for matching locally generated traffic will bypass the outbound access list check; but transit traffic
is subjected to the outbound access list check. 

 

QUESTION 11

Which command provides phase 1 and phase 2 status for all active sessions of an IPsec VPN on a Cisco router? 

A. show crypto map 

B. show crypto ipsec sa 

C. show crypto isakmp sa 

D. show crypto session 

Correct Answer: D 
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QUESTION 12

DRAG DROP 

Select and Place: 

Correct Answer: 

 

QUESTION 13

Which command causes a Layer 2 switch interface to operate as a Layer 3 interface? 

A. no switchport nonnegotiate 

B. switchport 

C. no switchport mode dynamic auto 

D. no switchport 

Correct Answer: D 
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QUESTION 14

You have been tasked by your manager to implement syslog in your network. Which option is an important factor to
consider in your implementation? 

A. Use SSH to access your syslog information. 

B. Enable the highest level of syslog function available to ensure that all possible event messages are logged. 

C. Log all messages to the system buffer so that they can be displayed when accessing the router. 

D. Synchronize clocks on the network with a protocol such as Network Time Protocol. 

Correct Answer: D 

http://www.cisco.com/en/US/docs/solutions/Enterprise/Security/Baseline_Security/sec_chap5.html 

Time Synchronization When implementing network telemetry, it is important that dates and times are both accurate and
synchronized across all network infrastructure devices. Without time synchronization, it is very difficult to correlate
different sources of telemetry. 

Enabling Network Time Protocol (NTP) is the most common method of time synchronization. General best common
practices for NTP include: 

•

A common, single time zone is recommended across an entire network infrastructure in order to enable the consistency
and synchronization of time across all network devices. 

•

The time source should be from an authenticated, limited set of authorized NTP servers. 

Detailed information on NTP and NTP deployment architectures is available in the Network Time Protocol: Best 

Practices White Paper at the following URL: 

http://www.cisco.com/warp/public/126/ntpm.pdf 

Timestamps and NTP Configuration 

In Cisco IOS, the steps to enable timestamps and NTP include: 

Step 1 Enable timestamp information for debug messages. 

Step 2 Enable timestamp information for log messages. 

Step 3 Define the network-wide time zone. 

Step 4 Enable summertime adjustments. 

Step 5 Restrict which devices can communicate with this device as an NTP server. 

Step 6 Restrict which devices can communicate with this device as an NTP peer. 

Step 7 Define the source IP address to be used for NTP packets. 
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Step 8 Enable NTP authentication. 

Step 9 Define the NTP servers. 

Step 10 Define the NTP peers. 

Step 11 Enable NTP to update the device hardware clock 

 

QUESTION 15

Which single Cisco IOS ACL entry permits IP addresses from 172.16.80.0 to 172.16.87.255? 

A. permit 172.16.80.0 0.0.3.255 

B. permit 172.16.80.0 0.0.7.255 

C. permit 172.16.80.0 0.0.248.255 

D. permit 176.16.80.0 255.255.252.0 

E. permit 172.16.80.0 255.255.248.0 

F. permit 172.16.80.0 255.255.240.0 

Correct Answer: B 

www.cisco.com/en/US/products/sw/secursw/ps1018/products_tech_note09186a00800a5b9a.shtml ACL Summarization
Note. Subnet masks can also be represented as a fixed length notation. For example, 192.168.10.0/24 represents
192.168.10.0 255.255.255.0. This list describes how to summarize a range of networks into a single network for ACL
optimization. Consider these networks. 192.168.32.0/24 192.168.33.0/24 192.168.34.0/24 192.168.35.0/24
192.168.36.0/24 192.168.37.0/24 192.168.38.0/24 192.168.39.0/24 

The first two octets and the last octet are the same for each network. This table is an explanation of how to summarize
these into a single network. 

The third octet for the previous networks can be written as seen in this table, according to the octet bit position and
address value for each bit. 

Decimal 128 64 32 16 8 4 2 1 32 0 0 1 0 0 0 0 0 33 0 0 1 0 0 0 0 1 34 0 0 1 0 0 0 1 0 35 0 0 1 0 0 0 1 1 36 0 0 1 0 0 1 0
0 37 0 0 1 0 0 1 0 1 38 0 0 1 0 0 1 1 0 39 0 0 1 0 0 1 1 1 M M M M M D D D 

Since the first five bits match, the previous eight networks can be summarized into one network (192.168.32.0/21 or
192.168.32.0 255.255.248.0). All eight possible combinations of the three low-order bits are relevant for the network
ranges in question. This command defines an ACL that permits this network. If you subtract 255.255.248.0 (normal
mask) from 255.255.255.255, it yields 0.0.7.255. access-list acl_permit permit ip 192.168.32.0 0.0.7.255 
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