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QUESTION 1

Which statement describes spread spectrum technology in wireless communications? 

A. Signal is spread across optical pulses. 

B. Signal is spread across variations of amplitudes. 

C. Signal is spread across one frequency. 

D. Signal is spread across a whole band of frequencies. 

Correct Answer: D 

spread-spectrum techniques are methods by which a signal with a particular bandwidth is deliberately spread in the
frequency domain, resulting in a signal with a wider bandwidth. Spread spectrum generally makes use of a sequential
noise-like signal structure to spread the normally narrowband information signal over a relatively wideband (radio) band
of frequencies. 

Reference: http://en.wikipedia.org/wiki/Spread_spectrum 

 

QUESTION 2

Wireless clients are experiencing loss of connectivity while roaming between controllers. To fix this, what configuration
should be the same on all controllers within the mobility group? 

A. management interface IP address 

B. IP address of the virtual interface 

C. AP Manager interface IP address 

D. IP address of the Service Port 

Correct Answer: B 

 

QUESTION 3

What is the maximum number of access points supported on Cisco WCS with an enterprise license? 

A. 5,000 

B. 10,000 

C. 50,000 

D. 100,000 

Correct Answer: C 

Enterprise Server License (Multiple Servers) Overview (release 4.1 or later) 
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License: WCS-ENT-PLUS-K9 

License increments: 1000, 2500, 10000, 50000 

Single or multiple server deployment (Cisco WCS Navigator included in 10000, and 50000 licenses) 

Suitable for customers deploying 500 or more Cisco Aironet lightweight access points 

Multiple license files linked to a single PAK certificate 

Server decrements available number of access points as licenses are allocated within the network 

Reference: http://www.cisco.com/c/en/us/products/collateral/wireless/wireless-control-
system/product_data_sheet0900aecd804b4646.html 

 

QUESTION 4

Which governing body analyzes the applications and environments in which wireless networks are used? 

A. EIRP 

B. ETSI 

C. FCC 

D. IEEE 

E. WiFi Alliance 

Correct Answer: D 

Hence the various wireless standards prefixed with IEEE. Wireless LANs are described in IEEE 802.11 standard that
contains 802.11a, 802.11b, 802.11g, 802.11n, 802.11ac and so forth. 

 

QUESTION 5

Which three items do you need to establish a wireless connection to an enterprise wireless network? (Choose three.) 

A. SSID name 

B. RF channel 

C. RF signal 

D. 802.1X/EAP credentials 

E. pre-shared key 

F. web page 

G. WPA/WPA2 settings 

Correct Answer: ACD 
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Most clients enable you to associate to a detected network (broadcasted SSID) or configure a specific profile. In all
cases, you must configure the network name (SSID), the operating mode (ad-hoc or infrastructure), and some security
settings (that will be different depending on whether the SSID uses Pre-Shared Key Security or Enterprise [EAP/802.1x]
security). 

Reference: CCNA Wireless (640-722 IUWNE) Quick Reference Guide 

 

QUESTION 6

Which Extensible Authentication Protocol types are supported by the Cisco Unified Wireless Network? 

A. EAP-TLS, PEAP-MSCHAPv2, and PEAP-GTC only 

B. LEAP and EAP-FAST only 

C. EAP-TLS, PEAP-MSCHAPv2, PEAP-GTC, LEAP, and EAP-FAST only 

D. any EAP supported by the RADIUS authentication server 

Correct Answer: D 

Extensible Authentication Protocol, or EAP, is an authentication framework frequently used in wireless networks and
point-to-point connections. EAP is an authentication framework providing for the transport and usage of keying material
and parameters generated by EAP methods. There are many methods defined by RFCs and a number of vendor
specific methods and new proposals exist. EAP is not a wire protocol; instead it only defines message formats. Each
protocol that uses EAP defines a way to encapsulate EAP messages within that protocol\\'s messages. 

Reference: http://en.wikipedia.org/wiki/Extensible_Authentication_Protocol. 

 

QUESTION 7

What two access methods are enabled by default on a Cisco WLC? (Choose two.) 

A. HTTP 

B. HTTPS 

C. Telnet 

D. SSH 

E. VPN 

F. SFTP 

Correct Answer: BD 

 

QUESTION 8

What are two modules of the CCX Lite program? (Choose two.) 
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A. foundation 

B. voice 

C. RF power 

D. roaming 

Correct Answer: AB 

In summer 2011, Cisco separated the CCX features into four subfamilies to help vendors integrate only those features
that are needed for their specific wireless clients (called application- specific devices, which are devices built for a
specific function [for example, barcode scanners or VoWLAN phones] and therefore do not need all the CCX features
that a data laptop would need). This is called the CCX Lite program, with four components: 

Foundation (for standard CCX features for connectivity and security) 

CCX Voice (for VoWLAN-specific features, such as QoS enhancements) 

Location 

Management (for connection reporting and troubleshooting) 

Reference: CCNA Wireless (640-722 IUWNE) Quick Reference Guide page 78 

 

QUESTION 9

Which statement describes a security weakness of a WPA2 with a PSK? 

A. The compromised key can be used for another connection. 

B. The key can be eavesdropped from the wireless medium. 

C. The key can be recreated from a few eavesdropped frames. 

D. The key is not case-sensitive and is vulnerable to compromise by brute-force methods. 

Correct Answer: A 

WPA2-Enterprise is (in my opinion) considerably more secure than PSK. Reasons 

WPA2-PSK has a single shared key amongst all devices. That means that if one of the devices is compromised the key
is lost, so the more devices you have the risk of loss or compromise increases. As against this WPA2-Enterprise has
per 

user secrets, so not the same problem. Using WPA2-Enterprise each user can change their credentials as required,
whereas with WPA2-PSK changing the secret could be a major undertaking, depending on the size and make-up of the
user/ 

device population. This increases the potential severity of a compromise as key rotation will be much slower (in most
cases) than password rotation so if a credential is compromised, it\\'s likely to remain so for longer with PSK. With
WPA2Enterprise you can make use of stronger authentication mechanisms (e.g. 2- factor if needed) 

With WPA2-Enterprise you can add certificate authentication to stop random attackers brute-forcing the users creds to
get access. 
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QUESTION 10

What two methods of authentication are available for Local EAP? 

A. LDAP and RADIUS 

B. Local and RADIUS 

C. Local Only 

D. LDAP and Local 

Correct Answer: D 

 

QUESTION 11

DRAG DROP 

Drag the authentication types from the left and drop them on the correct descriptions on the right. 

Select and Place: 

Correct Answer: 
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QUESTION 12

The administrator needs to create a report that shows all controllers, APs, and Cisco 3300 Series MSEs in the WLAN,
including hardware and software information. Which report includes this information? 

A. Device > Inventory 

B. Mesh > Nodes 

C. Network Summary > Executive Summary 

D. Network Summary > 802.11 Summary 

Correct Answer: A 

In the left sidebar menu, all of the inventory report options are listed. These reports are generated based on the data
already stored in the WCS database. Because inventory reports are not on-demand reports, some configuration
changes may have occurred since the storage and may not duplicate the attributes of the controller that are reflected in
the stored data. The choices are as follows: 

Access Point Inventory Report -- Provides data on deployed access points. The data that is returned includes but is not
limited to the following: the access points\\' MAC address, model, location, and radio status. 

Combined Inventory Report -- Provides data on all deployed controllers, access points, and location appliances. 

Controller Inventory Report -- Provides data on deployed controllers. The data that is returned includes but is not limited
to the following: the model, IP address, and serial number of the controller, what software version it is running, and
where it is located. Location Server Inventory Report -- Provides data on deployed location appliances. The data that is
returned includes but is not limited to the following: the IP address and version of the location appliance, which port is
being used, and the time the appliance starts up. 

Reference:
http://www.cisco.com/c/en/us/td/docs/wireless/wcs/4-1/configuration/guide/wcscfg41/wcsreps.html#wp1080212 

 

QUESTION 13

Refer to the exhibit. 
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What does the yellow shield with the exclamation mark indicate? 

A. The network uses open authentication and no encryption. 

B. The network uses an unsupported channel. 

C. The signal is too distorted to connect. 

D. The AP that is transmitting this SSID uses the wrong RF domain. 

E. This is the ad-hoc network. 

Correct Answer: A 

an exclamation mark inside a yellow shield is displayed if the SSID has no security [Open authentication, no
encryption]), clicking Connect and completing the security parameters when applicable. 

 

QUESTION 14
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A client is deploying lightweight APs. Those with LAN connections to the controller would be considered what mode of
deployment, while access points deployed across a higher latency connection are deployed in what mode? 

A. HREAP; Bridge 

B. Local; Bridge 

C. HREAP; Flex Connect 

D. Local; Flex Connect 

Correct Answer: D 

 

QUESTION 15

Refer to the exhibit. 

In WCS, what Monitor submenu would provide the table shown? 

A. Clients 

B. Access Points 

C. Controllers 

D. Security 

E. Alarms 

Correct Answer: A 
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