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QUESTION 1

Your network contains an Active Directory domain named contoso.com. The domain contains a domain controller
named DC1. DC1 has the DNS Server server role installed and hosts an Active Directory- integrated zone for
contoso.com. The no-refresh interval and the refresh interval are both set to three days. The Advanced DNS settings of
DC1 are shown in the Advanced DNS Settings exhibit. (Click the Exhibit button.) 

You open the properties of a static record named Server1 as shown in the Server1 Record exhibit.(Click the Exhibit
button.) 

70-640 VCE Dumps | 70-640 Practice Test | 70-640 Exam Questions                              2 / 16

https://www.pass4lead.com/70-640.html
https://www.pass4lead.com/70-640.html
https://www.pass4lead.com/70-640.html


https://www.pass4lead.com/70-640.html
2022 Latest pass4lead 70-640 PDF and VCE dumps Download

You discover that the scavenging process ran today, but the record for Server1 was not deleted. 

You run dnscmd.exe and specify the age all records parameter. 

You need to identify when the record for Server1 will be deleted from the zone. 

In how many days will the record be deleted? 

A. 13 

B. 10 

C. 23 

D. 7 

Correct Answer: D 

The blank Record time stamp field indicates a static record. That\\'s the reason it wasn\\'t deleted. The timestamp has
been set using dnscmd /ageallrecords. 

The Time to live setting means that the server will hold a cached record for 10 days, so it has nothing to do with this
question. The record will become stale in six days (no-refresh interval + refresh interval, that\\'s 3 + 3 days), so now that
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the 

timestamp has been set it will be deleted when the next scavenging operation occurs, in seven days. 

Reference 1: 

http://technet.microsoft.com/en-us/library/cc772069.aspx 

dnscmd /ageallrecords Sets the current time on all time stamps in a zone or node. Record scavenging does not occur
unless the records are time stamped. Name server (NS) resource records, start of authority (SOA) resource records,
and 

Windows Internet Name Service (WINS) resource records are not included in the scavenging process, and they are not
time stamped even when the ageallrecords command runs. 

Reference 2: 

http://www.windowsitpro.com/article/dns/scavenging-stale-dns-records 

When a record is older than the sum of the no-refresh interval and the refresh interval, the scavenging feature considers
the record stale and deletes it. So, when you set No-refresh interval to 3 days and Refresh interval to 5 days,
scavenging 

will delete records that are more than 8 days old. 

 

QUESTION 2

Your network contains an Active Directory forest. The forest contains a single domain named contoso.com. The domain
contains domain controllers that run either Windows Server 2003 or Windows Server 2008 R2. 

The functional level of the domain and the forest is Windows Server 2003. 

You need to add a read-only domain controller (RODC) to the forest. 

What should you do first? 

A. Upgrade the domain controllers that run Windows Server 2003. 

B. Raise the domain functional level. 

C. Run the adprep command. 

D. Raise the forest functional level. 

Correct Answer: C 

 

 

QUESTION 3

Your network contains an Active Directory domain. All domain controller run Windows Server 2003. 

You replace all domain controllers with domain controllers that run Windows Server 2008 R2. You raise the functional
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level of the domain to Windows Server 2008 R2. You need to minimize the amount of SYSVOL replication traffic on the
network. 

What should you do? 

A. Raise the functional level of the forest to Windows Server 2008 R2. 

B. Modify the path of the SYSVOL folder on all of the domain controllers. 

C. On a global catalog server, run repadmin.exe and specify the KCC parameter. 

D. On the domain controller that holds the primary domain controller (PDC) emulator FSMO role, run dfsrmig.exe. 

Correct Answer: D 

Now that the domain controllers have been upgraded to Windows Server 2008 R2 and the domain functional level has
been upgraded to Windows Server 2008 R2 we can use DFS Replication for replicating SYSVOL, instead of File 

Replication Service (FRS) of previous Windows Server versions. The migration takes place on a domain controller
holding the PDC Emulator role. 

Reference 1: 

http://technet.microsoft.com/en-us/library/cc794837.aspx 

Using DFS Replication for replicating SYSVOL in Windows Server 2008 DFS Replication technology significantly
improves replication of SYSVOL. In Windows 2000 Server, Windows Server 2003, and Windows Server 2003 R2, FRS
is used 

to replicate the contents of the SYSVOL share. 

When a change to a file occurs, FRS replicates the entire updated file. With DFS Replication, for files larger than 64 KB,
only the updated portion of the file is replicated. 

Reference 2: 

http://technet.microsoft.com/en-us/library/dd639809.aspx 

Migrating to the Prepared State 

The following sections provide an overview of the procedures that you perform when you migrate SYSVOL replication
from File Replication Service (FRS) to Distributed File System (DFS Replication). 

This migration phase includes the tasks in the following list. Running the dfsrmig /SetGlobalState 1 command on the
PDC emulator to start the migration to the Prepared state. 

 

QUESTION 4

Your company uses a Windows 2008 Enterprise certificate authority (CA) to issue certificates. 

You need to implement key archival. 

What should you do? 

A. Configure the certificate for automatic enrollment for the computers that store encrypted files. 
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B. Install an Enterprise Subordinate CA and issue a user certificate to users of the encrypted files. 

C. Apply the Hisecdc security template to the domain controllers. 

D. Archive the private key on the server. 

Correct Answer: D 

Answer: Archive the private key on the server. 

http://technet.microsoft.com/en-us/library/cc753011.aspx Enable Key Archival for a CA 

Before a key recovery agent can use a key recovery certificate, the key recovery agent must have enrolled for the key
recovery certificate and be registered as the recovery agent for the certification authority (CA). 

You must be a CA administrator to complete this procedure. 

To enable key archival for a CA: 

1.

 Open the Certification Authority snap-in. 

2.

 In the console tree, click the name of the CA. 

3.

 On the Action menu, click Properties. 

4.

 Click the Recovery Agents tab, and then click Archive the key. 

5.

 In Number of recovery agents to use, type the number of key recovery agents that will be used to encrypt the archived
key. The Number of recovery agents to use must be between one and the number of key recovery agent certificates that
have been configured. 

6.

 Click Add. Then, in Key Recovery Agent Selection, click the key recovery certificates that are displayed, and click OK. 

7.

 The certificates should appear in the Key recovery agent certificates list, but their status is listed as Not loaded. 

8.

 Click OK or Apply. When prompted to restart the CA, click Yes. When the CA has restarted, the status of the
certificates should be listed as Valid. 

Further information: http://technet.microsoft.com/en-us/library/ee449489%28v=ws.10%29.aspx Key Archival and
Management in Windows Server 2008 http://technet.microsoft.com/en-us/library/cc730721.aspx Managing Key Archival
and Recovery 
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QUESTION 5

Your company has an Active Directory domain. The company has purchased 100 new computers. You want to deploy
the computers as members of the domain. 

You need to create the computer accounts in an OU. 

What should you do? 

A. Run the csvde -f computers.csv command 

B. Run the ldifde -f computers.ldf command 

C. Run the dsadd computer command 

D. Run the dsmod computer command 

Correct Answer: C 

http://technet.microsoft.com/en-us/library/cc754539%28v=ws.10%29.aspx Dsadd computer 

Syntax: dsadd computer [-samid ] [-desc ] [-loc ] [-memberof] [{-s | -d }] [-u ] [-p { | *}] [-q] [{-uc | -uco | -uci}] 

Personal comment: you use ldifde and csvde to import and export directory objects to Active Directory
http://support.microsoft.com/kb/237677 

http://technet.microsoft.com/en-us/library/cc732101%28v=ws.10%29.aspx 

 

QUESTION 6

Your company has an Active Directory forest. You plan to install an Enterprise certification authority (CA) on a dedicated
stand-alone server. 

When you attempt to add the Active Directory Certificate Services (AD CS) server role, you find that the EnterpriseCA
option is not available. 

You need to install the AD CS server role as an EnterpriseCA. 

What should you do first? 

A. Add the DNS Server server role. 

B. Add the Active Directory Lightweight Directory Services (AD LDS) server role. 

C. Join the server to the domain. 

D. Add the Web Server (IIS) server role and the AD CS server role. 

Correct Answer: C 
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QUESTION 7

Your network contains an Active Directory forest named contoso.com. The forest contains one domain. The domain
contains three domain controllers. The domain controllers are configured as shown in the following table. 

DC2 fails and cannot be recovered. 

Several weeks later, administrators report that they can no longer create new users and groups in the domain. 

You need to ensure that the administrators can create new users and groups. 

What should you add? 

A. the RID master role to DC3 

B. the schema master role to DC1 

C. the infrastructure master role to DC1 

D. the domain naming master role to DC3 

Correct Answer: A 

 

 

QUESTION 8

You have two servers named Server1 and Server2. Both servers run Windows Server 2008 R2. Server1 is configured
as an enterprise root certification authority (CA). 

You install the Online Responder role service on Server2. You need to configure Server1 to support the Online
Responder. 

What should you do? 

A. Import the enterprise root CA certificate. 

B. Configure the Certificate Revocation List Distribution Point extension. 

C. Configure the Authority Information Access (AIA) extension. 

D. Add the Server2 computer account to the CertPublishers group. 
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Correct Answer: C 

http://technet.microsoft.com/en-us/library/cc732526.aspx Configure a CA to Support OCSP Responders 

To function properly, an Online Responder must have a valid Online Certificate Status Protocol (OCSP)Response
Signing certificate. This OCSP Response Signing certificate is also needed if you are using a non-Microsoft OCSP
responder. 

Configuring a certification authority (CA) to support OCSP responder services includes the following steps: 

1.

 Configure certificate templates and issuance properties for OCSP Response Signing certificates. 

2.

 Configure enrollment permissions for any computers that will be hosting Online Responders. 

3.

 If this is a Windows Server 2003based CA, enable the OCSP extension in issued certificates. 

4.

 Add the location of the Online Responder or OCSP responder to the authority information access extension on the CA. 

5.

 Enable the OCSP Response Signing certificate template for the CA. 

 

QUESTION 9

Your company has a server that runs Windows Server 2008 R2. The server runs an instance of ActiveDirectory
Lightweight Directory Services (AD LDS). 

You need to replicate the AD LDS instance on a test computer that is located on the network. 

What should you do? 

A. Run the repadmin /kcc command on the test computer. 

B. Create a naming context by running the Dsmgmt command on the test computer. 

C. Create a new directory partition by running the Dsmgmt command on the test computer. 

D. Create and install a replica by running the AD LDS Setup wizard on the test computer. 

Correct Answer: D 

Reference: 

http://technet.microsoft.com/en-us/library/cc771946.aspx Create a Replica AD LDS Instance 

To create an AD LDS instance and join it to an existing configuration set, use the Active Directory Lightweight Directory
Services Set Wizard to create a replica AD LDS instance. 
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To create a replica AD LDS instance 

1.

 Click Start, point to Administrative Tools, and then click Active Directory Lightweight Directory Services Setup Wizard. 

2.

 On the Welcome to the Active Directory Lightweight Directory Services Setup Wizard page, click Next. 

3.

 On the Setup Options page, click A replica of an existing instance, and then click Next. 

4.

 Finish creating the new instance by following the wizard instructions. 

 

QUESTION 10

Your network consists of a single Active Directory domain. All domain controllers run Windows Server 2003. 

You upgrade all domain controllers to Windows Server 2008. You need to configure the Active Directory environment to
support the application of multiple password policies. 

What should you do? 

A. Raise the functional level of the domain to Windows Server 2008. 

B. On one domain controller, run dcpromo /adv. 

C. Create multiple Active Directory sites. 

D. On all domain controllers, run dcpromo /adv. 

Correct Answer: A 

http://technet.microsoft.com/en-us/library/cc770842%28v=ws.10%29.aspx AD DS Fine-Grained Password and Account
Lockout Policy Step-by-Step Guide This step-by-step guide provides instructions for configuring and applying fine-
grained password and account lockout policies for different sets of users in Windows Server?2008 domains. In
Microsoft?Windows?2000 and Windows Server 2003 Active Directory domains, you could apply only one password and
account lockout policy, which is specified in the domain\\'s Default Domain Policy, to all users in the domain. As a result,
if you wanted different password and account lockout settings for different sets of users, you had to either create a
password filter or deploy multiple domains. Both options were costly for different reasons. In Windows Server 2008, you
can use fine-grained password policies to specify multiple password policies and apply different password restrictions
and account lockout policies to different sets of users within a single domain. 

Requirements and special considerations for fine-grained password and account lockout policies Domain functional
level: The domain functional level must be set to Windows Server 2008 or higher. 

 

QUESTION 11

Your network contains a single Active Directory domain. The functional level of the forest is Windows Server 2008 R2. 
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You need to enable the Active Directory Recycle Bin. 

What should you use? 

A. the Dsmod tool 

B. the Enable-ADOptionalFeature cmdlet 

C. the Ntdsutil tool 

D. the Set-ADDomainMode cmdlet 

Correct Answer: B 

Similar question to question L/Q5. 

Reference: 

http://technet.microsoft.com/en-us/library/dd379481.aspx 

Enabling Active Directory Recycle Bin 

After the forest functional level of your environment is set to Windows Server 2008 R2, you can enable Active 

Directory Recycle Bin by using the following methods: 

Enable-ADOptionalFeature Active Directory module cmdlet (This is the recommended method.) Ldp.exe 

 

QUESTION 12

Your network contains an Active Directory forest. The forest contains a single domain. You want to provide users from a
domain that is located in another forest access to resources in your domain. 

You need to configure a trust between the domain in your forest and the domain in the other forest. 

What should you create? 

A. an incoming realm trust 

B. an incoming external trust 

C. an outgoing external trust 

D. an outgoing realm trust 

Correct Answer: C  

 

QUESTION 13

Your network contains an Active Directory forest named contoso.com. 

You need to identify whether a fine-grained password policy is applied to a specific group. 
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Which tool should you use? 

A. Credential Manager 

B. Group Policy Management Editor 

C. Active Directory Users and Computers 

D. Active Directory Sites and Services 

Correct Answer: C 

Use Active Directory Users and Computers to determine the value of the msDS-PSOApplied attribute of the specific
group: 

1.

 Open the Properties windows for the group in Active Directory Users and Computers 

2.

 Click the Attribute Editor tab, and then click Filter 

3.

 Ensure that the Show attributes/Optional check box is selected. 

4.

 Ensure that the Show read-only attributes/Backlinks check box is selected. 

5.

 Locate the value of msDS-PSOApplied in the Attributes list. 

Reference: http://technet.microsoft.com/en-us/library/cc754544.aspx 

Defining the scope of fine-grained password policies A PSO can be linked to a user (or inetOrgPerson) or a group object
that is in the same domain as the PSO: (...) A new attribute named msDS-PSOApplied has been added to the user and
group objects in Windows Server 2008. The msDS-PSOApplied attribute contains a back-link to the PSO. Because the
msDSPSOApplied attribute has a back-link, a user or group can have multiple PSOs applied to it. As stated previously,
in Windows Server 2008, a user or group can have multiple PSOs applied to it since the msDS-PSOApplied attribute of
the user and group objects has a back-link to the PSO. 

 

QUESTION 14

Your network contains an Active Directory forest. 

All users have a value set for the Department attribute. 

From Active Directory Users and computers, you search a domain for all users who have a Department attribute value
of Marketing. 

The search returns 50 users. 
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From Active Directory Users and Computers, you search the entire directory for all users who have a Department
attribute value of Marketing. 

The search does not return any users. 

You need to ensure that a search of the entire directory for users in the marketing department returns all of the users
who have the Marketing Department attribute. 

What should you do? 

A. Install the Windows Search Service role service on a global catalog server. 

B. From the Active Directory Schema snap-in, modify the properties of the Department attribute. 

C. Install the Indexing Service role service on a global catalog server. 

D. From the Active Directory Schema snap-in, modify the properties of the user class. 

Correct Answer: B 

http://technet.microsoft.com/en-us/library/how-global-catalog-servers-work.aspx 

Global Catalog Partial Attribute Set The attributes that are replicated to the global catalog by default include a base set
that have been defined by Microsoft as the attributes that are most likely to be used in searches. Administrators can use
the Microsoft Management Console (MMC) Active Directory Schema snap-in to specify additional attributes to meet the
needs of their installation. In the Active Directory Schema snap-in, you can select the Replicate this attribute to the
global catalog check box to designate an attributeSchema object as a member of the PAS, which sets the value of the
isMemberOfPartialAttributeSet attribute to TRUE. 

 

QUESTION 15

Your network contains an Active Directory forest named contoso.com. The forest contains two Active Directory sites
named Seattle and Montreal. The Montreal site is a branch office that contains only a single read-only domain controller 

(RODC). 

You accidentally delete the site link between the two sites. 

You recreate the site link while you are connected to a domain controller in Seattle. 

You need to replicate the change to the RODC in Montreal. 

Which node in Active Directory Sites and Services should you use?To answer, select the appropriate node in the
answer area. 

Point and Shoot: 
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Correct Answer: 

Reference 1: http://blogs.technet.com/b/ashleymcglone/archive/2011/06/29/report-and-edit-ad-site-links-
frompowershellturboyour-ad-replication.aspx Site links are stored in the Configuration partition of the AD database. 

Reference 2: http://technet.microsoft.com/en-us/library/dd736126.aspx 

To use Active Directory Sites and Services to force replication of the configuration partition to an RODC 
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1. Open the Active Directory Sites and Services snap-in (Dssite.msc). 

2. Double-click Sites, double-click the name of the site that has the RODC, double-click Servers, double-click the name
of the RODC, right-click NTDS Settings, and then click Replicate configuration to the selected DC. 

3. Click OK to close the message indicating that AD DS has replicated the connections. 
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