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QUESTION 1

All client computers on your company network run Windows 7. The computers are members of a Windows Server 2008
R2 domain. 

You need to ensure that data stored on removable drives is encrypted. 

What should you do? 

A. Set the Removable Disks:Deny write access option by using Group Policy. 

B. Set the Control use of BitLocker on removable drives option to Allow users to apply BitLocker on removable drives by
using Group Policy. 

C. Set the Configure use of passwords for removable data drives option to Require password for removable data drive
by using Group Policy. 

D. Enable the Deny write access to removable drives not protected by BitLocker option by using Group Policy. 

Correct Answer: D 

 

http://windows.microsoft.com/en-US/windows7/What-Group-Policy-settings-are-used-with- BitLocker 

 

QUESTION 2

All client computers on your company network were recently migrated from Windows XP to Windows 7. 
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Your company uses a proprietary application that is currently not compatible with Windows 7. A shim has been created
and applied to mitigate compatibility issues until a Windows 7-compatible version is developed. 

A security update is made for this application. The update must be tested and then deployed as a new version of the
application. 

During testing you are unable to install the application. 

You need to ensure that the application can be installed in the test environment before it can be deployed to the
production environment. 

What should you do? 

A. Disable UAC prompts. 

B. Run the .msi file from an elevated command prompt. 

C. Modify the shim to apply to all versions of the application. 

D. Modify the shim to apply only to the new version of the application. 

Correct Answer: D 

answer is D. Different software versions require different shims.
http://blogs.msdn.com/b/chinmay_palei/archive/2011/01/16/windows-7-application- compatibility- issues-fixcentre.aspx
http://technet.microsoft.com/en-us/library/dd837645(v=ws.10).aspx 
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QUESTION 3

A personal laptop named LAPTOP02 is used as a client computer at the Headquarters site. LAPTOP02 runs the 64-bit
version of Windows 7 Professional. 

You ascertain that the AppLockdown GPO was successfully applied to the computer. However, you notice that the user
is still able to run .bat files. 

You need to ensure that the computer can comply with the existing AppLockdown GPO settings. 

What should you do? 

A. Perform a clean installation of the 64-bit version of Windows 7 Enterprise. 

B. Add LAPTOP02 to the security filtering on the AppLockdown GPO. 

C. Perform a clean installation of the 32-bit version of Windows 7 Professional. 

D. Run the gpupdate /force command. 

Correct Answer: A 

Chapter 24 p 1143 AppLocker is available in all editions of Windows Server2008R2 and in Windows7 Ultimate and
Windows7 Enterprise. Windows7 Professional can be used to create AppLocker rules. However, AppLocker rules
cannot be enforced on computers running Windows7 Professional. Organizations should use AppLocker for all
computers that support it. http://technet.microsoft.com/en-us/library/dd759117.aspx 

 

QUESTION 4

A user\\'s computer fails. The help desk provides the user with a new computer. The user\\'s Documents folder is
restored from the backup. 

The user reports that he can no longer access his encrypted files. The help desk recovers the files by using a data
recovery agent (DRA). You need to ensure that when users receive new computers, they can access their encrypted
files 

without administrative intervention. 

What should you request? 

A. credential roaming be enabled 

B. BitLocker be enabled on all computers 

C. user accounts be trusted for delegation 

D. the CA be configured for key archival and recovery 

Correct Answer: A 

A. credential roaming be enabled Credential roaming allows organizations to store certificates and private keys in Active
Directory Domain Services (AD DS) separately from application state or configuration information. Credential roaming
uses existing logon and autoenrollment mechanisms to securely download certificates and keys to a local computer
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whenever a user logs on and, if desired, remove them when the user logs off. In addition, the integrity of these
credentials is maintained under any conditions, such as when certificates are updated and when users log on to more
than one computer at a time. 

B. BitLocker be enabled on all computers 

C. user accounts be trusted for delegation This security setting determines which users can set the Trusted for
Delegation setting on a user or computer object. The user or object that is granted this privilege must have write access
to the account control flags on the user or computer object. A server process running on a computer (or under a user
context) that is trusted for delegation can access resources on another computer using delegated credentials of a client,
as long as the client account does not have the Account cannot be delegated account control flag set. 

D. the CA be configured for key archival and recovery 

 

QUESTION 5

All client computers on your company network run Windows 7. The event logs contain errors from an application source
and the Kernel-Power source. You plan to track the errors. You need to capture only the relevant data to generate a
report. 

What should you do? 

A. Open Event Viewer and sort by Source. 

B. Open Event Viewer and create a Custom View. Include the application and system logs and include the event
sources. Save the filter results as an XML file. 

C. Open Performance Monitor and save the template from EventLog-System Event Trace Session. 

D. Open Performance Monitor and save the template from EventLog-Application Event Trace Session. 

Correct Answer: B 

 

QUESTION 6

All of the client computers on a company\\'s network run Windows 7 and are members of an Active Directory Domain
Services domain. 

You deploy network printers. One computer will act as the print server. 

You need to ensure that all employees can find these printers. 

Which setting should you select first? To answer, select the appropriate group policy in the work area. 

Point and Shoot: 
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Correct Answer: 

 

 

QUESTION 7

When visiting certain websites, users receive a message in Internet Explorer. The message is shown in the exhibit.
(Click the Exhibit button.) 
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You need to ensure that the Internet Explorer settings for all client computers follow company requirements. 

What should you modify in Group Policy? 

A. Enable the Internet Explorer\Internet Control Panel\Security Page\Internet Zone\Turn on Protected Mode setting. 

B. Disable the Internet Explorer\Internet Control Panel\Prevent ignoring certificate errors setting. 

C. Enable the Internet Explorer\Internet Control Panel\Prevent ignoring certificate errors setting. 

D. Disable the Windows Components\Windows Error Reporting\Disable Windows Error Reporting setting. 

E. Enable the Windows Components\Windows Error Reporting\Disable Windows Error Reporting setting. 

F. Enable the Internet Explorer\Internet Control Panel\Security Page\Internet Zone\Do not prompt for client certificate
selection when no certificate or only one certificate setting. 

Correct Answer: C 

 

 

QUESTION 8

A company has computers running Windows 7 Enterprise. Users in the Finance department are part of the local Users
group on the computer but are not part of the local Administrators group. 

A user in the Finance department wants to install a legacy application. This application must be installed with the same
Windows account as the account that will use the application. The application also requires administrative permissions
in 

Windows to install and run. 

You need to enable the user to install the application and ensure that it runs with administrative permissions. 

Which four actions should you perform in sequence? 
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(To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct
order.) 

Select and Place:  

Correct Answer: 

 

 

QUESTION 9

You have an Active Directory domain. All client computers run Windows 7 and are joined to the domain. 

The help desk reports that several users recently downloaded and installed malware. You discover that the users
modified the Windows Defender settings on their computers. You need to recommend a solution to prevent users from 

modifying their Windows Defender settings. 

What should you recommend? 

A. Modify the User Account Control (UAC) settings. 
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B. Modify the membership of the local Administrators group. 

C. From Program and Features, modify the Windows Features. 

D. From a Group Policy object (GPO), modify the Windows Defender settings. 

Correct Answer: D 

changed answer from B.to D. Chapter 5 Lesson 1 p 209 - 211 http://sourcedaddy.com/windows-7/configuring-windows-
defender-group-policy.html 

 

QUESTION 10

A corporate environment includes client computers running Windows 7 Enterprise. The client computers are joined to an
Active Directory Domain Services (AD DS) domain. A member server named SERVER01 hosts shared folders and a 

website. DNS is the primary name- resolution protocol in use. There have been no recent changes to the DNS entries. 

The user of a client computer named PC01 can access the shared folders, but cannot access the website by using
Windows Internet Explorer. Users of other client computers can access the shared folders and the website. 

You need to recommend an approach for ensuring that the user can access the website from PC01. 

What is the best approach to achieve the goal? (More than one answer choice may achieve the goal. Select the BEST
answer.) 

A. Clear the proxy server setting from Internet Explorer on PC01. 

B. Run the ipconfig /registerdns command from SERVER01. 

C. Run the ipconfig /flushdns command from PC01. 

D. Restart the World Wide Web Publishing service on SERVER01. 

Correct Answer: C 

 

QUESTION 11

The help desk reports that the new computers experience intermittent failures that generate stop errors. 

You need to collect all the critical errors from the new computers. 

What should you configure? 

A. a boot configuration data (BCD) store 

B. debugging information 

C. event subscriptions 

D. the system protection settings 

Correct Answer: C 
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QUESTION 12

The help desk reports that all 

newly installed desktop computers cannot access the companys file server. The help desk sends you the screen
capture shown in the exhibit. (Click the Exhibit button.) 

You need to resolve the network connectivity issue. The solution must adhere to the company policy. What should you
instruct help desk to do? 

A. Modify Windows Firewall and enable File and Printer Sharing in the public profile. 

B. Modify Windows Firewall and enable File and Printer Sharing in the domain profile. 

C. Modify the network configuration and define the IPv4 default gateway. 

D. Modify the network configuration to automatically obtain an IP address and a DNS server address. 

Correct Answer: D 

 

 

QUESTION 13
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All client computers on a company\\'s network are members of an Active Directory Domain Services domain. 

The Finance team uses Remote Desktop to access Windows 7 virtual machines that are hosted on a server that runs
Windows Server 2008 Hyper-V. 

The team members receive the following error message when they attempt to log on to the virtual machines: "The trust
relationship between this workstation and the primary domain failed." 

You discover that the Hyper-V server was recently restored from a backup. 

You need to ensure that the team members can log on to the virtual machines. 

Which four actions should you perform in sequence on each virtual machine? 

(To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct
order.) 

Select and Place: 

Correct Answer: 
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QUESTION 14

Users in branch office 2 map drives to shared folders on SRV1. 

The users report that they cannot access files in the shared folders when the WAN link between branch office 2 and the
main office is unavailable. When they attempt to access the files, they are prompted to enter their credentials but are 

denied access. 

You need to ensure that the users can access the shared folders if the WAN link fails. 

What should you do? 

A. Instruct a desktop support technician to configure Offline Files on the Windows 7 computers. 

B. Instruct a desktop support technician to configure BranchCache on the Windows 7 computers. 

C. Request that a domain administrator deploy a domain controller in branch office 2. 

D. Request that a domain administrator enable Universal Group Membership Caching for branch office 2. 

Correct Answer: B 

changed answer from A. to B. 

You should use BranchCache in distributed mode and not offline files. Offline files are for single-user files and this
question specifies it\\'s a shared folder. 

 

QUESTION 15

All client computers on your company network run Windows 7. An application has stopped working. The application is
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dependent on a service that runs automatically and logs on to the domain by using a dedicated service account. You
also 

discover that an entry in the event log has the following message: 

"Logon failure: unknown user name or bad password." You need to ensure that the service runs successfully. 

What should you do? 

A. Add the dedicated account to the local Administrators group. 

B. Add the employee user account to the local Administrators group. 

C. Reset the employee password and configure it to never expire. 

D. Reset the service account password and configure it to never expire. 

Correct Answer: D 
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