
https://www.pass4lead.com/70-744.html
2022 Latest pass4lead 70-744 PDF and VCE dumps Download

 

 

 

70-744Q&As

Securing Windows Server 2016

Pass Microsoft 70-744 Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.pass4lead.com/70-744.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by Microsoft
Official Exam Center

 

 

Latest 70-744 Dumps | 70-744 Practice Test | 70-744 Exam Questions                              1 / 12

https://www.pass4lead.com/70-744.html
https://www.pass4lead.com/70-744.html
https://www.pass4lead.com/70-744.html


https://www.pass4lead.com/70-744.html
2022 Latest pass4lead 70-744 PDF and VCE dumps Download

QUESTION 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

Your network contains an Active Directory forest named contoso.com. All servers run Windows Server 2016. The forest
contains 2,000 client computers that run Windows 10. All client computers are deployed from a customized Windows 

image. 

You need to deploy 10 Privileged Access Workstations (PAWs). The solution must ensure that administrators can
access several client applications used by all users. 

Solution: You deploy one physical computer and configure it as a Hyper-V host that runs Windows Server 2016. You
create 10 virtual machines and configure each one as a PAW. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

References: https://technet.microsoft.com/en-us/windows-server-docs/security/securing-privileged-access/privileged-
access-workstations 

 

QUESTION 2

Your network contains an Active Directory domain named contoso.com. The domain contains 100 servers. 

You deploy the Local Administrator Password Solution (LAPS) to the network. 

You discover that the members of a group named FinanceAdministartors can view the password of the local
Administrator accounts on the servers in an organizational unit (OU) named FinanceServers. 

You need to prevent the FinanceAdministartors members from viewing the local administrators ‘passwords on the
servers in FinanceServers. Which permission should you remove from FinanceAdministartors? 

A. all extended rights 

B. read all properties 

C. read permissions 

D. list contents 

Correct Answer: A 
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https://4sysops.com/archives/set-up-microsoft-laps-local-administrator-password-solution-in-active-directory/ 

 

QUESTION 3

You have several virtual machines that run in a hosted data center on Hyper-V hosts. 

The hosting provider recently updated the service offering in its Hyper-V environment to include a new Host Guardian
Service (HSG). 

You plan to use the Shielding Data File Wizard to create a data file that will include password information and an RDP
file. The file will be used to create new shielded virtual machines in the fabric of the hosting provider. 

What do you require from the hosting provider to complete the wizard? 

A. an XML file that contains the names of all the Hyper-V hosts in the fabric. 

B. an XML file that contains virtual machine configuration data from the Hyper-V hosts 

C. a CER file that contains a certificate from the provider 

D. an XML file that contains guardian metadata 

Correct Answer: D 

References: https://docs.microsoft.com/en-us/windows-server/security/guarded-fabric-shielded-vm/guarded-fabric-
tenant-creates-shielding-data 

 

QUESTION 4

Your network contains an Active Directory forest named Corp. The forest functional level is Windows Server 2016. 

You deploy a new forest named Priv and set the forest functional level to Windows Server 2016. 

You need to implement Privileged Access Management (PAM). 

What should you do next? 

A. Install Microsoft Identity Manager (MIM) on a server in the Priv forest. 

B. Install Microsoft Identity Manager (MIM) in the Corp forest. 

C. Create shadow accounts in the Priv forest. 

D. Create shadow accounts in the Corp forest. 

Correct Answer: C 

https://www.petri.com/windows-server-2016-set-privileged-access-management 

 

QUESTION 5
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You plan to use the Security and Audit solution in Microsoft Operations Management Suite (OMS) to monitor servers
that run Windows Server 2016. The servers are prevented from accessing the Internet. 

You create an OMS workspace and add the Security and Audit solution. 

You need to ensure that you can monitor the servers. 

What should you do first? 

A. From Connected Sources, click Download OMS Gateway. 

B. From Accounts, modify the Azure Subscription and Data Plan setting. 

C. From Accounts, add an Automation Account. 

D. From Connected Sources, click Download Windows Agent (32 bit). 

Correct Answer: B 

 

QUESTION 6

You have a Host Guardian Service (HGS) and a guarded host. 

You have a VHDX file that contains an image of Windows Server 2016. 

You need to provision a virtual machine by using a shielded template. 

Which three files should you create? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. a TPM baseline policy file 

B. a TPM identifier file 

C. a shielding data .pdk file 

D. a signature for the .vhdx file 

E. an unattended.xml file 

Correct Answer: CDE 

https://docs.microsoft.com/en-us/windows-server/security/guarded-fabric-shielded-vm/guarded-fabric-create-a-shielded-
vm-template https://docs.microsoft.com/en-us/windows-server/security/guarded-fabric-shielded-vm/guarded-fabrictenant-
creates-shielding-data 

 

QUESTION 7

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 
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others might not have a correct solution. 

After you answer a question in this sections, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You manage a file server that runs Windows Server 2016. The file server contains the volumes configured as shown in
the following table. 

You need to encrypt DevFiles by using BitLocker Drive Encryption (ButLocker). Solution: You run the manage-bde.exe
command and specify the -on parameter. Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/manage-bde-on 

 

QUESTION 8

Your network contains an Active Directory domain named contoso.com. The domain contains servers that run 

Windows Server 2016. 

You enable Remote Credential Guard on a server named Server1. 

You have an administrative computer named Computer1 that runs Windows 10. 

Computer1 is configured to require Remote Credential Guard. 

You sign in to Computer1 as Contoso\\User1. 

You need to establish a Remote Desktop session to Server1 as Contoso\\ServerAdmin1. 

What should you do first? 

A. Install the Universal Windows Platform (UWP) Remote Desktop application 

B. Turn on virtualization based security 

C. Run the mstsc.exe /remoteGuard 

D. Sign in to Computer1 as Contoso\\ServerAdmin1 
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Correct Answer: D 

When Computer1 is configured to require Remote Credential Guard, you cannot use NTLM authentication to specify (or
impersonate) another user account whenconnecting to Server1.Therefore, you have to sign in to Computer1 as
"ServerAdmin1" and use Kerberos for authenticating to RDPserver "Server1" when Remote Credential Guard is
required. 

 

QUESTION 9

You work for a hosting company named Contoso, Ltd. 

Contoso has multiple Hyper-V hosts that run Windows Server 2016. 

You are configuring Software Defined Networking (SDN). 

You need to configure Datacenter Firewall to control the traffic to virtual machines. 

Which cmdlet should you use? 

A. Set-Acl 

B. Grant-VMConnectAccess 

C. New-NetworkControllerAccessControlList 

D. New-NetFirewallRule 

Correct Answer: C 

https://docs.microsoft.com/en-us/windows-server/networking/sdn/manage/configure-datacenter-firewall-acls https://docs
.microsoft.com/en-us/powershell/module/networkcontroller/new-networkcontrolleraccesscontrollist?view=win10-ps 

 

QUESTION 10

Your network contains an Active Directory domain named contoso.com. 

You have an organizational unit (OU) named Secure that contains all servers. 

You install Microsoft Security Compliance Manager (SCM) 4.0 on a server named Server1. 

You need to export the SCM Pnnt Server Secunty baseline and to deploy the baseline to a server named Server2. 

What should you do? To answer, select the appropnate options in the answer area. 

Hot Area: 
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Correct Answer: 

http://www.techrepublic.com/blog/it-security/use-ms-security-compliance-manager-to-secure-your-windows-
environment/ https://technet.microsoft.com/en-us/library/hh489604.aspx 

 

QUESTION 11

Read the following statement carefully and answer YES or NO. 

You create a rule "Allow Everyone to run Windows except Registry Editor" that allows everyone in the organization to
run Windows but does not allow anyone to run Registry Editor. 

The effect of this rule would prevent users such as help desk personnel from running a program that is necessary for
their support tasks. 

To resolve this problem, you create a second rule that applies to the Helpdesk user group: "Allow Helpdesk to run
Registry Editor." 
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However, if you created a deny rule that did not allow any users to run Registry Editor, would the deny rule override the
second rule that allows the Helpdesk user group to run Registry Editor? 

A. NO 

B. YES 

Correct Answer: B 

 

QUESTION 12

You have a file server named FS1 that runs Windows Server 2016. 

You plan to disable SMB 1.0 on the server. 

You need to verify which computers access FS1 by using SMB 1.0. 

What should you run first? 

A. Debug-FileShare 

B. Set-FileShare 

C. Set-SmbShare 

D. Set-SmbServerConfiguration 

E. Set-SmbClientConfiguration 

Correct Answer: D 

 

QUESTION 13

Your network contains an Active Directory domain named contoso.com. 

The domain contains a server named Server1 that runs Windows Server 2016. 

You need to prevent NTLM authentication on Server1. 

Solution: From Windows PowerShell, you run the Disable-WindowsOptionalFeature cmdlet. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/On Client, the PowerShell approach (Disable-
WindowsOptionalFeature -Online -FeatureName smb1protocol)Disable-WindowsOptionalFeature -Online
-FeatureName 
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smb1protocol 

However, the question asks about Server!On Server, the PowerShell approach (Remove-WindowsFeature FS-
SMB1):Remove-WindowsFeature FS-SMB1 

Even if SMB1 is removed, SMB2 and SMB3 could still run NTLM authentication! Therefore, answer is a "NO". 

 

QUESTION 14

Your network contains an Active Directory domain named contoso.com. 

The domain contains four global groups named Group].., Group2, Group3, and Group4.A user named User1 is a
member of Group3. 

You have an organizational unit (OU) named OU1 that contains computer accounts. 

A Group Policy object (GPO) named GPO1 is linked to OU1. OU1 contains a computer account named Computer1. 

GPO1 has the User Rights Assignment configured as shown in the following table: 

You need to ensure that User1 can access the shares on Computer1. What should you do? 
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A. Modify the membership of Group1. 

B. In GPO1, modify the Access this computer from the network user right 

C. Modify the Deny access to this computer from the network user right. 

D. Modify the Deny log on locally user right 

Correct Answer: B 

You need to ensure that User1 can access the shares on Computer1, from network.If not from network, where would
you access a shared folder from? from Mars? from Space? from toilet?Moreover, this question has explicitly state User1
is a member of Group3, and hence it is not possible for User1to logon Computer1 locally to touch those sharedfolders
on NTFS file system.Only these two policies to be considered "Access this computer from network", "Deny access to
this computerfrom network".1There\\'s no option to modify the group member ship of "Group2", "Administrators", or
"Backup Operators",so we have to add a 4th entry "User1" to this policy setting "Access this computer from network". 

 

QUESTION 15

You have the servers configured as shown in the following table. 

You purchase a Microsoft Azure subscription, and you create three Microsoft Operations Management Suite (OMS)
workspaces named Workspace1, Workspace2, and Workspace3 You need to deploy Microsoft Monitoring Agent to the 

servers to meet the following requirements: 

-Antimalware data from all the servers must be visible in Workspace1. 

-Security and audit data from the domain controllers and the virtualization hosts must be visible in Workspace2. 

-System update data from all the servers in all the workgroups must be visible in Workspaceand 

How many OMS agents should you deploy? 

A. 10 

B. 33 

C. 73 

D. 45 

Correct Answer: C 

-Antimalware data from all the servers must be visible in Workspace1.-Security and audit data from the domain
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controllers and the virtualization hosts must be visible in Workspace2.-System update data from all the servers in all the
workgroups must be visible in Workspaceand"All the servers" mean all 5 domain controllers, plus all member servers
(physical and virtual, domain andworkgroup) and virtualization hosts, so there are noexemptions.All servers in the above
table mentioned must install OMS Microsoft Monitoring agents 
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