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QUESTION 1

Match each IP address to its corresponding IPv4 address class. 

To answer, drag the appropriate IP address from the column on the left to its IPv4 address class on the right. Each IP
address may be used once, more than once, or not at all. Each correct match is worth one point. 

Select and Place: 

Correct Answer:  
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QUESTION 2

You need to divide a network into three subnets. 

Which device should you use? 

A. Hub 

B. Bridge 

C. Router 

D. Segmenter 

Correct Answer: C 

You can use a router to divide your network into subnets. 

 

QUESTION 3

This question requires that you evaluate the underlined text to determine if it is correct. 

A network that separates an organization\\'s private network from a public network is an extranet. 

Review the underlined text. If it makes the statement correct, select "No change is needed." If the statement is incorrect,
select the answer choice that makes the statement correct. 

A. a perimeter 

B. an intranet 

C. the Internet 

D. No change is needed 

Correct Answer: A 

 

QUESTION 4

Which subnet mask is valid? 

A. 255.255.255.240 

B. 255.255.255.228 

C. 255.255.255.164 

D. 255.255.255.245 

Correct Answer: A 
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These are valid: 

 

QUESTION 5

Which DNS record type specifies the host that is the authority for a given domain? 

A. NS 

B. MX 

C. CNAME 

D. SOA 

Correct Answer: D 

The start of authority (SOA) resource record indicates the name of origin for the zone and contains the name of the
server that is the primary source for information about the zone. It also indicates other basic properties of the zone. 

 

QUESTION 6

When a client\\'s DHCP-issued address expires, the client will: 

A. Select a new address and request approval from the DHCP server. 

B. Require manual configuration with a static IP address. 

C. Attempt to obtain a new address by broadcasting. 

D. Continue to use the address until it is notified to stop. 

Correct Answer: C 

Rebinding would occur. 

Rebinding 

If the DHCP client is unable to communicate with the DHCP server from which it obtained its lease, and 87.5 percent of
its lease time has expired, it will attempt to contact any available DHCP server by broadcasting DHCPRequest
messages. 

Any DHCP server can respond with a DHCPAck message, renewing the lease, or a DHCPNak message, forcing the
DHCP client to initialize and restart the lease process. 
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Note: 

Renewing 

IP addressing information is leased to a client, and the client is responsible for renewing the lease. By default, DHCP
clients try to renew their lease when 50 percent of the lease time has expired. To renew its lease, a DHCP client sends
a 

DHCPRequest message to the DHCP server from which it originally obtained the lease. 

Reference: DHCP Client States in the Lease Process 

 

QUESTION 7

Which protocol is a transport layer protocol? 

A. FTP 

B. IP 

C. UDP 

D. ASCII 

Correct Answer: C 

Transport layer protocols include: UDP, TCP 

 

QUESTION 8

This question requires that you evaluate the underlined text to determine if it is correct. 

Every router today is "TCP/IP" enabled, which is an industry-standard protocol that you use on the Internet and for local
addressing. 

Select the correct answer if the underlined text does not make the statement correct. Select \\'No change is needed" if
the underlined text makes the statement correct. 

A. HTTP 

B. FTP 

C. SNMP 

D. No change is needed 

Correct Answer: D 

 

QUESTION 9

Which type of network is most vulnerable to intrusion? 
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A. Dial-up 

B. Wireless 

C. Broadband 

D. Leased line 

Correct Answer: B 

Insecure Wi-Fi is the easiest way for people to access your home network, leech your internet, and cause you serious
headaches with more malicious behavior. 

 

QUESTION 10

Which IEEE 802.11 Wi-Fi networking standard requires dual antennas so it can run in all of its supported frequencies? 

A. 802.11a 

B. 802.11b 

C. 802.11g 

D. 802.11n 

Correct Answer: D 

IEEE 802.11n-2009, commonly shortened to 802.11n, is a wireless networking standard that uses multiple antennas to
increase data rates. 

 

QUESTION 11

Which of the following services masks internal IP addresses from outside the network? 

A. DHCP 

B. WINS 

C. NAT 

D. DNS 

Correct Answer: C 

The majority of NATs map multiple private hosts to one publicly exposed IP address. In a typical configuration, a local
network uses one of the designated "private" IP address subnets (RFC 1918). A router on that network has a private
address in that address space. The router is also connected to the Internet with a "public" address assigned by an
Internet service provider. 

 

QUESTION 12
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. Each correct selection is
worth one point. 

Hot Area: 

Correct Answer: 

 

 

QUESTION 13

For each of the following statements, select Yes if the statement is true. Otherwise, select No. Each correct selection is
worth one point. 

Hot Area: 
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Correct Answer: 

*

 Yes. 

QoS traffic control: Regulate data flows by classifying, scheduling, and marking packets based on priority and by
shaping traffic (smoothing bursts of traffic by limiting the rate of flow). Traffic control mechanisms segregate traffic into
service 

classes and control delivery to the network. The service class assigned to a traffic flow determines the QoS treatment
the traffic receives. 

*

 Yes. 

The goal of QoS is to provide preferential delivery service for the applications that need it by ensuring sufficient
bandwidth, controlling latency and jitter, and reducing data loss. 

*

 No 
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QUESTION 14

What are two advantages of using star topology rather than ring topology in a computer lab workgroup? (Choose two.) 

A. Failure of a central connectivity device does not bring down the entire network. 

B. A central connection point allows for flexibility and scalability. 

C. Data travels on redundant paths, so one cable cannot stop its transmission. 

D. A cable problem within the group affects two nodes, at most. 

Correct Answer: BD 

 

QUESTION 15

In a physical star topology, the central device is referred to as a: 

A. Bridge 

B. Server 

C. segmenter 

D. Hub 

Correct Answer: D 

In local area networks with a star topology, each network host is connected to a central hub with a point-to-point
connection. 
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