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QUESTION 1

Which of the following is a collection or list of user accounts or computer accounts? 

A. Group 

B. Active Directory 

C. Domain 

D. Public folder 

Correct Answer: A 

A group is a collection or list of user accounts or computer accounts. Groups can be used to simplify administration,
especially when assigning rights and permissions. Answer: B is incorrect. Active Directory is a centralized and
standardized system that is available with the Windows Server 2008 platform. Active Directory stores information in a
central database and allows users to have a single user account called "domain user account" for the network. Active
Directory helps to automate network management of user data, security, and distributed resources, thereby enabling
interoperation with other directories. Active Directory is Microsoft\\'s trademarked directory service, an integral part of
the Windows architecture. This directory is especially designed for distributed networking environments. Answer: C is
incorrect. In the Windows environment, a domain is a set of network resources that are part of a network and share a
common directory database. A domain is administered as a unit with common rules and procedures. Each domain has a
unique name. Users just have to log on to a domain to access the network resources within it. Answer: D is incorrect. A
public folder is a storage area on public information store. It is used to collect, organize, and share information among
users in an organization. It provides a permanent storage place. Moreover, it can be used to post information on an
electronic bulletin board and store sharable items, i.e., calendars and contacts, etc. A public folder can be created and
configured in an Exchange organization by administrators and other users who have sufficient access permissions. 

 

QUESTION 2

You have a new computer and want to restrict other people from replacing the operating system. 

Which action prevents a user from installing an alternate operating system by using physical media if the user has
physical media if the user has physical access to the computer? 

A. installing drive-level encryption 

B. disabling removable devices and drives 

C. password protecting the computer BIOS 

D. removing the user from the administrators group 

Correct Answer: B 

 

QUESTION 3

Which enables you to change the permissions on a folder? 

A. Take ownership 
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B. Extended attributes 

C. Auditing 

D. Modify 

Correct Answer: D 

 

QUESTION 4

You are taking over the security of an existing network. You discover a machine that is not being used as such, but has
software on it that emulates the activity of a sensitive database server. What is this? 

A. A Polymorphic Virus 

B. A Honey Pot 

C. A reactive IDS. 

D. A Virus 

Correct Answer: B 

A honey pot is a device specifically designed to emulate a high value target such as a database server or entire sub
section of your network. It is designed to attract the hacker\\'s attention. 

 

QUESTION 5

You need to hide internal IP addresses from the Internet while maintaining client access to the Internet. 

What should you implement? 

A. Port forwarding 

B. Secure Sockets Layer (SSL) 

C. Access Control Lists 

D. Network Address Translation (NAT) 

Correct Answer: D 

 

QUESTION 6

Humongous Insurance needs to set up a domain controller in a branch office. Unfortunately, the server cannot be
sufficiently secured from access by employees in that office, so the company is installing a Primary Domain Controller.
Select the correct answer if the underlined text does not make the statement correct. Select "No change is needed" if
the underlined text makes the statement correct. 

A. Read-Only Domain Controller 
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B. Backup Domain Controller 

C. Active Directory Server 

D. No change is needed. 

Correct Answer: A 

 

QUESTION 7

Which two are included in an enterprise antivirus program? (Choose two.) 

A. Attack surface scanning 

B. On-demand scanning 

C. Packet scanning 

D. Scheduled scanning 

Correct Answer: BD 

 

QUESTION 8

You are setting up Remote Desktop on your computer. Your computer is a member of a domain. Your firewall
configuration is shown in the following image: 
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You need to allow Remote Desktop to be able to get through your firewall for users on your company\\'s network. Which
settings should you enable? 

A. Remote Assistance: Home/Work (Private) 

B. Remote Desktop: Public 

C. Remote Desktop: Home/Work (Private) 

D. Remote Assistance: Domain 

Correct Answer: A 

 

QUESTION 9

Which technology enables you to filter communications between a program and the Internet? 
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A. RADIUS server 

B. Antivirus software 

C. Software firewall 

D. BitLocker To Go 

Correct Answer: C 

There are two types of firewalls the Hardware Firewall and the Software Firewall. A Software Firewall is a software
program and a Hardware Firewall is a piece of hardware. Both have the same objective of filtering communications over
a system. 

 

QUESTION 10

Which of the following is a method of capturing and recording computer users\\' keystrokes including sensitive
passwords? 

A. Using hardware keyloggers 

B. Using Alchemy Remote Executor 

C. Using SocketShield 

D. Using Anti-virus software 

Correct Answer: A 

Hardware keyloggers are used for keystroke logging, a method of capturing and recording computer users\\' keystrokes,
including sensitive passwords. They can be implemented via BIOS-level firmware, or alternatively, via a device plugged 

inline between a computer keyboard and 

a computer. They log all keyboard activities to their internal memory. Answer: D is incorrect. Anti-Virus software is used
to prevent, detect, and remove malware, including computer viruses, worms, and trojan horses. Such programs may
also 

prevent and remove adware, spyware, and other forms of malware. 

Anti-Virus software is a class of program that searches your hard drive, floppy drive, and pen drive for any known or
potential viruses. The market for this kind of program has expanded because of Internet growth and the increasing use
of the 

Internet by businesses concerned about protecting their computer assets. Popular Anti-Virus packages are as follows:
Bit Defender Anti-Virus McAfee Virus Scan Kaspersky Anti-Virus F-Secure Anti-Virus Symantec Norton Anti-Virus
Panda 

Titanium Anti-Virus Avira Anti-Virus Avast Anti-Virus Trend Micro Anti-Virus Grisoft AVG Anti-Virus ESET Nod32 Anti-
Virus Webroot Anti-Virus Quick Heal Anti-Virus eTrust EZ Anti-Virus ZoneAlarm Anti-Virus 

Answer: B is incorrect. Alchemy Remote Executor is a system management tool that allows Network Administrators to
execute programs on remote network computers without leaving their workplace. From the hacker\\'s point of view, it
can be 
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useful for installing keyloggers, spyware, Trojans, Windows rootkits and such. One necessary condition for using the
Alchemy Remote Executor is that the user/attacker must have the administrative passwords of the remote computers
on 

which the malware is to be installed. 

Answer: C is incorrect. SocketShield provides a protection shield to a computer system against malware, viruses,
spyware, and various types of keyloggers. SocketShield provides protection at the following two levels: 

1.Blocking: In this level, SocketShield uses a list of IP addresses that are known as purveyor of exploits. All http
requests for any page in these domains are simply blocked. 

2.Shielding: In this level, SocketShield blocks all the current and past IP addresses that are the cause of unauthorized
access. 

 

QUESTION 11

Which of the following types of attack is used to configure a computer to behave as another computer on a trusted
network by using the IP address or the physical address? 

A. Distributed denial of service (DDOS) attack 

B. Honeypot 

C. RIP/SAP Spoofing 

D. Identity spoofing 

Correct Answer: D 

Identity spoofing (IP address spoofing) will occur when the attacker wants to use an IP address of a network, computer,
or network component without being authorized for this task. It allows the unprivileged code to use someone else\\'s
identity, and use their security credentials Answer: B is incorrect. A honey pot is a computer that is used to attract
potential intruders or attackers. It is for this reason that a honey pot has low security permissions. A honey pot is used to
gain information about the intruders and their attack strategies. Answer: C is incorrect. RIP and SAP are used to
broadcast network information in a regular way regardless of no changes in the routing or service tables. RIP/SAP
spoofing method is used to intercept the SAP and RIP broadcasts by using a spoofing modem/router, and then re-
broadcast network information via its own routing table or service table. Answer: A is incorrect. In the distributed denial
of service (DDOS) attack, an attacker uses multiple computers throughout the network that it has previously infected.
Such computers act as zombies and work together to send out bogus messages, thereby increasing the amount of
phony traffic. The major advantages to an attacker of using a distributed denial-of-service attack are that multiple
machines can generate more attack traffic than one machine, multiple attack machines are harder to turn off than one
attack machine, and that the behavior of each attack machine can be stealthier, making it harder to track down and shut
down. TFN, TRIN00, etc. are tools used for the DDoS attack. 

 

QUESTION 12

E-mail spoofing: 

A. Forwards e-mail messages to all contacts 

B. Copies e-mail messages sent from a specific user 
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C. Obscures the true e-mail sender 

D. Modifies e-mail routing logs 

Correct Answer: C 

Reference: http://www.microsoft.com/mscorp/safety/technologies/senderid/technology.mspx 

 

QUESTION 13

In Internet Explorer 8, the InPrivate Browsing feature prevents: 

A. Unauthorized private data input. 

B. Unencrypted communication between the client computer and the server. 

C. User credentials from being sent over the Internet. 

D. Any session data from being stored on the computer. 

Correct Answer: D 

Reference: http://windows.microsoft.com/en-us/windows/what-is-inprivate-browsing 

 

QUESTION 14

Which of the following steps can be taken by an administrator as countermeasures against software keyloggers? Each
correct answer represents a part of the solution. Choose all that apply. 

A. Use commercially available anti-keyloggers. 

B. Actively monitor the programs running on the server. 

C. Update antivirus regularly. 

D. Always check hard disk space on the server. 

Correct Answer: ABC 

Answer: B, C, and A 

It is very hard to detect a keylogger\\'s activity. Hence, a Network Administrator should take the following steps as
countermeasures against software keyloggers: 

Actively monitor the programs running on the server. Monitor the network whenever an application attempts to make a
network connection. Use commercially available anti-keyloggers, such as PrivacyKeyboard. 

Update one\\'s antivirus regularly. 

Use on-screen keyboards and speech-to-text conversion software which can also be useful against keyloggers, as there
are no typing or mouse movements involved. Keyloggers are programs that run in the background and record each and 

every keystroke. Keyloggers record computer keystrokes either through hardware or software. 
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Answer: D is incorrect. This step should not be taken by an administrator as countermeasures against software
keyloggers. 

 

QUESTION 15

In which of the following is the file audit events are written when auditing is enabled? 

A. File system ACL 

B. Biometric device 

C. Network Access Control List 

D. Security event log 

Correct Answer: D 

The various enabled file auditing events are documented and written in the security event log Answer: A is incorrect. A
filesystem ACL is deifned as a data structure (usually a table) that contains entries specifying individual user or group
rights to specific system objects like programs, processes, or files. These entries are known as access control entries
(ACEs) in the Microsoft Windows NT, OpenVMS, Unix-like, and Mac OS X operating systems and each of the
accessible object contains an identifier to its ACL. The permissions are used to find the particular access rights, such as
whether a user is able to read from, write to, or execute an object. Answer: C is incorrect. Network Access Control List is
defined as a set of rules applied to port numbers or network daemon names that are available on a host or other layer 3,
and attached with a list of hosts and networks permitted to use the various defined service. The individual servers and
routers can have network ACLs. It is used to control both inbound and outbound traffic as firewall does. Answer: B is
incorrect. A biometric device is used for uniquely recognizing humans based upon one or more intrinsic, physical, or
behavioral traits. Biometrics is used as a form of identity access management and access control. It is also used to
identify individuals in groups that are under surveillance. Biometric characteristics can be divided into two main classes:
1.Physiological: These devices are related to the shape of the body. These are not limited to the fingerprint, face
recognition, DNA, hand and palm geometry, and iris recognition, which has largely replaced the retina and odor/scent.
2.Behavioral: These are related to the behavior of a person. They are not limited to the typing rhythm, gait, and voice. 
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