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QUESTION 1

A user has entered a user name and password at the beginning of the session, and accesses multiple applications. He
does not need to re-authenticate for accessing each application. Which of the following authentication processes is he
using? 

A. File authentication 

B. Mutual authentication 

C. Biometric authentication 

D. SSO authentication 

Correct Answer: D 

The user is using single sign-on (SSO) authentication process. In this process, he needs one-time authentication to
access multiple resources. He is required to enter a user name and password only at the beginning of the session. He
does not need to re-authenticate or maintain separate usernames and passwords for accessing each application. 

Answer option B is incorrect. Mutual authentication is a process in which a client process and server are required to
prove their identities to each other before performing any application function. The client and server identities can be
verified through a trusted third party and use shared secrets as in the case of Kerberos v5. The MS-CHAP v2 and EAP-
TLS authentication methods support mutual authentication. 

Answer option A is incorrect. There is no such authentication process as File authentication. Answer option C is
incorrect. Biometrics is a method of authentication that uses physical characteristics, such as fingerprints, scars, retinal
patterns, and other forms of biophysical qualities to identify a user. Nowadays, the usage of biometric devices such as
hand scanners and retinal scanners is becoming more common in the business environment. 

 

QUESTION 2

Which of the following helps an employee to access his corporation\\'s network while traveling? 

A. Remote access 

B. Remote Assistance 

C. Task Manager 

D. Computer management 

Correct Answer: A 

In most enterprises, networks secure remote access has become an important component. Remote access helps in
accessing a computer or a network from a remote distance. In corporations, people working in branch offices,
telecommuters, and people who are traveling may need to access the corporation s network. Home users can access
the Internet through remote access to an Internet service provider (ISP). 

Answer option B is incorrect. Remote Assistance is a windows feature to enable support personnel (helper) to provide
technical support to a remote user (host). Through Remote Assistance a helper can view Windows session of a host on
his 
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computer itself. 

Remote Assistance works as follows: 

A remote user sends an invitation to an Administrator (or expert) through e-mail or Windows Messenger. 

The Administrator accepts the request and can then view the users desktop. To maintain privacy and security, all
communication is encrypted. Remote Assistance can be used only with the permission of the person who requires the
assistance. 

Note: If the user has enabled the Allow this computer to be controlled remotely option in Remote control section of
Remote Assistance Settings dialog box, an expert can even take control of the keyboard and mouse of a remote
computer to guide the user. 

Answer option D is incorrect. Computer Management is an administrative tool that allows administrators to manage the
local computer in several ways, but it cannot be used to provide remote assistance to a user. 

Answer option C is incorrect. The Task Manager utility provides information about programs and processes running on a
computer. By using Task Manager, a user can end or run programs, end processes, and display a dynamic overview of
his computers performance. Task Manager provides an immediate overview of system activity and performance. 

 

QUESTION 3

Which of the following statements are true about Fibre Channel over Ethernet (FCoE)? Each correct answer represents
a complete solution. Choose three. 

A. It replaces the FCO and FC1 layers of the Fibre Channel stack with Ethernet. 

B. It is an encapsulation of Fibre Channel frames over Ethernet networks. 

C. It allows Fibre Channel to use 10 Gigabit Ethernet networks while preserving the Fibre Channel protocol. 

D. It maps Fibre Channel over selected half duplex IEEE 802.3. 

Correct Answer: ABC 

Fibre Channel over Ethernet (FCoE) is an encapsulation of Fibre Channel frames over Ethernet networks. It allows
Fibre Channel to use 10 Gigabit Ethernet networks while preserving the Fibre Channel protocol. FCoE maps Fibre
Channel over selected full duplex IEEE 802.3 networks for providing I/O consolidation over Ethernet and reducing
network complexity in the datacenter. The FCoE protocol specification replaces the FCO and FC1 layers of the Fibre
Channel stack with Ethernet. 

Answer option D is incorrect. It is not a correct statement about Fibre Channel over Ethernet (FCoE). 

 

QUESTION 4

Which of the following is a set of interactive telecommunication technologies which allow two or more locations to
interact via two-way video and audio transmissions simultaneously? 

A. Electronic mail 

B. Instant messaging 
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C. Video conferencing 

D. Audio conferencing 

Correct Answer: C 

Video conferencing is a set of interactive telecommunication technologies which allow two or more locations to interact
via two-way video and audio transmissions simultaneously. Video conferencing differs from videophone calls in that it\\'s
designed to serve a conference rather than individuals. 

It uses telecommunications of audio and video to bring people at different sites together for a meeting. This can be as
simple as a conversation between two people in private offices (point-to- point) or involve several sites (multi-point) with
more than one person in large rooms at different sites. Besides the audio and visual transmission of meeting activities,
videoconferencing can be used to share documents, computer-displayed information, and whiteboards. 

Answer option D is incorrect. Audio conferencing is a method of communication in which the calling party wishes to
have more than one called party listens in to the audio portion of the call. The conference calls may be designed to
allow the called party to participate during the call, or the call may be set up so that the called party merely listens into
the call and cannot speak. It can be designed so that the calling party calls the other participants and adds them to the
call. Answer option B is incorrect. Instant messaging (IM) is a form of real-time direct text-based communication
between two or more people using personal computers or other devices, along with shared software clients. The users
text is conveyed over a network, such as the Internet. More advanced instant messaging software clients also allow
enhanced modes of communication, such as live voice or video calling. IM falls under the umbrella term online chat, as
it is a real-time text-based networked communication system, but is distinct in that it is based on clients that facilitate
connections between specified known users (often using Buddy List, Friend List or Contact List), whereas online chat
also includes web-based applications that allow communication between users in a multi-user environment. 

Answer option A is incorrect. E-mail (electronic mail) is a method of exchanging of computer- stored messages by
telecommunication. E-mail messages are usually encoded in ASCII text. However, a user can also send non-text files,
such as graphic images and sound files, as attachments sent in binary streams. E-mail was one of the first applications
being made available on the Internet and is still the most popular one. A large percentage of the total traffic over the
Internet is of the e-mails. E-mails can also be exchanged between online service provider users and in networks other
than the Internet, both public and private. 

E-mails can be distributed to lists of people as well as to individuals. A shared distribution list can be managed by using
an e-mail reflector. Some mailing lists allow you to subscribe by sending a request to the mailing list administrator. A
mailing list that is administered automatically is called a list server. 

E-mail is one of the protocols included with the Transport Control Protocol/Internet Protocol (TCP/IP) suite of protocols.
A popular protocol for sending e-mails is Simple Mail Transfer Protocol and a popular protocol for receiving it is POP3.
Both Netscape and Microsoft include an e-mail utility with their Web browsers. 

 

QUESTION 5

You have considered the security of the mobile devices on your corporate network from viruses and malware. Now, you
need to plan for remotely enforcing policies for device management and security, which of the following things are
includes in the configuration management of mobile devices? 

Each correct answer represents a part of the solution. Choose three. 

A. Controlling the apps deployed on devices 

B. Managing the OS version of devices 

C. Supporting other preferred corporate policy 
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D. Managing application and security patches 

Correct Answer: BD 

Configuration management is included in the remote device management policies. It involves deploying IT-approved
software versions of supported mobile platforms. Configuration management includes the following things: 

Managing the OS version of devices 

Managing application and security patches 

Supporting other preferred corporate policy 

 

QUESTION 6

Which of the following contains the complete terms and conditions which both the partners agree to be bound by as a
participant in the partner program? 

A. Business Partner Agreement 

B. Document automation 

C. Indenture 

D. Implicit contract 

Correct Answer: A 

Business Partner Agreement (BPA) contains the complete terms and conditions which both the partners agree to be
bound by as a participant in the partner program. This program comes into action once the application to participate in
the Program is accepted by both the partners. Answer option B is incorrect. Document automation is the design of
systems and workflow that assist in the creation of electronic documents. 

Answer option D is incorrect. Implicit contract refers to voluntary and self-enforcing long term agreements made
between two parties regarding the future exchange of goods or services. 

Answer option C is incorrect. An indenture is a legal contract reflecting a debt or purchase obligation, specifically
referring to two types of practices: in historical usage, an indentured servant status, and in modern usage, an instrument
used for commercial debt or real estate transaction. 

 

QUESTION 7

Resource exhaustion includes all of the following except_____ 

A. Overflowing a buffer with too much data 

B. Allocating all system memory to a single application 

C. Opening too many connections 

D. Flooding a network with excessive packets 

Correct Answer: A 
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Buffer overflow attacks is related to resource exhaustion but is not the same thing. The reason being that the buffer
overflow is based on programmers not checking array bounds, rather than exhausting resources. 

 

QUESTION 8

Which of the following are the advantages of the Virtual Desktop Infrastructure (VDI)? Each correct answer represents a
complete solution. Choose three. 

A. Cost Efficiency 

B. Green Solution 

C. Improved Manageability 

D. Server-Hosted 

Correct Answer: ABC 

 

The Virtual Desktop Infrastructure (VOI) is used to virtualize the desktop environment delivering enterprise-class control,
and to increase the manageability. It maintains the familiar end-user environment. It virtualizes the desktop images that
are deployed from a centralized hosting server. It provides the end user with a virtual PC that works same as their
current PC. It is used to consolidate the number of servers that support desktops. It has the following advantages: 

1.

 Green Solution 

2.

 Cost Efficiency 

3.

 Improved Manageability 

4.

 Central management of files and user\\'s profile. 

 

QUESTION 9

Which of the following standard organizations promulgates worldwide proprietary industrial and commercial standards? 

A. IEEE 

B. ANSI 

C. ISO 

D. W3C 
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Correct Answer: C 

The International Organization for Standardization, widely known as ISO, is an international- standard-setting body
composed of representatives from various national standards organizations. Founded on 23 February 1947, the
organization promulgates worldwide proprietary industrial and commercial standards. It has its headquarters in Geneva,
Switzerland. While ISO defines itself as a non-governmental organization, its ability to set standards that often become
law, either through treaties or national standards, makes it more powerful than most non-governmental organizations. In
practice, ISO acts as a consortium with strong links to governments. 

Answer option B is incorrect. ANSI (American National Standards Institute) is the primary organization for fostering the
development of technology standards in the United States. ANSI works with industry groups and is the U.S. member of
the International Organization for Standardization (ISO) and the International Electro-technical Commission (IEC). Long-
established computer standards from ANSI include the American Standard Code for Information Interchange (ASCII)
and the Small Computer System Interface (SCSI). 

Answer option A is incorrect. The Institute of Electrical and Electronic Engineers (IEEE) is a society of technical
professionals. It promotes the development and application of electro- technology and allied sciences. IEEE develops
communications and network standards, among other activities. The organization publishes number of journals, has
many local chapters, and societies in specialized areas. 

Answer option D is incorrect. The World Wide Web Consortium (W3C) is an international industry consortium that
develops common standards for the World Wide Web to promote its evolution and interoperability. It was founded in
October 1994 by Tim Berners-Lee, the inventor of the Web, at the Massachusetts Institute of Technology, Laboratory for
Computer Science [MIT/LCS] in collaboration with CERN, where the Web had originated, with support from DARPA and
the European Commission. 

 

QUESTION 10

Which of the following statements best describe the role of a programmer in an organization? Each correct answer
represents a part of the solution. Choose two. 

A. He writes, tests, debugs, and maintains the detailed instructions in computer programs. 

B. He monitors and improves database performance and capacity. 

C. He plans, co-ordinates and implements security measures for safety of the database. 

D. He conceives, designs, and tests logical structures in order to solve computer problems. 

Correct Answer: AD 

A programmer writes, tests, debugs, and maintains the detailed instructions in computer programs that computers follow
for performing their functions. He also conceives, designs, and tests logical structures in order to solve computer
problems. A number of technical innovations in programming, advanced computing technologies, and sophisticated
programming languages and tools have redefined the role of a programmer in an organization. 

Answer options B and C are incorrect. A database administrator develops and designs database strategies, monitors
and improves database performance and capacity, and plans for future expansion requirements. He also plans,
coordinates and implements security measures for safety of the organization\\'s database. A database administrator is
also known as database coordinator or database programmer. He is closely related to the database analyst, database
modeler, programmer analyst, and systems manager. 

 

QUESTION 11
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Which of the following statements are true about a smartphone? Each correct answer represents a complete solution.
Choose two. 

A. It allows the user to install and run more advanced applications based on a specific platform. 

B. It can be simple software-based Softphones or purpose-built hardware devices that appear much like an ordinary
telephone or a cordless phone. 

C. It allows telephone calls to be made over an IP network. 

D. It is a mobile phone with advanced PC like capabilities. 

Correct Answer: AD 

A smartphone is a mobile phone that offers more advanced computing ability and connectivity than a contemporary
basic feature phone. A smartphone is a mobile phone with advanced PC like capabilities. Blackberry and iPhone are the
two most popular brands of smartphones. It allows the user to install and run more advanced applications based on a
specific platform. 

Answer options C and B are incorrect. An IP phone uses Voice over IP technologies, allowing telephone calls to be
made over an IP network such as the Internet instead of the ordinary PSTN system. Calls can traverse the Internet, or a
private IP Network such as that of a company. The phones use control protocols such as Session Initiation Protocol,
Skinny Client Control Protocol, or one of the various proprietary protocols such as Skype. IP phones can be simple
software-based Softphones or purpose-built hardware devices that appear much like an ordinary telephone or a
cordless phone. Ordinary PSTN phones are used as IP phones with analog telephony adapters (ATA). Following is an
image of an IP phone: 
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QUESTION 12

SDLC phases include a minimum set of security tasks that are required to effectively incorporate security in the system
development process. Which of the following are the key security activities for the development/acquisition phase? 

Each correct answer represents a complete solution. Choose two. 

A. Prepare initial documents for system certification and accreditation 

B. Conduct the risk assessment and use the results to supplement the baseline security controls 

C. Determination of privacy requirements 

D. Initial delineation of business requirements in terms of confidentiality, integrity, and availability 

Correct Answer: AB 

 

Key security activities for the development/acquisition phase are as follows: 

Conduct the risk assessment and use the results to supplement the baseline security controls 

Analyze security requirements 

Perform functional and security testing 

Prepare initial documents for system certification and accreditation 

Design security architecture 

Answer options D and C are incorrect. Key security activities for the initiation phase are as follows: 

Initial definition of business requirements in terms of confidentiality, integrity, and availability 

Determination of information categorization and identification of known special handling requirements in transmitting,
storing, or creating information 

Determination of privacy requirements 

 

QUESTION 13

Which of the following is a computer program that is designed to assess computers, computer systems, networks, or
applications for weaknesses? 

A. Vulnerability scanner 

B. Paros 

C. Port scanner 

D. SYN scan 
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Correct Answer: A 

Vulnerability scanners work on the concept of port scanners. In addition to identifying hosts and open ports, a
vulnerability scanner also provides information on the associated vulnerabilities. Vulnerability scanners are very useful
to identify out-of-date software versions, applicable patches, system upgrades, etc. The weakness of these scanners is
that they can only identify surface vulnerabilities. These scanners are unable to address the overall risk level of a
scanned network. 

Answer option B is incorrect. Paros is a Web application vulnerability scanner that supports editing /viewing
HTTP/HTTPS messages on-the-fly to change items such as cookies and form fields. It also includes various features,
such as Web traffic recorder, Web spider, hash calculator, and a scanner for testing common Web application attacks
such as SQL injection and cross-site scripting. A SYN scan is a type of TCP scanning. This scan type is also known as
\\'half-open scanning\\' because it does not open a full TCP connection. The port scanner generates a SYN packet. If
the target port is open, it responds with a SYN-ACK packet. The scanner host responds with an RST packet that causes
the connector before the handshake is completed. 

Answer option C is incorrect. A port scanner is a software tool that is designed to search a network host for open ports.
This tool is often used by administrators to check the security of their networks. It is also used by hackers to
compromise the network and systems. 

 

QUESTION 14

John is a security administrator for a large retail company. He wishes to address new threats, what is the most important
step for him to take in addressing new threats? 

A. Performing a proper risk assessment 

B. Performing a vulnerability assessment 

C. Ensuring the firewall is properly configured 

D. Creating security policies for the new threat 

Correct Answer: A 

A risk assessment is the most important first step. Without a proper risk assessment, it is impossible to properly perform
any other security steps. 

 

QUESTION 15

Which of the following is the predicted elapsed time between inherent failures of a system 

during operation? 

A. Mean time to recovery 

B. Mean time to repair 

C. Mean down time 

D. Mean time between failures 

Correct Answer: D 
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Mean time between failures (MTBF) is the predicted elapsed time between inherent failures of a system during
operation. 
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