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QUESTION 1

User and administrator activity is recorded in the:
A. Audit log

B. Profiler log

C. Policy Server log

D. Web Agent Trace log

Correct Answer: A

QUESTION 2

Policies can grant access to users based on user information that exists in the user store. The BEST example of that
information is:

A. User permissions

B. User profile attribute values

C. The client machine\\'s IP address
D. CA SiteMinder administrative rights

Correct Answer: B

QUESTION 3

Which tool do you use to determine the identifiers of objects for a granular export or import by exploring a list of
applications or domains?

A. XPSConfig
B. XPSImport
C. XPSExport
D. XPSExplorer

Correct Answer: D

QUESTION 4
The types of sample reports in CA SiteMinder are:

A. HTTP and LDAP reports.
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B. Audit and Analysis reports.
C. Agent and Policy Server reports.
D. Authentication and Authorization reports.

Correct Answer: B

QUESTION 5

Which features characterize the J2EE application server agent? (Choose two)

A. Supports IBM WebSphere and BEA WebLogk

B. Protects J2EE application server-based applications

C. Moves the point of trust from the web server to the ERP/CRM server

D. Makes calls to the Event Manager when authentication credentials are provided

Correct Answer:. AB

QUESTION 6

Examples of Web Agent interactions with a Policy Server include: (Choose three)
A. isSecure

B. isProtected

C. isAuthorized

D. isAuthenticated

Correct Answer: BCD

QUESTION 7
When you install a CA SiteMinder Policy Server, you need to configure two service accounts.

Which service account has privileges to create, read, modify, and delete objects in the LDAP tree underneath the policy
store root object?

A. sSmHOST
B. DN System
C. Administrative DN

D. Database Administrative Account
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Correct Answer: C

QUESTION 8

Which benefits do agent groups provide? (Choose two)

A. Defining by multiple sets of policy objects

B. Verifying tasks in the Web Agent installation more easily

C. Saving time by defining only one policy for all Web Agents

D. Providing resource access to a larger user base by duplicating the resource on many web servers and Web Agents

Correct Answer: CD

QUESTION 9

Where are named expressions stored?
A. In cookies

B. In user classes

C. In the policy store

D. In the Administrator Group

Correct Answer: C

QUESTION 10

Two benefits of password services are that they:

A. Provide an additional layer of security, and provide administrators with access to user passwords.

B. Prevent users from selecting their own passwords, and provide administrators with access to user passwords.

C. Provide an additional layer of security, and prevent unauthorized access to resources by disabling accounts that
exceed permitted authentication attempts.

D. Prevent users from selecting their own passwords, and prevent unauthorized access to resources by disabling
accounts that exceed permitted authentication attempts.

Correct Answer: D
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