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QUESTION 1

Which of the following is included in a compliance audit? 

A. Analyzing chargeback agreements 

B. Analyzing cloud provider Service Level Agreements (SLAs) 

C. Analyzing identity management and access controls 

D. Analyzing the provider release calendar 

Correct Answer: C 

 

QUESTION 2

Which of the following skills is LEAST important when considering moving to a public cloud computing environment? 

A. Data integration 

B. Security 

C. Project management 

D. Hardware management 

Correct Answer: D 

 

QUESTION 3

Which of the following are essential steps to take when creating a virtual server? 

A. Select a machine image to run, select an application set to run, select security credentials. 

B. Select a machine image to run, select an application set to run, select the size of the virtual machine. 

C. Select a machine image to run, select security credentials, select the size of the virtual machine. 

D. Select an application set to run, select security credentials, select the size of the virtual machine. 

Correct Answer: C 

 

QUESTION 4

Which of the following describes the commonality between cloud computing and outsourcing? 

A. Shift from CAPEX to OPEX 

B. Reduced compliance cost 
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C. Simplified security management 

D. Reduced system architecture complexity 

Correct Answer: A 

 

QUESTION 5

An organization subscribes to a public cloud. For which of the following does the subscriber NOT depend on the
vendor? 

A. Internet bandwidth and packet latency 

B. Service Level Agreement 

C. Data backups 

D. Infrastructure availability 

Correct Answer: A 

 

QUESTION 6

Which of the following enables hardware independence? 

A. In-sourcing 

B. Outsourcing 

C. Virtualization 

D. Abstraction 

Correct Answer: C 

 

QUESTION 7

Which of the following companies would BEST benefit from moving to a cloud service? 

A. A retail company that has a history of peaks and troughs throughout the year with its online shopping application. 

B. A family business that does not have any IT applications, but runs off manual processes and good customer service. 

C. A financial services company that is having a number of security issues with its customer internet banking platform. 

D. An insurance company that has a mature, low cost and efficient IT infrastructure that does not have significant
change. 

Correct Answer: A 
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QUESTION 8

A university has migrated several services from their internal infrastructure to a third-party cloud provider. Which of the
following is MOST important to the university in order to ensure an appropriate security posture? 

A. Regular patching applied by the university 

B. Governance and oversight by the cloud provider 

C. Antivirus checks performed by the cloud provider 

D. SLA and metrics requested by the cloud provider 

Correct Answer: B 

 

QUESTION 9

A private cloud generally has which of the following characteristics? 

A. Services are restricted to members of the same organization 

B. Infrastructure is managed by an independent service provider 

C. Services are managed by a third-party provider 

D. Services are accessed by members outside of the organization 

Correct Answer: A 

 

QUESTION 10

Web hosting is a service that enables customers to deploy a website quickly. This is an example of: 

A. IaaS. 

B. SaaS 

C. PaaS. 

D. On-demand software. 

E. None of the above. 

Correct Answer: C 

 

QUESTION 11

Which of the following critical success factors would likely persuade a company to use a SaaS service? 

A. The elimination of company driven application maintenance and backups 
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B. The lowering of thin client management costs 

C. The decrease of company-owned physical system downtime 

D. The increase of web presence 

Correct Answer: A 

 

QUESTION 12

Why are traditional chargeback systems not compatible with cloud computing? 

A. Cloud computing is low cost and does not accommodate charge back fees 

B. Cloud computing can be more expensive than in-house capacity 

C. Licensing models can become outdated quickly 

D. Resources that are used can fluctuate throughout the budget cycle 

Correct Answer: D 

 

QUESTION 13

One of the strategic reasons to source component technology purchases from multiple providers is to: 

A. avoid vendor lock-in. 

B. influence governmental organizations. 

C. keep vendor prices down. 

D. encourage vendor control. 

Correct Answer: A 

 

QUESTION 14

Synchronization of updates is ___________ than replicating data across locations because it gives better assurance
that data is always ___________ everywhere. 

A. better, secure 

B. better, up to date 

C. worse, secure 

D. worse, up to date 

Correct Answer: B 
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QUESTION 15

A critical internal IT server provisioning process is under review and the IT manager is considering moving the process
to the cloud. The IT staff has selected the cloud provider and must now migrate the process. Which of the following
MUST the IT staff do to ensure the transition meets the IT manager\\'s requirements? 

A. Pilot the process using cloud resources and perform a comprehensive test. 

B. Survey the business users and implement the solution that received the most positive feedback. 

C. Ask the server administrator to sign off and approve the implementation plan. 

D. Shift the current process to the cloud since the SLA will guarantee 99.999% availability. 

Correct Answer: A 
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