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QUESTION 1

Given the drive dimensions as follows and assuming a sector has 512 bytes, what is the capacity of the described hard
drive? 22,164 cylinders/disk 80 heads/cylinder 63 sectors/track 

A. 53.26 GB 

B. 57.19 GB 

C. 11.17 GB 

D. 10 GB 

Correct Answer: A 

 

QUESTION 2

During an investigation, an employee was found to have deleted harassing emails that were sent to someone else. The
company was using Microsoft Exchange and had message tracking enabled. Where could the investigator search to
find the message tracking log file on the Exchange server? 

A. C:\Program Files\Exchsrvr\servername.log 

B. D:\Exchsrvr\Message Tracking\servername.log 

C. C:\Exchsrvr\Message Tracking\servername.log 

D. C:\Program Files\Microsoft Exchange\srvr\servername.log 

Correct Answer: A 

 

QUESTION 3

You are running through a series of tests on your network to check for any security vulnerabilities. After normal working
hours, you initiate a DoS attack against your external firewall. The firewall Quickly freezes up and becomes unusable.
You then initiate an FTP connection from an external IP into your internal network. The connection is successful even
though you have FTP blocked at the external firewall. What has happened? 

A. The firewall failed-open 

B. The firewall failed-closed 

C. The firewall ACL has been purged 

D. The firewall failed-bypass 

Correct Answer: A 

 

QUESTION 4
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Profiling is a forensics technique for analyzing evidence with the goal of identifying the perpetrator from their various
activity. After a computer has been compromised by a hacker, which of the following would be most important in forming
a profile of the incident? 

A. The manufacturer of the system compromised 

B. The logic, formatting and elegance of the code used in the attack 

C. The nature of the attack 

D. The vulnerability exploited in the incident 

Correct Answer: B 

 

QUESTION 5

Which of the following steganography types hides the secret message in a specifically designed pattern on the
document that is unclear to the average reader? 

A. Open code steganography 

B. Visual semagrams steganography 

C. Text semagrams steganography 

D. Technical steganography 

Correct Answer: A 

 

QUESTION 6

When cataloging digital evidence, the primary goal is to 

A. Make bit-stream images of all hard drives 

B. Preserve evidence integrity 

C. Not remove the evidence from the scene 

D. Not allow the computer to be turned off 

Correct Answer: B 

 

QUESTION 7

What will the following command accomplish? C:\> nmap -v -sS -Po 172.16.28.251 - data_length 66000 packet_trace 

A. Test the ability of a router to handle under-sized packets 

B. Test ability of a router to handle over-sized packets 
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C. Test the ability of a WLAN to handle fragmented packets 

D. Test the ability of a router to handle fragmented packets 

Correct Answer: B 

 

QUESTION 8

During the course of an investigation, you locate evidence that may prove the innocence of the suspect of the
investigation. You must maintain an unbiased opinion and be objective in your entire fact finding process. Therefore you
report this evidence. This type of evidence is known as: 

A. Inculpatory evidence 

B. mandatory evidence 

C. exculpatory evidence 

D. Terrible evidence 

Correct Answer: C 

 

QUESTION 9

Why is it still possible to recover files that have been emptied from the Recycle Bin on a Windows computer? 

A. The data is still present until the original location of the file is used 

B. The data is moved to the Restore directory and is kept there indefinitely 

C. The data will reside in the L2 cache on a Windows computer until it is manually deleted 

D. It is not possible to recover data that has been emptied from the Recycle Bin 

Correct Answer: A 

 

QUESTION 10

Email archiving is a systematic approach to save and protect the data contained in emails so that it can tie easily
accessed at a later date. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 11
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Hash injection attack allows attackers to inject a compromised hash into a local session and use the hash to validate
network resources. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 12

Which root folder (hive) of registry editor contains a vast array of configuration information for the system, including
hardware settings and software settings? 

A. HKEY_USERS 

B. HKEY_CURRENT_USER 

C. HKEY_LOCAL_MACHINE 

D. HKEY-CURRENT_CONFIG 

Correct Answer: C 

 

QUESTION 13

What technique used by Encase makes it virtually impossible to tamper with evidence once it has been acquired? 

A. Every byte of the file(s) is given an MD5 hash to match against a master file 

B. Every byte of the file(s) is verified using 32-bit CRC 

C. Every byte of the file(s) is copied to three different hard drives 

D. Every byte of the file(s) is encrypted using three different methods 

Correct Answer: B 

 

QUESTION 14

A mobile operating system manages communication between the mobile device and other compatible devices like
computers, televisions, or printers. 

EC1-349 VCE Dumps | EC1-349 Practice Test | EC1-349 Braindumps                                5 / 7

https://www.pass4lead.com/EC1-349.html
https://www.pass4lead.com/EC1-349.html
https://www.pass4lead.com/EC1-349.html


https://www.pass4lead.com/EC1-349.html
2023 Latest pass4lead EC1-349 PDF and VCE dumps Download

Which mobile operating system architecture is represented here? 

A. webOS System Architecture 

B. Symbian OS Architecture 

C. Android OS Architecture 

D. Windows Phone 7 Architecture 

Correct Answer: C 

 

QUESTION 15

What type of equipment would a forensics investigator store in a StrongHold bag? 

A. PDAPDA? 

B. Backup tapes 

C. Hard drives 

D. Wireless cards 

Correct Answer: D 
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