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QUESTION 1

Which of the following methods can be used to access the CLI? (Select all that apply.) 

A. By using a direct connection to a serial console. 

B. By using the CLI console window in Web Config. 

C. By using an SSH connection. 

D. By using a Telnet connection. 

Correct Answer: ABCD 

 

QUESTION 2

The FortiGate unit\\'s GUI provides a link to update the firmware. Clicking this link will perform which of the following
actions? 

A. It will connect to the Fortinet Support site where the appropriate firmware version can be selected. 

B. It will send a request to the FortiGuard Distribution Network so that the appropriate firmware version can be pushed
down to the FortiGate unit. 

C. It will present a prompt to allow browsing to the location of the firmware file. 

D. It will automatically connect to the Fortinet Support site to download the most recent firmware version for the
FortiGate unit. 

Correct Answer: C 

 

 

QUESTION 3

In which order are firewall policies processed on the FortiGate unit? 

A. They are processed from the top down as they appear in Web Config. 

B. They are processed based on the policy ID number shown in the left hand column of the policy window. 

C. They are processed using a policy hierarchy scheme that allows for multiple decision branch- ing. 

D. They are processed based on a priority value assigned through the priority column in the policy window. 

Correct Answer: A 
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QUESTION 4

A FortiGate unit is configured to receive push updates from the FortiGuard Distribution Network, however, updates are
not being received. Which of the following statements are possible reasons for this? (Select all that apply.) 

A. The external facing interface of the FortiGate unit is configured to use DHCP. 

B. The FortiGate unit has not been registered. 

C. There is a NAT device between the FortiGate unit and the FortiGuard Distribution Network and no override push IP is
configured. 

D. The FortiGate unit is in Transparent mode which does not support push updates. 

Correct Answer: ABC 

 

 

QUESTION 5

Which of the following statements regarding Banned Words are correct? (Select all that apply.) 

A. The FortiGate unit can scan web pages and email messages for instances of banned words. 

B. When creating a banned word list, an administrator can indicate either specific words or pat- terns. 

C. Banned words can be expressed as wildcards or regular expressions. 

D. Content is automatically blocked if a single instance of a banned word appears. 

E. The FortiGate unit includes a pre-defined library of common banned words. 

Correct Answer: ABC 

 

QUESTION 6

The ordering of firewall policies is very important. Policies can be re-ordered within the FortiG- ate Web Config and also
using the CLI. The command used in the CLI to perform this function is __________. 

A. set order 

B. edit policy 

C. reorder 

D. move 

Correct Answer: D 
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QUESTION 7

The __________CLI command is used on the FortiGate unit to run static commands such as ping or to reset the
FortiGate unit to factory defaults. 

Correct Answer: execute  

 

QUESTION 8

Which of the following statements is correct regarding URL Filtering on the FortiGate unit? 

A. The FortiGate unit can filter URLs based on patterns using text and regular expressions. 

B. The available actions for URL Filtering are Allow and Block. 

C. Multiple URL Filter lists can be added to a single Web filter profile. 

D. A FortiGuard Web Filtering Override match will override a block action in the URL filter list. 

Correct Answer: A 

 

QUESTION 9

Which of the following Fortinet products can receive updates from the FortiGuard Distribution Network? (Select all that
apply.) 

A. FortiGate 

B. FortiClient 

C. FortiMail 

D. FortiAnalyzer 

Correct Answer: ABC 

 

 

QUESTION 10

In NAT/Route mode when there is no matching firewall policy for traffic to be forwarded by the Firewall, of the following
statements describes the action taken on traffic? 

A. The traffic is blocked. 

B. The traffic is passed. 

C. The traffic is passed and logged. 

D. The traffic is blocked and logged. 
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Correct Answer: A 

 

 

QUESTION 11

When backing up the configuration file on a FortiGate unit, the contents can be encrypted by enabling the encrypt option
and supplying a password. 

If the password is forgotten, the configuration file can still be restored using which of the following methods? 

A. Selecting the recover password option during the restore process. 

B. Having the password emailed to the administrative user by selecting the Forgot Password option. 

C. Sending the configuration file to Fortinet Support for decryption. 

D. If the password is forgotten, there is no way to use the file. 

Correct Answer: D 

 

 

QUESTION 12

Which of the following statements is correct regarding a FortiGate unit operating in NAT/Route mode? 

A. The FortiGate unit requires only a single IP address for receiving updates and configuring from a management
computer. 

B. The FortiGate unit must use public IP addresses on both the internal and external networks. 

C. The FortiGate unit commonly uses private IP addresses on the internal network but hides them using rk address
translation. 

D. The FortiGate unit uses only DHCP-assigned IP addresses on the internal network. 

Correct Answer: C 

 

 

QUESTION 13

Which of the following products is designed to manage multiple FortiGate devices? 

A. FortiGate device 

B. FortiAnalyzer device 

C. FortiClient device 
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D. FortiManager device 

E. FortiMail device 

F. FortiBridge device 

Correct Answer: D 

 

QUESTION 14

Which of the following statements is correct regarding URL Filtering on the FortiGate unit? 

A. The available actions for URL Filtering are Allow and Block. 

B. Multiple URL Filter lists can be added to a single Web filter profile. 

C. A FortiGuard Web Filtering Override match will override a block action in the URL filter list. 

D. The available actions for URL Filtering are Allow, Block and Exempt. 

Correct Answer: D 

 

QUESTION 15

Users may require access to a web site that is blocked by a policy. Administrators can give users the ability to override
the block. 

Which of the following statements regarding overrides are cor- rect? (Select all that apply.) 

A. A protection profile may have only one user group defined as an override group. 

B. A firewall user group can be used to provide override privileges for FortiGuard Web Filtering. 

C. Authentication to allow the override is based on a user\\'s membership in a user group. 

D. Overrides can be allowed by the administrator for a specific period of time. 

Correct Answer: BCD 
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