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QUESTION 1

In which of the following security tests does the security testing team simulate as an employee or other person with an
authorized connection to the organization\\'s network? 

A. Remote dial-up network 

B. Remote network 

C. Stolen equipment 

D. Local network 

Correct Answer: D 

 

QUESTION 2

Which of the following key sizes is used by International Data Encryption Algorithm (IDEA)? 

A. 64-bit 

B. 16-bit 

C. 32-bit 

D. 128-bit 

Correct Answer: D 

 

QUESTION 3

Which of the following statements about System Access Control List (SACL) is true? 

A. It exists for each and every permission entry assigned to any object. 

B. It is a mechanism for reducing the need for globally unique IP addresses. 

C. It contains a list of both users and groups and whatever permissions they have. 

D. It contains a list of any events that are set to audit for that particular object. 

Correct Answer: D 

 

QUESTION 4

Which of the following are the responsibilities of a custodian with regard to data in an information classification
program? Each correct answer represents a complete solution. Choose three. 

A. Running regular backups and routinely testing the validity of the backup data 
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B. Performing data restoration from the backups when necessary 

C. Controlling access, adding and removing privileges for individual users 

D. Determining what level of classification the information requires 

Correct Answer: ABC 

 

QUESTION 5

Which of the following statements about Denial-of-Service (DoS) attack are true? Each correct answer represents a
complete solution. Choose three. 

A. It disrupts connections between two computers, preventing communications between services. 

B. It changes the configuration of the TCP/IP protocol. 

C. It saturates network resources. 

D. It disrupts services to a specific computer. 

Correct Answer: ACD 

 

QUESTION 6

Which of the following terms is used for the process of securing a system or a device on a network infrastructure? 

A. Authentication 

B. Sanitization 

C. Hardening 

D. Cryptography 

Correct Answer: C 

 

QUESTION 7

Which of the following is a technique used to attack an Ethernet wired or wireless network? 

A. DNS poisoning 

B. Keystroke logging 

C. Mail bombing 

D. ARP poisoning 

Correct Answer: D 
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QUESTION 8

Which of the following types of Network Address Translation (NAT) uses a pool of public IP addresses? 

A. Port Address Translation (PAT) 

B. Dynamic NAT 

C. Static NAT 

D. Cache NAT 

Correct Answer: B 

 

QUESTION 9

A ________ attack occurs when an attacker successfully inserts an intermediary software or program between two
communicating hosts. 

A. Man-in-the-middle 

B. Brute force 

C. Denial of Service (DoS) 

D. Dictionary 

Correct Answer: A 

 

QUESTION 10

At which of the following layers of the Open System Interconnection (OSI) model the Internet Control Message Protocol
(ICMP) and the Internet Group Management Protocol (IGMP) work? 

A. The Physical layer 

B. The Network layer 

C. The Data-Link layer 

D. The Presentation layer 

Correct Answer: B 

 

QUESTION 11

Which of the following processes is known as Declassification? 

A. Verifying the identity of a person, network host, or system process. 
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B. Physically destroying the media and the information stored on it. 

C. Assessing the risk involved in making a confidential document available to public. 

D. Removing the content from the media so that it is difficult to restore. 

Correct Answer: C 

 

QUESTION 12

Which of the following does Certification Authority (CA) provide in an e-commerce system? Each correct answer
represents a complete solution. Choose two. 

A. Credit 

B. Trust 

C. Transparency 

D. Identification 

Correct Answer: BD 

 

QUESTION 13

Which of the following are examples of passive attacks? Each correct answer represents a complete solution. Choose
all that apply. 

A. Shoulder surfing 

B. Dumpster diving 

C. Placing a backdoor 

D. Eavesdropping 

Correct Answer: ABD 

 

QUESTION 14

Which of the following types of firewalls looks deep into packets and makes granular access control decisions? 

A. Stateful 

B. Application level proxy 

C. Packet filtering 

D. Circuit level proxy 

Correct Answer: B 
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QUESTION 15

Which of the following IP addresses are private addresses? Each correct answer represents a complete solution.
Choose all that apply. 

A. 10.0.0.3 

B. 192.168.15.2 

C. 192.166.54.32 

D. 19.3.22.17 

Correct Answer: AB 
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