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QUESTION 1

Which of the following are valid reasons for a certificate to be revoked: 

A. The certificate was fraudulently obtained 

B. The public key has been compromised 

C. The private key has been compromised 

D. The subject is no longer permitted to use the certificate 

Correct Answer: ACD 

 

QUESTION 2

Which of the following security mechanisms can provide centralized security measures for all services within a service
inventory? 

A. public key infrastructure 

B. single sign-on 

C. hashed certificate repository 

D. identity management system 

Correct Answer: ABD 

 

QUESTION 3

Service A and Service B belong to Organization A and Service C belongs to Organization B. Service A sends
confidential messages to Service B, which forwards these messages to Service C. The message sent to Service C is
intercepted by a load balancing service agent that determines which instance of Service C to route the message to. This
entire message path needs to be encrypted in order to ensure message confidentiality from when the message is first
sent by Service A until it is received by an instance of Service C. Organization A doesn\\'t trust any intermediaries that
may exist in between Service B and Service C and also doesn\\'t want to share any keys with Organization B.
Furthermore, there is a requirement to minimize any adverse effects on performance. 

Which of the following approaches fulfills these requirements? 

A. Use message-layer security by adding symmetric encryption between Services A, B and C This way,message
content is not available to any intermediaries between Services B and C 

B. Because Service A and Service B exist within the same organizational boundary, use transport- layer security to
provide message confidentiality. Use message-layer security via asymmetric encryption between Service B and Service
C. 

C. Use transport-layer security between Service B and Service C and use message-layer security via asymmetric
encryptionbetween Service A and Service B. This way. all the services are secured while at the same time minimizing
the performance degradation between Service B and Service C 
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D. None of the above. 

Correct Answer: B 

 

QUESTION 4

The Direct Authentication pattern has been applied to a set of services so that they can authenticate service consumers.
These services use a shared identity management system. This results in a security architecture that reduces the
potential for applying the Service Autonomy principle. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 5

The SAML and WS-Security industry standards can be applied to the same service composition architecture. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 6

Which of the following is not a hashing algorithm? 

A. MD5 

B. X.509 

C. SHA-1 

D. SHA-256 

Correct Answer: B 

 

QUESTION 7

Using message-layer security, if a service agent takes possession of a message, it can forward the message to another
service. 

A. True 

B. False 
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Correct Answer: A 

 

QUESTION 8

The communication between two services operating within the same organization needs to be protected using message-
layer security. These services are only used within the organizational boundary. The question is raised as to whether to
use self-signed certificates or certificates signed by a certificate authority. A security specialist states that only
certificates signed by an external certificate authority can be used to fulfill this security requirement. 

Is this correct? 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 9

The receiver of a message decrypts an encrypted message digest using the public key of the sender that corresponds
to the private key. The receiver then matches it against the digest of the original message. 

If the decrypted digest and the newly calculated digest match, then what does it prove? 

A. coupling 

B. confidentiality 

C. non-repudiation 

D. integrity 

Correct Answer: CD 

 

QUESTION 10

By applying the Data Origin Authentication pattern together with the Brokered Authentication pattern, you guarantee
confidential message exchanges by a service consumer that needs to repeatedly authenticate itself with a set of
services within the same service composition. 

A. True 

B. False 

Correct Answer: B 

 

QUESTION 11

The owner of a service inventory reports that the public key related to a certain private key has been lost. There is a
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concern that this was the result of a security breach. A security specialist recommends contacting the certificate
authority in order to add the corresponding certificate to the certificate authority\\'s Certificate Revocation List (CRL).
However, the certificate authority responds by indicating that this is not necessary. 

Which of the following answers explains this response? 

A. The certificate authority needs to issue a new public key instead. 

B. The certificate authority requires that the existing public key needs to be changed within the existing certificate. 

C. Public keys cannot get lost because they are alreadypublicallyavailable. 

D. None of the above 

Correct Answer: C 

 

QUESTION 12

Security mechanisms that are based on vendor-specific security technology will always decrease the autonomy of
services that are required to use these security mechanisms. 

A. True 

B. False 

Correct Answer: B 

 

QUESTION 13

A set of SAML tokens has been used as a result of the application of the Brokered Authentication pattern within a
particular service inventory. Because SAML assertions normally contain a signature, the security specialist is confident
that the integrity of messages will be maintained. 

What\\'s wrong with this assumption? 

A. The signature contained within the SAML assertion protects the integrity of the assertion, not of the message itself. 

B. SAML assertions also contain the name of the issuer and the validity period, which are needed in addition to the
signature to ensure message integrity. 

C. SAML assertions cannot contain signatures. 

D. Nothing is wrong. The security specialist\\'s assumption is correct. 

Correct Answer: A 

 

QUESTION 14

Security policies that extend the technical service contract must be standardized within a given service inventory. This
statement is in accordance with which service-orientation principle? 
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A. Service Abstraction 

B. Service Reusability 

C. Service Composability 

D. None of the above 

Correct Answer: D 

 

QUESTION 15

Losing a does not compromise the identity of the key owner, whereas losing a does compromise the identity of the key
owner. 

A. private key, public key 

B. validated certificate, revoked certificate 

C. security policy, SAML token 

D. None of the above 

Correct Answer: D 
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