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QUESTION 1

Why is Network File System (NFS) used? 

A. It enables two different types of file systems to interoperate. 

B. It enables two different types of file systems to share Sun applications. 

C. It enables two different types of file systems to use IP/IPX. 

D. It enables two different types of file systems to emulate each other. 

Correct Answer: A 

Network File System (NFS) is a TCP/IP client/server application developed by Sun that enables different types of file
systems to interoperate regardless of operating system or network architecture. 

Source: KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer
Security, 2001, John Wiley and Sons, Page 88. 

 

QUESTION 2

An Intrusion Detection System (IDS) is what type of control? 

A. A preventive control. 

B. A detective control. 

C. A recovery control. 

D. A directive control. 

Correct Answer: D 

These controls can be used to investigate what happen after the fact. Your IDS may collect information on where the
attack came from, what port was use, and other details that could be used in the investigation steps. 

"Preventative control" is incorrect. Preventative controls preclude events or actions that might compromise a system or
cause a policy violation. An intrusion prevention system would be an example of a preventative control. 

"Recovery control" is incorrect. Recover controls include processes used to return the system to a secure state after the
occurrence of a security incident. Backups and redundant components are examples of recovery controls. 

"Directive controls" is incorrect. Directive controls are administrative instruments such as policies, procedures,
guidelines, and aggreements. An acceptable use policy is an example of a directive control. 

References: 

CBK, pp. 646 - 647 

 

QUESTION 3
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Related to information security, the guarantee that the message sent is the message received with the assurance that
the message was not intentionally or unintentionally altered is an example of which of the following? 

A. integrity 

B. confidentiality 

C. availability 

D. identity 

Correct Answer: A 

Integrity is the guarantee that the message sent is the message received, and that the message was not intentionally or
unintentionally altered. 

Source: KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer
Security, 2001, John Wiley and Sons, Page 60. 

 

QUESTION 4

The deliberate planting of apparent flaws in a system for the purpose of detecting attempted penetrations or confusing
an intruder about which flaws to exploit is called: 

A. alteration 

B. investigation 

C. entrapment 

D. enticement. 

Correct Answer: D 

Enticement deals with someone that is breaking the law. Entrapment encourages someone to commit a crime that the
individual may or many have had no intention of committing. Enticement is not necessarily illegal but does raise ethical
arguments and may not be admissible in court. Enticement lures someone toward some evidence (a honeypot would be
a great example) after that individual has already committed a crime. 

Entrapment is when you persuade someone to commit a crime when the person otherwise had no intention to commit a
crime. Entrapment is committed by a law enforcement player where you get tricked into committing a crime for which
you woud later on get arrested without knowing you rare committing such a scrime. It is illegal and unethical as well. 

All other choices were not applicable and only detractors. 

References: 

TIPTON, Hal, (ISC)2, Introduction to the CISSP Exam presentation. 

and 

CISSP Study Guide (Conrad, Misenar, Feldman). Elsevier. 2010. p. 428 

and http://www.dummies.com/how-to/content/security-certification-computer-forensics-and- inci.html 
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QUESTION 5

Which of the following would be LESS likely to prevent an employee from reporting an incident? 

A. They are afraid of being pulled into something they don\\'t want to be involved with. 

B. The process of reporting incidents is centralized. 

C. They are afraid of being accused of something they didn\\'t do. 

D. They are unaware of the company\\'s security policies and procedures. 

Correct Answer: B 

The reporting process should be centralized else employees won\\'t bother. 

The other answers are incorrect because : 

They are afraid of being pulled into something they don\\'t want to be involved with is incorrect as most of 

the employees fear of this and this would prevent them to report an incident. They are afraid of being 

accused of something they didn\\'t do is also incorrect as this also prevents them to report an incident. 

They are unaware of the company\\'s security policies and procedures is also incorrect as mentioned above. 

Reference : Shon Harris AIO v3 , Ch-10 : Laws , Investigatio and Ethics , Page : 675. 

 

QUESTION 6

How many layers are defined within the US Department of Defense (DoD) TCP/IP Model? 

A. 7 

B. 5 

C. 4 

D. 3 

Correct Answer: C 

The TCP/IP protocol model is similar to the OSI model but it defines only four layers: Application Host-to-host Internet
Network access Reference(s) used for this question:
http://www.novell.com/documentation/nw65/ntwk_ipv4_nw/data/hozdx4oj.html and KRUTZ, Ronald L. and VINES,
Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer 

Security, John Wiley and Sons, 2001, Chapter 3: Telecommunications and Network Security (page 84). also see:
http://en.wikipedia.org/wiki/Internet_Protocol_Suite#Layer_names_and_number_of_layers_in_t 

he_literature 
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QUESTION 7

IT security measures should: 

A. Be complex 

B. Be tailored to meet organizational security goals. 

C. Make sure that every asset of the organization is well protected. 

D. Not be developed in a layered fashion. 

Correct Answer: B 

In general, IT security measures are tailored according to an organization\\'s unique needs. While numerous factors,
such as the overriding mission requirements, and guidance, are to be considered, the fundamental issue is the
protection of the mission or business from IT security- related, negative impacts. Because IT security needs are not
uniform, system designers and security practitioners should consider the level of trust when connecting to other external
networks and internal sub-domains. Recognizing the uniqueness of each system allows a layered security strategy to be
used - implementing lower assurance solutions with lower costs to protect less critical systems and higher assurance
solutions only at the most critical areas. 

The more complex the mechanism, the more likely it may possess exploitable flaws. Simple mechanisms tend to have
fewer exploitable flaws and require less maintenance. Further, because configuration management issues are
simplified, updating or replacing a simple mechanism becomes a less intensive process. 

Security designs should consider a layered approach to address or protect against a specific threat or to reduce a
vulnerability. For example, the use of a packet-filtering router in conjunction with an application gateway and an intrusion
detection system combine to increase the work-factor an attacker must expend to successfully attack the system.
Adding good password controls and adequate user training improves the system\\'s security posture even more. 

The need for layered protections is especially important when commercial-off-the-shelf (COTS) products are used.
Practical experience has shown that the current state-of-the-art for security quality in COTS products does not provide a
high degree of protection against sophisticated attacks. It is possible to help mitigate this situation by placing several
controls in series, requiring additional work by attackers to accomplish their goals. 

Source: STONEBURNER, Gary and al, National Institute of Standards and Technology (NIST), NIST Special
Publication 800-27, Engineering Principles for Information Technology Security (A Baseline for Achieving Security),
June 2001 (pages 9-10). 

 

QUESTION 8

Which one of the following represents an ALE calculation? 

A. single loss expectancy x annualized rate of occurrence. 

B. gross loss expectancy x loss frequency. 

C. actual replacement cost - proceeds of salvage. 

D. asset value x loss expectancy. 

Correct Answer: A 

Single Loss Expectancy (SLE) is the dollar amount that would be lost if there was a loss of an asset. Annualized Rate of
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Occurrence (ARO) is an estimated possibility of a threat to an asset taking place in one year (for example if there is a
change of a flood occuring once in 10 years the ARO would be .1, and if there was a chance of a flood occuring once in
100 years then the ARO would be .01). 

The following answers are incorrect: 

gross loss expectancy x loss frequency. Is incorrect because this is a distractor. 

actual replacement cost - proceeds of salvage. Is incorrect because this is a distractor. 

asset value x loss expectancy. Is incorrect because this is a distractor. 

 

QUESTION 9

Which access control model is also called Non Discretionary Access Control (NDAC)? 

A. Lattice based access control 

B. Mandatory access control 

C. Role-based access control 

D. Label-based access control 

Correct Answer: C 

RBAC is sometimes also called non-discretionary access control (NDAC) (as Ferraiolo says "to distinguish it from the
policy-based specifics of MAC"). Another model that fits within the NDAC category is Rule-Based Access Control
(RuBAC or RBAC). Most of the CISSP books use the same acronym for both models but NIST tend to use a lowercase
"u" in between R and B to differentiate the two models. 

You can certainly mimic MAC using RBAC but true MAC makes use of Labels which contains the sensitivity of the
objects and the categories they belong to. No labels means MAC is not being used. 

One of the most fundamental data access control decisions an organization must make is the amount of control it will
give system and data owners to specify the level of access users of that data will have. In every organization there is a
balancing point between the access controls enforced by organization and system policy and the ability for information
owners to determine who can have access based on specific business requirements. The process of translating that
balance into a workable access control model can be defined by three general access frameworks: 

Discretionary access control 

Mandatory access control 

Nondiscretionary access control 

A role-based access control (RBAC) model bases the access control authorizations on the roles (or functions) that the
user is assigned within an organization. The determination of what roles have access to a resource can be governed by
the owner of the data, as with DACs, or applied based on policy, as with MACs. 

Access control decisions are based on job function, previously defined and governed by policy, and each role (job
function) will have its own access capabilities. Objects associated with a role will inherit privileges assigned to that role.
This is also true for groups of users, allowing administrators to simplify access control strategies by assigning users to
groups and groups to roles. 
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There are several approaches to RBAC. As with many system controls, there are variations on how they can be applied
within a computer system. 

There are four basic RBAC architectures: 

1.

 Non-RBAC: Non-RBAC is simply a user-granted access to data or an application by traditional mapping, such as with
ACLs. There are no formal "roles" associated with the mappings, other than any identified by the particular user. 

2.

 Limited RBAC: Limited RBAC is achieved when users are mapped to roles within a single application rather than
through an organization-wide role structure. Users in a limited RBAC system are also able to access non-RBAC-based
applications or data. For example, a user may be assigned to multiple roles within several applications and, in addition,
have direct access to another application or system independent of his or her assigned role. The key attribute of limited
RBAC is that the role for that user is defined within an application and not necessarily based on the user\\'s
organizational job function. 

3.

 Hybrid RBAC: Hybrid RBAC introduces the use of a role that is applied to multiple applications or systems based on a
user\\'s specific role within the organization. That role is then applied to applications or systems that subscribe to the
organization\\'s role-based model. However, as the term "hybrid" suggests, there are instances where the subject may
also be assigned to roles defined solely within specific applications, complimenting (or, perhaps, contradicting) the
larger, more encompassing organizational role used by other systems. 

4.

 Full RBAC: Full RBAC systems are controlled by roles defined by the organization\\'s policy and access control
infrastructure and then applied to applications and systems across the enterprise. The applications, systems, and
associated data apply permissions based on that enterprise definition, and not one defined by a specific application or
system. 

Be careful not to try to make MAC and DAC opposites of each other -- they are two different access control 

strategies with RBAC being a third strategy that was defined later to address some of the limitations of 

MAC and DAC. 

The other answers are not correct because: 

Mandatory access control is incorrect because though it is by definition not discretionary, it is not called 

"non-discretionary access control." MAC makes use of label to indicate the sensitivity of the object and it 

also makes use of categories to implement the need to know. 

Label-based access control is incorrect because this is not a name for a type of access control but simply 

a bogus detractor. 

Lattice based access control is not adequate either. A lattice is a series of levels and a subject will be 

granted an upper and lower bound within the series of levels. These levels could be sensitivity levels or 

they could be confidentiality levels or they could be integrity levels. 
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Reference(s) used for this question: 

All in One, third edition, page 165. 

Ferraiolo, D., Kuhn, D. and Chandramouli, R. (2003). Role-Based Access Control, p. 18. 

Ferraiolo, D., Kuhn, D. (1992). Role-Based Access Controls. http://csrc.nist.gov/rbac/ 

Role_Based_Access_Control-1992.html 

Schneiter, Andrew (2013-04-15). Official (ISC)2 Guide to the CISSP CBK, Third Edition : 

Access Control ((ISC)2 Press) (Kindle Locations 1557-1584). Auerbach Publications. Kindle Edition. 

Schneiter, Andrew (2013-04-15). Official (ISC)2 Guide to the CISSP CBK, Third Edition : 

Access Control ((ISC)2 Press) (Kindle Locations 1474-1477). Auerbach Publications. Kindle Edition. 

 

QUESTION 10

Which of the following countermeasures would be the most appropriate to prevent possible intrusion or damage from
wardialing attacks? 

A. Monitoring and auditing for such activity 

B. Require user authentication 

C. Making sure only necessary phone numbers are made public 

D. Using completely different numbers for voice and data accesses 

Correct Answer: B 

Knowlege of modem numbers is a poor access control method as an attacker can discover modem numbers by dialing
all numbers in a range. Requiring user authentication before remote access is granted will help in avoiding unauthorized
access over a modem line. 

"Monitoring and auditing for such activity" is incorrect. While monitoring and auditing can assist in detecting a wardialing
attack, they do not defend against a successful wardialing attack. 

"Making sure that only necessary phone numbers are made public" is incorrect. Since a wardialing attack blindly calls all
numbers in a range, whether certain numbers in the range are public or not is irrelevant. 

"Using completely different numbers for voice and data accesses" is incorrect. Using different number ranges for voice
and data access might help prevent an attacker from stumbling across the data lines while wardialing the public voice
number range but this is not an adequate countermeaure. 

References: CBK, p. 214 

AIO3, p. 534-535 

 

QUESTION 11

SSCP PDF Dumps | SSCP Study Guide | SSCP Exam Questions                              8 / 17

https://www.pass4lead.com/SSCP.html
https://www.pass4lead.com/SSCP.html
https://www.pass4lead.com/SSCP.html


https://www.pass4lead.com/SSCP.html
2023 Latest pass4lead SSCP PDF and VCE dumps Download

Which of the following protocols operates at the session layer (layer 5)? 

A. RPC 

B. IGMP 

C. LPD 

D. SPX 

Correct Answer: A 

Remotre Procedure Call (RPC) is the only of the above choices to operate at the session layer (layer 5). 

All of the other answers were wrong. 

LPD operates at layer 7 

SPX operates at layer 4 

IGMP operates at layer 3. 

Reference: 

WALLHOFF, John, CBK#2 Telecommunications and Network Security (CISSP Study Guide), April 2002 

(page 1). 

 

QUESTION 12

A potential problem related to the physical installation of the Iris Scanner in regards to the usage of the iris pattern within
a biometric system is: 

A. concern that the laser beam may cause eye damage 

B. the iris pattern changes as a person grows older. 

C. there is a relatively high rate of false accepts. 

D. the optical unit must be positioned so that the sun does not shine into the aperture. 

Correct Answer: D 

Because the optical unit utilizes a camera and infrared light to create the images, sun light can impact the 

aperture so it must not be positioned in direct light of any type. Because the subject does not need to have 

direct contact with the optical reader, direct light can impact the reader. An Iris recognition is a form of 

biometrics that is based on the uniqueness of a subject\\'s iris. A camera like device records the patterns of 

the iris creating what is known as Iriscode. It is the unique patterns of the iris that allow it to be one of the 

most accurate forms of biometric identification of an individual. Unlike other types of biometics, the iris 
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rarely changes over time. Fingerprints can change over time due to scaring and manual labor, voice 

patterns can change due to a variety of causes, hand geometry can also change as well. But barring 

surgery or an accident it is not usual for an iris to change. The subject has a high-resoulution image taken 

of their iris and this is then converted to Iriscode. The current standard for the Iriscode was developed by 

John Daugman. When the subject attempts to be authenticated an infrared light is used to capture the iris 

image and this image is then compared to the Iriscode. If there is a match the subject\\'s identity is 

confirmed. The subject does not need to have direct contact with the optical reader so it is a less invasive 

means of authentication then retinal scanning would be. 

Reference(s) used for this question: 

AIO, 3rd edition, Access Control, p 134. 

AIO, 4th edition, Access Control, p 182. 

Wikipedia - http://en.wikipedia.org/wiki/Iris_recognition The following answers are incorrect: 

concern that the laser beam may cause eye damage. The optical readers do not use laser so, concern that 

the laser beam may cause eye damage is not an issue. the iris pattern changes as a person grows older. 

The question asked about the physical installation of the scanner, so this was not the best answer. If the 

 

QUESTION 13

Rule-Based Access Control (RuBAC) access is determined by rules. Such rules would fit within what category of access
control ? 

A. Discretionary Access Control (DAC) 

B. Mandatory Access control (MAC) 

C. Non-Discretionary Access Control (NDAC) 

D. Lattice-based Access control 

Correct Answer: C 

Rule-based access control is a type of non-discretionary access control because this access is determined by rules and
the subject does not decide what those rules will be, the rules are uniformly applied to ALL of the users or subjects. 

In general, all access control policies other than DAC are grouped in the category of non- discretionary access control
(NDAC). As the name implies, policies in this category have rules that are not established at the discretion of the user.
Non-discretionary policies establish controls that cannot be changed by users, but only through administrative action. 

Both Role Based Access Control (RBAC) and Rule Based Access Control (RuBAC) fall within Non Discretionary Access
Control (NDAC). If it is not DAC or MAC then it is most likely NDAC. 
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IT IS NOT ALWAYS BLACK OR WHITE The different access control models are not totally exclusive of each others.
MAC is making use of Rules to be implemented. However with MAC you have requirements above and beyond having
simple access rules. The subject would get formal approval from management, the subject must have the proper
security clearance, objects must have labels/sensitivity levels attached to them, subjects must have the proper security
clearance. If all of this is in place then you have MAC. 

BELOW YOU HAVE A DESCRIPTION OF THE DIFFERENT CATEGORIES: 

MAC = Mandatory Access Control 

Under a mandatory access control environment, the system or security administrator will define what 

permissions subjects have on objects. The administrator does not dictate user\\'s access but simply 

configure the proper level of access as dictated by the Data Owner. 

The MAC system will look at the Security Clearance of the subject and compare it with the object 

sensitivity level or classification level. This is what is called the dominance relationship. 

The subject must DOMINATE the object sensitivity level. Which means that the subject must have a 

security clearance equal or higher than the object he is attempting to access. 

MAC also introduce the concept of labels. Every objects will have a label attached to them indicating the 

classification of the object as well as categories that are used to impose the need to know (NTK) principle. 

Even thou a user has a security clearance of Secret it does not mean he would be able to access any 

Secret documents within the system. He would be allowed to access only Secret document for which he 

has a Need To Know, formal approval, and object where the user belong to one of the categories attached 

to the object. 

If there is no clearance and no labels then IT IS NOT Mandatory Access Control. 

Many of the other models can mimic MAC but none of them have labels and a dominance relationship so 

they are NOT in the MAC category. 

NISTR-7316 Says: 

Usually a labeling mechanism and a set of interfaces are used to determine access based on the MAC 

policy; for example, a user who is running a process at the Secret classification should not be allowed to 

read a file with a label of Top Secret. This is known as the "simple security rule," or "no read up." 

Conversely, a user who is running a process with a label of Secret should not be allowed to write to a file 

with a label of Confidential. This rule is called the "*-property" (pronounced "star property") or "no write 

down." The *-property is required to maintain system security in an automated environment. A variation on 

this rule called the "strict *-property" requires that information can be written at, but not above, the subject\\'s 
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clearance level. Multilevel security models such as the Bell-La Padula Confidentiality and Biba Integrity 

models are used to formally specify this kind of MAC policy. 

DAC = Discretionary Access Control 

DAC is also known as: Identity Based access control system. 

The owner of an object is define as the person who created the object. As such the owner has the 

discretion to grant access to other users on the network. Access will be granted based solely on the 

identity of those users. 

Such system is good for low level of security. One of the major problem is the fact that a user who has 

access to someone\\'s else file can further share the file with other users without the knowledge or 

permission of the owner of the file. Very quickly this could become the wild wild west as there is no control 

on the dissimination of the information. 

RBAC = Role Based Access Control 

RBAC is a form of Non-Discretionary access control. 

Role Based access control usually maps directly with the different types of jobs performed by employees 

within a company. 

For example there might be 5 security administrator within your company. Instead of creating each of their 

profile one by one, you would simply create a role and assign the administrators to the role. Once an 

administrator has been assigned to a role, he will IMPLICITLY inherit the permissions of that role. 

RBAC is great tool for environment where there is a a large rotation of employees on a daily basis such as 

a very large help desk for example. 

RBAC or RuBAC = Rule Based Access Control 

RuBAC is a form of Non-Discretionary access control. 

A good example of a Rule Based access control device would be a Firewall. A single set of rules is 

imposed to all users attempting to connect through the firewall. 

NOTE FROM CLEMENT: 

Lot of people tend to confuse MAC and Rule Based Access Control. 

Mandatory Access Control must make use of LABELS. If there is only rules and no label, it cannot be 

Mandatory Access Control. This is why they call it Non Discretionary Access control (NDAC). 

There are even books out there that are WRONG on this subject. Books are sometimes opiniated and not 
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strictly based on facts. 

In MAC subjects must have clearance to access sensitive objects. Objects have labels that contain the 

classification to indicate the sensitivity of the object and the label also has categories to enforce the need 

to know. 

Today the best example of rule based access control would be a firewall. All rules are imposed globally to 

any user attempting to connect through the device. This is NOT the case with MAC. 

I strongly recommend you read carefully the following document: NISTIR-7316 at
http://csrc.nist.gov/publications/nistir/7316/NISTIR-7316.pdf It is one of the best Access Control Study document to
prepare for the exam. Usually I tell people not to 

worry about the hundreds of NIST documents and other reference. This document is an exception. Take some time to
read it. 

Reference(s) used for this question: 

KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer 

Security, 2001, John Wiley and Sons, Page 33. 

and NISTIR-7316 at http://csrc.nist.gov/publications/nistir/7316/NISTIR-7316.pdf and Conrad, Eric; Misenar, Seth;
Feldman, Joshua (2012-09-01). CISSP Study Guide (Kindle Locations 651

652). Elsevier Science (reference). Kindle Edition. 

 

QUESTION 14

Which of the following is less likely to accompany a contingency plan, either within the plan itself or in the form of an
appendix? 

A. Contact information for all personnel. 

B. Vendor contact information, including offsite storage and alternate site. 

C. Equipment and system requirements lists of the hardware, software, firmware and other resources required to
support system operations. 

D. The Business Impact Analysis. 

Correct Answer: A 

Why is this the correct answer? Simply because it is WRONG, you would have contact information for your 

emergency personnel within the plan but NOT for ALL of your personnel. 

Be careful of words such as ALL. 

According to NIST\\'s Special publication 800-34, contingency plan appendices provide key details not 

contained in the main body of the plan. The appendices should reflect the specific technical, operational, 
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and management contingency requirements of the given system. Contact information for recovery team 

personnel (not all personnel) and for vendor should be included, as well as detailed system requirements 

to allow for supporting of system operations. The Business Impact Analysis (BIA) should also be included 

as an appendix for reference should the plan be activated. 

Reference(s) used for this question: 

SWANSON, Marianne, and al., National Institute of Standards and Technology (NIST), NIST Special 

Publication 800-34, Contingency Planning Guide for Information Technology Systems 

 

QUESTION 15

Which backup method copies only files that have changed since the last full backup, but does not clear the archive bit? 

A. Differential backup method. 

B. Full backup method. 

C. Incremental backup method. 

D. Tape backup method. 

Correct Answer: A 

One of the key item to understand regarding backup is the archive bit. The archive bit is used to determine what files
have been backuped already. The archive bit is set if a file is modified or a new file is created, this indicates to the
backup program that it has to be saved on the next backup. When a full backup is performed the archive bit will be
cleared indicating that the files were backup. This allows backup programs to do an incremental or differential backup
that only backs up the changes to the filesystem since the last time the bit was cleared 

Full Backup (or Reference Backup) 

A Full backup will backup all the files and folders on the drive every time you run the full backup. The 

archive bit is cleared on all files indicating they were all backuped. 

Advantages: 

All files from the selected drives and folders are backed up to one backup set. 

In the event you need to restore files, they are easily restored from the single backup set. 

Disadvantages: 

A full backup is more time consuming than other backup options. 

Full backups require more disk, tape, or network drive space. 

Incremental Backup 

An incremental backup provides a backup of files that have changed or are new since the last incremental 
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backup. 

For the first incremental backup, all files in the file set are backed up (just as in a full backup). If you use 

the same file set to perform a incremental backup later, only the files that have changed are backed up. If 

you use the same file set for a third backup, only the files that have changed since the second backup are 

backed up, and so on. 

Incremental backup will clear the archive bit. 

Advantages: 

Backup time is faster than full backups. 

Incremental backups require less disk, tape, or network drive space. 

You can keep several versions of the same files on different backup sets. 

Disadvantages: 

In order to restore all the files, you must have all of the incremental backups available. 

It may take longer to restore a specific file since you must search more than one backup set to find the 

latest version of a file. 

Differential Backup 

A differential backup provides a backup of files that have changed since a full backup was performed. A 

differential backup typically saves only the files that are different or new since the last full backup. 

Together, a full backup and a differential backup include all the files on your computer, changed and 

unchanged. 

Differential backup do not clear the archive bits. 

Advantages: 

Differential backups require even less disk, tape, or network drive space than incremental backups. 

Backup time is faster than full or incremental backups. 

Disadvantages: 

Restoring all your files may take considerably longer since you may have to restore both the last differential and full
backup. 

Restoring an individual file may take longer since you have to locate the file on either the differential or full backup. 

For more info see: http://support.microsoft.com/kb/136621 

Source: KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer
Security, 2001, John Wiley and Sons, Page 69. 
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