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QUESTION 1

A Developer needs temporary access to resources in a second account. What is the MOST secure way to achieve
this? 

A. Use the Amazon Cognito user pools to get short-lived credentials for the second account. 

B. Create a dedicated IAM access key for the second account, and send it by mail. 

C. Create a cross-account access role, and use sts:AssumeRole API to get short-lived credentials. 

D. Establish trust, and add an SSH key for the second account to the IAM user. 

Correct Answer: C 

Reference: https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html 

 

QUESTION 2

A developer converted an existing program to an AWS Lambda function in the console. The program runs properly on a
local laptop, but shows an "Unable to import module" error when tested in the Lambda console. Which of the following
can fix the error? 

A. Install the missing module and specify the current directory as the target. Create a ZIP file to include all files under
the current directory, and upload the ZIP file. 

B. Install the missing module in a lib directory. Create a ZIP file to include all files under the lib directory, and upload the
ZIP file as dependency file. 

C. In the Lambda code, invoke a Linux command to install the missing modules under the /usr/lib directory. 

D. In the Lambda console, create a LB_LIBRARY_PATH environment and specify the value for the system library plan. 

Correct Answer: A 

Reference: https://docs.aws.amazon.com/lambda/latest/dg/lambda-dg.pdf 

 

QUESTION 3

What item operation allows the retrieval of multiple items from a DynamoDB table in a single API call? 

A. GetItem 

B. BatchGetItem 

C. GetMultipleItems 

D. GetItemRange 

Correct Answer: B 
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_BatchGetItem.html 

 

QUESTION 4

A developer is writing a new serverless application for a company. Several other developers must collaborate on the
code for this application, and the company expects frequent changes to the code. The developer needs to deploy the
code from source control to AWS Lambda with the fewest number of manual steps. 

Which strategy for the build and deployment should the developer use to meet these requirements? 

A. Build the code locally, and then upload the code into the source control system. When a release is needed, run AWS
CodePipeline to extract the uploaded build and deploy the resources. 

B. Use the AWS Serverless Application Model (AWS SAM) CLI to build and deploy the application from the
developer\\'s local machine with the latest version checked out locally. 

C. Use AWS CodeBuild and AWS CodePipeline to invoke builds and corresponding deployments when configured
source controlled branches have pull requests merged into them. 

D. Use the Lambda console to upload a .zip file of the application that is created by the AWS Serverless Application
Model (AWS SAM) CLI build command. 

Correct Answer: D 

 

QUESTION 5

When a Developer tries to run an AWS CodeBuild project, it raises an error because the length of all environment
variables exceeds the limit for the combined maximum of characters. 

What is the recommended solution? 

A. Add the export LC_ALL="en_US.utf8" command to the pre_build section to ensure POSIX localization. 

B. Use Amazon Cognito to store key-value pairs for large numbers of environment variables. 

C. Update the settings for the build project to use an Amazon S3 bucket for large numbers of environment variables. 

D. Use AWS Systems Manager Parameter Store to store large numbers of environment variables. 

Correct Answer: D 

 

QUESTION 6

A Developer has a stateful web server on-premises that is being migrated to AWS. The Developer must have greater
elasticity in the new design. How should the Developer re-factor the application to make it more elastic? (Choose two.) 

A. Use pessimistic concurrency on Amazon DynamoDB 

B. Use Amazon CloudFront with an Auto Scaling group 

C. Use Amazon CloudFront with an AWS Web Application Firewall 
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D. Store session state data in an Amazon DynamoDB table 

E. Use an ELB with an Auto Scaling group 

Correct Answer: DE 

 

QUESTION 7

A developer is building a highly secure healthcare application using serverless components. This application requires
writing temporary data to /tmp storage on an AWS Lambda function. How should the developer encrypt this data? 

A. Enable Amazon EBS volume encryption with an AWS KMS CMK in the Lambda function configuration so that all
storage attached to the Lambda function is encrypted. 

B. Set up the Lambda function with a role and key policy to access an AWS KMS CMK. Use the CMK to generate a
data key used to encrypt all data prior to writing to /tmp storage. 

C. Use OpenSSL to generate a symmetric encryption key on Lambda startup. Use this key to encrypt the data prior to
writing to /tmp storage. 

D. Use an on-premises hardware security module (HSM) to generate keys, where the Lambda function requests a data
key from the HSM and uses that to encrypt data on all requests to the function. 

Correct Answer: B 

Reference: https://aws.amazon.com/kms/faqs/ 

 

QUESTION 8

A company is running an application built on AWS Lambda functions. One Lambda function has performance multiple
times a second. What solution would give the BEST performance increase? 

A. Cache the file in the /tmp directory 

B. Increase the Lambda maximum execution time 

C. Put an Elastic Load Balancer in front of the Lambda function 

D. Cache the file in Amazon S3 

Correct Answer: A 

https://docs.aws.amazon.com/lambda/latest/dg/runtimes-context.html 

 

QUESTION 9

A developer is creating an event handling system. To handle messages asynchronously, the developer created a
standard Amazon SQS queue. Quality assurance testing reveals that some events were processed multiple times. What
is the recommended way to ensure the events are not processed more than once? 

A. Change long polling to short polling. 
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B. Use a FIFO queue and configure deduplication. 

C. Convert the standard SQS queue into a FIFO queue. 

D. Send the messages with message timers. 

Correct Answer: B 

Reference: https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html 

 

QUESTION 10

An AWS Elastic Beanstalk application needs to be deployed in multiple regions and requires a different Amazon
Machine Image (AMI) in each region. Which AWS CloudFormation template key can be used to specify the correct AMI
for each region? 

A. Parameters 

B. Outputs 

C. Mappings 

D. Resources 

Correct Answer: C 

https://docs.aws.amazon.com/marketplace/latest/userguide/cloudformation.html 

 

QUESTION 11

A Development team is working on a case management solution that allows medical claims to be processed and
reviewed. Users log in to provide information related to their medical and financial situations. 

As part of the application, sensitive documents such as medical records, medical imaging, bank statements, and
receipts are uploaded to Amazon S3. All documents must be securely transmitted and stored. All access to the
documents must 

be recorded for auditing. 

What is the MOST secure approach? 

A. Use S3 default encryption using Advanced Encryption Standard-256 (AES-256) on the destination bucket. 

B. Use Amazon Cognito for authorization and authentication to ensure the security of the application and documents. 

C. Use AWS Lambda to encrypt and decrypt objects as they are placed into the S3 bucket. 

D. Use client-side encryption/decryption with Amazon S3 and AWS KMS. 

Correct Answer: A 

https://aws.amazon.com/s3/faqs/?nc1=h_ls. 
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QUESTION 12

A developer is deploying an application on Amazon EC2 instances that run in Account A. The application needs to read
data from an existing Amazon Kinesis data stream in Account B. Which actions should the developer take to provide the
application with access to the stream? (Choose two.) 

A. Update the instance profile role in Account A with stream read permissions 

B. Create an IAM role with stream read permissions in Account B 

C. Add a trust policy to the instance profile role and IAM role in Account ? to allow the instance profile role to assume
the IAM role 

D. Add a trust policy to the instance profile role and IAM role in Account ? to allow reads from the stream 

E. Add a resource-based policy in Account ? to allow read access from the instance profile role 

Correct Answer: AB 

Reference: https://docs.databricks.com/administration-guide/cloud-configurations/aws/iam-kinesis.html 

 

QUESTION 13

An on-premises application is implemented using a Linux, Apache, MySQL and PHP (LAMP) stack. The Developer
wants to run this application in AWS. 

Which of the following sets of AWS services can be used to run this stack? 

A. Amazon API Gateway, Amazon S3 

B. AWS Lambda, Amazon DynamoDB 

C. Amazon EC2, Amazon Aurora 

D. Amazon Cognito, Amazon RDS 

E. Amazon ECS, Amazon EBS 

Correct Answer: C 

 

QUESTION 14

A developer is running an application on an Amazon EC2 instance. When the application tries to read an Amazon S3
bucket the application fails. The developer notices that the associated IAM role is missing the S3 read permission. The
developer needs to give the application the ability to read the S3 bucket. 

Which solution will meet this requirement with the LEAST application disruption? 

A. Add the permission to the role. Terminate the existing EC2 instance. Launch a new EC2 instance 

B. Add the permission to the role so that the change will take effect automatically 
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C. Add the permission to the role. Hibernate and restart the existing EC2 instance. 

D. Add the permission to the S3 bucket. Restart the EC2 instance. 

Correct Answer: D 

Reference: https://aws.amazon.com/premiumsupport/knowledge-center/ec2-instance-access-s3-bucket/ 

 

QUESTION 15

Your application is trying to upload a 6 GB file to Simple Storage Service and receive a "Your proposed upload exceeds
the maximum allowed object size." error message. What is a possible solution for this? 

A. None, Simple Storage Service objects are limited to 5 GB 

B. Use the multi-part upload API for this object 

C. Use the large object upload API for this object 

D. Contact support to increase your object size limit 

E. Upload to a different region 

Correct Answer: B 

https://docs.aws.amazon.com/AmazonS3/latest/dev/mpuoverview.html 
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