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QUESTION 1

Your company has a set of EC2 Instances defined in AWS. They need to ensure that all traffic packets are monitored
and inspected for any security threats. How can this be achieved? Choose 2 answers from the options given below 

Please select: 

A. Use a host based intrusion detection system 

B. Use a third party firewall installed on a central EC2 instance 

C. Use VPC Flow logs 

D. Use Network Access control lists logging 

Correct Answer: AB 

If you want to inspect the packets themselves, then you need to use custom based software A diagram representation
of this is given in the AWS Security best practices Option C is invalid because VPC Flow logs cannot conduct packet
inspection. For more information on AWS Security best practices, please refer to below URL: The correct answers are:
Use a host based intrusion detection system. Use a third party firewall installed on a central EC2 
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QUESTION 2

A company is running third-party WAF software on AWS. The company\\'s security team discovers that the third-party
WAF software has vulnerabilities that can lead to server-side request forgery (SSRF) attacks. Because of this discovery,
the security team mandates that the entire AWS infrastructure must use version 2 of the instance metadata service
(IMDSv2). 

At the planned completion of the implementation of IMDSv2, the security team uses the Amazon CloudWatch metric
Amazon EC2:MetadataNoToken and determines that hundreds of old IMDSv1 requests still are occurring each day. The
security team is willing to risk the availability of the company\\'s application to finish this implementation. 

Which combination of steps should the security team take to complete the migration to IMDSv2 in the AWS
environment? (Choose two.) 

A. Write and enforce an IAM policy that denies the ec2:runinstances action when the ec2:MetadataHttpTokens condition
key is not set to required. 

B. Use the ec2 modify-instance-metadata-options command from the AWS CLI with the http-putresponse-hop-limit 0
option. 
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C. Use the ec2 modify-instance-metadata-options command from the AWS CLI with the --http-tokens required option. 

D. Modify instance security groups to deny all outbound HTTP traffic to 169.254.169.254. 

E. From each of the AWS account EC2 instances run the following command: TOKEN= \\'curl -X PUT
"http://169.254.169.254/latest/api/token" -H "X-aws-ec2-metadata-token-ttlseconds: 21600" \\' curl
http://169.254.169.254/latest/meta-data/profile -H "X-aws-ec2-metadata-token: $TOKEN" 

Correct Answer: CE 

Reference: https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadataoptions.html 

 

QUESTION 3

A company plans to move most of its IT infrastructure to AWS. The company wants to leverage its existing on-premises
Active Directory as an identity provider for AWS. 

Which steps should be taken to authenticate to AWS services using the company\\'s on- premises Active Directory?
(Choose three). 

A. Create IAM roles with permissions corresponding to each Active Directory group. 

B. Create IAM groups with permissions corresponding to each Active Directory group. 

C. Create a SAML provider with IAM. 

D. Create a SAML provider with Amazon Cloud Directory. 

E. Configure AWS as a trusted relying party for the Active Directory 

F. Configure IAM as a trusted relying party for Amazon Cloud Directory. 

Correct Answer: ACE 

https://aws.amazon.com/blogs/security/aws-federated-authentication-with-active-directory-federationservices-ad-fs/ 

 

QUESTION 4

The Development team receives an error message each time the team members attempt to encrypt or decrypt a Secure
String parameter from the SSM Parameter Store by using an AWS KMS customer managed key (CMK). 

Which CMK-related issues could be responsible? (Choose two.) 

A. The CMK specified in the application does not exist. 

B. The CMK specified in the application is currently in use. 

C. The CMK specified in the application is using the CMK KeyID instead of CMK Amazon Resource Name. 

D. The CMK specified in the application is not enabled. 

E. The CMK specified in the application is using an alias. 
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Correct Answer: AD 

https://docs.amazonaws.cn/en_us/kms/latest/developerguide/services-parameter-store.html 

 

QUESTION 5

A developer is creating an AWS Lambda function that requires environment variables to store connection information
and logging settings. The developer is required to use an AWS KMS Customer Master Key (CMK> supplied by the
information security department in order to adhere to company standards for securing Lambda environment variables. 

Which of the following are required for this configuration to work? (Select TWO.) 

A. The developer must configure Lambda access to the VPC using the --vpc-config parameter. 

B. The Lambda function execution role must have the kms:Decrypt- permission added in the AWS IAM policy. 

C. The KMS key policy must allow permissions for the developer to use the KMS key. 

D. The AWS IAM policy assigned to the developer must have the kmseGcnerate-DataKcy permission added. 

E. The Lambda execution role must have the kms:Encrypt permission added in the AWS IAM policy. 

Correct Answer: AB 

 

QUESTION 6

AWS CloudTrail is being used to monitor API calls in an organization. An audit revealed that CloudTrail is failing to
deliver events to Amazon S3 as expected. 

What initial actions should be taken to allow delivery of CloudTrail events to S3? (Select two.) 

A. Verify that the S3 bucket policy allow CloudTrail to write objects. 

B. Verify that the IAM role used by CloudTrail has access to write to Amazon CloudWatch Logs. 

C. Remove any lifecycle policies on the S3 bucket that are archiving objects to Amazon Glacier. 

D. Verify that the S3 bucket defined in CloudTrail exists. 

E. Verify that the log file prefix defined in CloudTrail exists in the S3 bucket. 

Correct Answer: BD 

https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-s3-bucket-policy-for-cloudtrail.html 

 

QUESTION 7

A company has two software development teams that are creating applications that store sensitive data in Amazon S3.
Each team\\'s data must always be separate. The company\\'s security team must design a data encryption strategy for
both teams that provides the ability to audit key usage. The solution must also minimize operational overhead. 
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What should the security team recommend? 

A. Tell the application teams to use two different S3 buckets with separate AWS Key Management Service (AWS KMS)
AWS managed CMKs. Limit the key policies to allow encryption and decryption of the CMKs to their respective teams
only. Force the teams to use encryption context to encrypt and decrypt. 

B. Tell the application teams to use two different S3 buckets with a single AWS Key Management Service (AWS KMS)
AWS managed CMK. Limit the key policy to allow encryption and decryption of the CMK only. Do not allow the teams to
use encryption context to encrypt and decrypt. 

C. Tell the application teams to use two different S3 buckets with separate AWS Key Management Service (AWS KMS)
customer managed CMKs Limit the key policies to allow encryption and decryption of the CMKs to their respective
teams only Force the teams to use encryption context to encrypt and decrypt 

D. Tell the application teams to use two different S3 buckets with a single AWS Key Management Service (AWS KMS)
customer managed CMK Limit the key policy to allow encryption and decryption of the CMK only Do not allow the teams
to use encryption context to encrypt and decrypt 

Correct Answer: B 

 

 

QUESTION 8

A company needs a forensic-logging solution for hundreds of applications running in Docker on Amazon EC2 The
solution must perform real-time analytics on the togs must support the replay of messages and must persist the logs. 

Which AWS services should be used to meet these requirements? (Select TWO) 

A. Amazon Athena 

B. Amazon Kinesis 

C. Amazon SQS 

D. Amazon Elasticsearch 

E. Amazon EMR 

Correct Answer: BD 

 

QUESTION 9

A company plans to move most of its IT infrastructure to AWS. They want to leverage their existing on-premises Active
Directory as an identity provider for AWS. 

Which combination of steps should a Security Engineer take to federate the company\\'s on- premises Active Directory
with AWS? (Choose two.) 

A. Create IAM roles with permissions corresponding to each Active Directory group. 

B. Create IAM groups with permissions corresponding to each Active Directory group. 
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C. Configure Amazon Cloud Directory to support a SAML provider. 

D. Configure Active Directory to add relying party trust between Active Directory and AWS. 

E. Configure Amazon Cognito to add relying party trust between Active Directory and AWS. 

Correct Answer: AD 

https://aws.amazon.com/blogs/security/how-to-establish-federated-access-to-your-aws-resources-byusing-active-
directory-user-attributes/ 

 

QUESTION 10

A global company that deals with International finance is investing heavily in cryptocurrencies and wants to experiment
with mining technologies using AWS. The company\\'s security team has enabled Amazon GuardDuty and is concerned
by the number of findings being generated by the accounts. The security team wants to minimize the possibility of
GuardDuty finding false negatives for compromised instances that are performing mining 

How can the security team continue using GuardDuty while meeting these requirements? 

A. In the GuardDuty console, select the CryptoCurrency:EC2/BitcoinTool B\\'DNS finding and use the suppress findings
option 

B. Create a custom AWS Lambda function to process newly detected GuardDuty alerts Process the CryptoCurrency
EC2/BitcoinTool BIDNS alert and filter out the high-severity finding types only. 

C. When creating a new Amazon EC2 Instance, provide the instance with a specific tag that indicates it is performing
mining operations Create a custom AWS Lambda function to process newly detected GuardDuty alerts and filter for the
presence of this tag 

D. When GuardDuty produces a cryptocurrency finding, process the finding with a custom AWS Lambda function to
extract the instance ID from the finding Then use the AWS Systems Manager Run Command to check for a running
process performing mining operations 

Correct Answer: A 

 

QUESTION 11

A company is planning on using AWS EC2 and AWS Cloudfrontfor their web application. For which one of the below
attacks is usage of Cloudfront most suited for? 

Please select: 

A. Cross side scripting 

B. SQL injection 

C. DDoS attacks 

D. Malware attacks 

Correct Answer: C 
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The below table from AWS shows the security capabilities of AWS Cloudfront AWS Cloudfront is more prominent for
DDoS attacks. 

Options A,B and D are invalid because Cloudfront is specifically used to protect sites against DDoS attacks For more
information on security with Cloudfront, please refer to the below Link:
https://d1.awsstatic.com/whitepapers/Security/Secure content delivery with CloudFront whitepaper.pdf The correct
answer is: DDoS attacks 

 

QUESTION 12

You have a set of application , database and web servers hosted in AWS. The web servers are placed behind an ELB.
There are separate security groups for the application, database and web servers. The network security groups have
been defined accordingly. There is an issue with the communication between the application and database servers. In
order to troubleshoot the issue between just the application and database server, what is the ideal set of MINIMAL steps
you would take? 

Please select: 

A. Check the Inbound security rules for the database security group Check the Outbound security rules for the
application security group 

B. Check the Outbound security rules for the database security group I Check the inbound security rules for the
application security group 

C. Check the both the Inbound and Outbound security rules for the database security group Check the inbound security
rules for the application security group 

D. Check the Outbound security rules for the database security group Check the both the Inbound and Outbound
security rules for the application security group 

Correct Answer: A 

Here since the communication would be established inward to the database server and outward from the application
server, you need to ensure that just the Outbound rules for application server security groups are checked. And then
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just the Inbound rules for database server security groups are checked. Option B can\\'t be the correct answer. It says
that we need to check the outbound security group which is not needed. We need to check the inbound for DB SG and
outbound of Application SG. Because, this two group need to communicate with each other to function properly. Option
C is invalid because you don\\'t need to check for Outbound security rules for the database security group Option D is
invalid because you don\\'t need to check for Inbound security rules for the application security group For more
information on Security Groups, please refer to below URL: The correct answer is: Check the Inbound security rules for
the database security group Check the Outbound security rules for the application security group 

 

QUESTION 13

A Security Architect is evaluating managed solutions for storage of encryption keys. The requirements are: 

-Storage is accessible by using only VPCs. 

-Service has tamper-evident controls. 

-Access logging is enabled. 

-Storage has high availability. 

Which of the following services meets these requirements? 

A. Amazon S3 with default encryption 

B. AWS CloudHSM 

C. Amazon DynamoDB with server-side encryption 

D. AWS Systems Manager Parameter Store 

Correct Answer: B 

 

QUESTION 14

A corporation is preparing to acquire several companies. A Security Engineer must design a solution to ensure that
newly acquired AWS accounts follow the corporation\\'s security best practices. The solution should monitor each
Amazon S3 bucket for unrestricted public write access and use AWS managed services. 

What should the Security Engineer do to meet these requirements? 

A. Configure Amazon Macie to continuously check the configuration of all S3 buckets. 

B. Enable AWS Config to check the configuration of each S3 bucket. 

C. Set up AWS Systems Manager to monitor S3 bucket policies for public write access. 

D. Configure an Amazon EC2 instance to have an IAM role and a cron job that checks the status of all S3 buckets. 

Correct Answer: C 

 

QUESTION 15
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A company has an existing AWS account and a set of critical resources hosted in that account. The employee who was
in-charge of the root account has left the company. What must be now done to secure the account. Choose 3 answers
from the options given below. 

Please select: 

A. Change the access keys for all IAM users. 

B. Delete all custom created IAM policies 

C. Delete the access keys for the root account 

D. Confirm MFAtoa secure device 

E. Change the password for the root account 

F. Change the password for all IAM users 

Correct Answer: CDE 

Now if the root account has a chance to be compromised, then you have to carry out the below steps 

1.

 Delete the access keys for the root account 

2.

 Confirm MFA to a secure device 

3.

 Change the password for the root account This will ensure the employee who has left has no change to compromise
the resources in AWS. Option A is invalid because this would hamper the working of the current IAM users Option B is
invalid because this could hamper the current working of services in your AWS account Option F is invalid because this
would hamper the working of the current IAM users For more information on IAM root user, please visit the following
URL: https://docs.aws.amazon.com/IAM/latest/UserGuide/id root-user.html The correct answers are: Delete the access
keys for the root account Confirm MFA to a secure device. Change the password for the root account 
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