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QUESTION 1

A company runs its application in the eu-west-1 Region and has one account for each of its environments development,
testing, and production All the environments are running 24 hours a day 7 days a week by using stateful Amazon EC2
instances and Amazon RDS for MySQL databases The databases are between 500 GB and 800 GB in size. 

The development team and testing team work on business days during business hours, but the production environment
operates 24 hours a day. 7 days a week. The company wants to reduce costs AH resources are tagged with an
environment tag with either development, testing, or production as the key. 

What should a solutions architect do to reduce costs with the LEAST operational effort? 

A. Create an Amazon EventBridge (Amazon CloudWatch Events) rule that runs once every day Configure the rule to
invoke one AWS Lambda function that starts or stops instances based on the tag day and time. 

B. Create an Amazon EventBridge (Amazon CloudWatch Events) rule that runs every business day in the evening.
Configure the rule to invoke an AWS Lambda function that stops instances based on the tag-Create a second
EventBridge (CloudWatch Events) rule that runs every business day in the morning Configure the second rule to invoke
another Lambda function that starts instances based on the tag 

C. Create an Amazon EventBridge (Amazon CloudWatch Events) rule that runs every business day in the evening
Configure the rule to invoke an AWS Lambda function that terminates instances based on the tag Create a second
EventBridge (CloudWatch Events) rule that runs every business day in the morning Configure the second rule to invoke
another Lambda function that restores the instances from their last backup based on the tag. 

D. Create an Amazon EventBridge (Amazon CloudWatch Events) rule that runs every hour Configure the rule to invoke
one AWS Lambda function that terminates or restores instances from their ....based on 

the tag. day, and time 

Correct Answer: C 

 

QUESTION 2

A weather service provides high-resolution weather maps from a web application hosted on AWS in the eu-west-1
Region. The weather maps are updated frequently and stored in Amazon S3 along with static HTML content. The web
application is fronted by Amazon CloudFront. 

The company recently expanded to serve users in the us-east-1 Region, and these new users report that viewing their
respective weather maps is slow from time to time. 

Which combination of steps will resolve the us-east-1 performance issues? (Choose two.) 

A. Configure the AWS Global Accelerator endpoint for the S3 bucket in eu-west-1. Configure endpoint groups for TCP
ports 80 and 443 in us-east-1. 

B. Create a new S3 bucket in us-east-1. Configure S3 cross-Region replication to synchronize from the S3 bucket in eu-
west-1. 

C. Use Lambda@Edge to modify requests from North America to use the S3 Transfer Acceleration endpoint in us-
east-1. 

D. Use Lambda@Edge to modify requests from North America to use the S3 bucket in us-east-1. 
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E. Configure the AWS Global Accelerator endpoint for us-east-1 as an origin on the CloudFront distribution. Use
Lambda@Edge to modify requests from North America to use the new origin. 

Correct Answer: BC 

 

QUESTION 3

A company with global offices has a single 1 Gbps AWS Direct Connect connection to a single AWS Region. The
company\\'s on-premises network uses the connection to communicate with the company\\'s resources in the AWS
Cloud. The connection has a single private virtual interface that connects to a single VPC. 

A solutions architect must implement a solution that adds a redundant Direct Connect connection in the same Region.
The solution also must provide connectivity to other Regions through the same pair of Direct Connect connections as
the company expands into other Regions. 

Which solution meets these requirements? 

A. Provision a Direct Connect gateway. Delete the existing private virtual interface from the existing connection. Create
the second Direct Connect connection. Create a new private virtual interface on each connection, and connect both
private virtual interfaces to the Direct Connect gateway. Connect the Direct Connect gateway to the single VPC. 

B. Keep the existing private virtual interface. Create the second Direct Connect connection. Create a new private virtual
interface on the new connection, and connect the new private virtual interface to the 

single VPC. 

C. Keep the existing private virtual interface. Create the second Direct Connect connection. Create a new public virtual
interface on the new connection and connect the new public virtual interface to the single VPC. 

D. Provision a transit gateway. Delete the existing private virtual interface from the existing connection. Create the
second Direct Connect connection. Create a new private virtual interface on each connection, and connect both private
virtual interfaces to the transit gateway. Associate the transit gateway with the single VPC. 

Correct Answer: A 

A Direct Connect gateway is a globally available resource. You can create the Direct Connect gateway in any Region
and access it from all other Regions. The following describe scenarios where you can use a Direct Connect gateway. 

Reference: https://docs.aws.amazon.com/directconnect/latest/UserGuide/WorkingWithVirtualInterfaces.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/direct-connect-gateways-intro.html 

 

QUESTION 4

A user is sending a custom metric to CloudWatch. If the call to the CloudWatch APIs has different dimensions, but the
same metric name, how will CloudWatch treat all the requests? 

A. It will reject the request as there cannot be a separate dimension for a single metric. 

B. It will group all the calls into a single call. 

C. It will treat each unique combination of dimensions as a separate metric. 

D. It will overwrite the previous dimension data with the new dimension data. 
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Correct Answer: C 

A dimension is a key-value pair used to uniquely identify a metric. CloudWatch treats each unique 

combination of dimensions as a separate metric. 

Thus, if the user is making 4 calls with the same metric name but a separate dimension, it will create 4 

separate metrics. 

Reference: 

http://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/cloudwatch_concepts.html 

 

QUESTION 5

A company runs many workloads on AWS and uses AWS Organizations to manage its accounts. The workloads are
hosted on Amazon EC2, AWS Fargate, and AWS Lambda. Some of the workloads have unpredictable demand.
Accounts record high usage in some months and low usage in other months. 

The company wants to optimize its compute costs over the next 3 years. A solutions architect obtains a 6month average
for each of the accounts across the organization to calculate usage. 

Which solution will provide the MOST cost savings for all the organization\\'s compute usage? 

A. Purchase Reserved Instances for the organization to match the size and number of the most common EC2 instances
from the member accounts. 

B. Purchase a Compute Savings Plan for the organization from the management account by using the recommendation
at the management account level. 

C. Purchase Reserved Instances for each member account that had high EC2 usage according to the data from the last
6 months. 

D. Purchase an EC2 Instance Savings Plan for each member account from the management account based on EC2
usage data from the last 6 months. 

Correct Answer: A 

 

QUESTION 6

A company wants to replace its call center system with a solution built using AWS managed services. The company call
center would like the solution to receive calls, create contact flows, and scale to handle growth projections. The call
center would also like the solution to use deep learning capabilities to recognize the intent of the callers and handle
basic tasks, reducing the need to speak to an agent. The solution should also be able to query business applications
and provide relevant information back to callers as requested. 

Which services should the Solutions Architect use to build this solution? (Choose three.) 

A. Amazon Rekognition to identify who is calling. 

B. Amazon Connect to create a cloud-based contact center. 
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C. Amazon Alexa for Business to build conversational interfaces. 

D. AWS Lambda to integrate with internal systems. 

E. Amazon Lex to recognize the intent of the caller. 

F. Amazon SQS to add incoming callers to a queue. 

Correct Answer: BDE 

 

QUESTION 7

What RAID method is used on the Cloud Block Storage back-end to implement a very high level of reliability and
performance? 

A. RAID 1 (Mirror) 

B. RAID 5 (Blocks striped, distributed parity) 

C. RAID 10 (Blocks mirrored and striped) 

D. RAID 2 (Bit level striping) 

Correct Answer: C 

Cloud Block Storage back-end storage volumes employs the RAID 10 method to provide a very high level of reliability
and performance. 

Reference: http://www.rackspace.com/knowledge_center/product-faq/cloud-block-storage 

 

QUESTION 8

You have deployed a three-tier web application in a VPC with a CIDR block of 10.0.0.0/28. You initially deploy two web
servers, two application servers, two database servers and one NAT instance tor a total of seven EC2 instances. The
web, application and database servers are deployed across two availability zones (AZs). You also deploy an ELB in
front of the two web servers, and use Route53 for DNS Web (raffle gradually increases in the first few days following the
deployment, so you attempt to double the number of instances in each tier of the application to handle the new load
unfortunately some of these new instances fail to launch. 

Which of the following could be the root caused? (Choose two.) 

A. AWS reserves the first and the last private IP address in each subnet\\'s CIDR block so you do not have enough
addresses left to launch all of the new EC2 instances 

B. The Internet Gateway (IGW) of your VPC has scaled-up, adding more instances to handle the traffic spike, reducing
the number of available private IP addresses for new instance launches 

C. The ELB has scaled-up, adding more instances to handle the traffic spike, reducing the number of available private
IP addresses for new instance launches 

D. AWS reserves one IP address in each subnet\\'s CIDR block for Route53 so you do not have enough addresses left
to launch all of the new EC2 instances 
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E. AWS reserves the first four and the last IP address in each subnet\\'s CIDR block so you do not have enough
addresses left to launch all of the new EC2 instances 

Correct Answer: CE 

Reference: http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Subnets.html 

 

QUESTION 9

A company is hosting a single-page web application in the AWS Cloud. The company is using Amazon CloudFront to
reach its goal audience. The CloudFront distribution has an Amazon S3 bucket that is configured as its origin. The static
files for the web application are stored in this S3 bucket. 

The company has used a simple routing policy to configure an Amazon Route 53 A record The record points to the
CloudFront distribution The company wants to use a canary deployment release strategy for new versions of the
application. 

What should a solutions architect recommend to meet these requirements? 

A. Create a second CloudFront distribution for the new version of the application. Update the Route 53 record to use a
weighted routing policy. 

B. Create a Lambda@Edge function. Configure the function to implement a weighting algorithm and rewrite the URL to
direct users to a new version of the application. 

C. Create a second S3 bucket and a second CloudFront origin for the new S3 bucket Create a CloudFront origin group
that contains both origins Configure origin weighting for the origin group. 

D. Create two Lambda@Edge functions. Use each function to serve one of the application versions Set up a CloudFront
weighted Lambda@Edge invocation policy 

Correct Answer: A 

 

QUESTION 10

A company is implementing a multi-account strategy; however, the Management team has expressed concerns that
services like DNS may become overly complex. The company needs a solution that allows private DNS to be shared
among virtual private clouds (VPCs) in different accounts. The company will have approximately 50 accounts in total. 

What solution would create the LEAST complex DNS architecture and ensure that each VPC can resolve all AWS
resources? 

A. Create a shared services VPC in a central account, and create a VPC peering connection from the shared services
VPC to each of the VPCs in the other accounts. Within Amazon Route 53, create a privately hosted zone in the shared
services VPC and resource record sets for the domain and subdomains. Programmatically associate other VPCs with
the hosted zone. 

B. Create a VPC peering connection among the VPCs in all accounts. Set the VPC attributes enableDnsHostnames and
enableDnsSupport to "true" for each VPC. Create an Amazon Route 53 private zone for each VPC. Create resource
record sets for the domain and subdomains. Programmatically associate the hosted zones in each VPC with the other
VPCs. 

C. Create a shared services VPC in a central account. Create a VPC peering connection from the VPCs in other
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accounts to the shared services VPC. Create an Amazon Route 53 privately hosted zone in the shared services VPC
with resource record sets for the domain and subdomains. Allow UDP and TCP port 53 over the VPC peering
connections. 

D. Set the VPC attributes enableDnsHostnames and enableDnsSupport to "false" in every VPC. Create an AWS Direct
Connect connection with a private virtual interface. Allow UDP and TCP port 53 over the virtual interface. Use the on-
premises DNS servers to resolve the IP addresses in each VPC on AWS. 

Correct Answer: A 

 

QUESTION 11

A company built an ecommerce website on AWS using a three-tier web architecture. The application is Java-based and
composed of an Amazon CloudFront distribution, an Apache web server layer of Amazon EC2 instances in an Auto
Scaling group, and a backend Amazon Aurora MySQL database. 

Last month, during a promotional sales event, users reported errors and timeouts while adding items to their shopping
carts. The operations team recovered the logs created by the web servers and reviewed Aurora DB cluster performance
metrics. Some of the web servers were terminated before logs could be collected and the Aurora metrics were not
sufficient for query performance analysis. 

Which combination of steps must the solutions architect take to improve application performance visibility during peak
traffic events? (Choose three.) 

A. Configure the Aurora MySQL DB cluster to publish slow query and error logs to Amazon CloudWatch Logs. 

B. Implement the AWS X-Ray SDK to trace incoming HTTP requests on the EC2 instances and implement tracing of
SQL queries with the X-Ray SDK for Java. 

C. Configure the Aurora MySQL DB cluster to stream slow query and error logs to Amazon Kinesis 

D. Install and configure an Amazon CloudWatch Logs agent on the EC2 instances to send the Apache logs to
CloudWatch Logs. 

E. Enable and configure AWS CloudTrail to collect and analyze application activity from Amazon EC2 and Aurora. 

F. Enable Aurora MySQL DB cluster performance benchmarking and publish the stream to AWS X-Ray. 

Correct Answer: ABD 

https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_LogAccess.Co
ncepts.MySQL.html#USER_LogAccess.MySQLDB.PublishAuroraMySQLtoCloudWatchLogs https://
aws.amazon.com/blogs/mt/simplifying-apache-server-logs-with-amazon-cloudwatch-logs-insights/
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-dotnet-messagehandler.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-java-sqlclients.html 

 

QUESTION 12

A company has an on-premises monitoring solution using a PostgreSQL database for persistence of events. The
database is unable to scale due to heavy ingestion and it frequently runs out of storage. 

The company wants to create a hybrid solution and has already set up a VPN connection between its network and
AWS. The solution should include the following attributes: 
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1.

 Managed AWS services to minimize operational complexity. 

2.

 A buffer that automatically scales to match the throughput of data and requires no ongoing administration. 

3.

 A visualization tool to create dashboards to observe events in near-real time. 

4.

 Support for semi-structured JSON data and dynamic schemas. 

Which combination of components will enable the company to create a monitoring solution that will satisfy these
requirements? (Choose two.) 

A. Use Amazon Kinesis Data Firehose to buffer events. Create an AWS Lambda function to process and transform
events. 

B. Create an Amazon Kinesis data stream to buffer events. Create an AWS Lambda function to process and transform
events. 

C. Configure an Amazon Aurora PostgreSQL DB cluster to receive events. Use Amazon QuickSight to read from the
database and create near-real-time visualizations and dashboards. 

D. Configure Amazon Elasticsearch Service (Amazon ES) to receive events. Use the Kibana endpoint deployed with
Amazon ES to create near-real-time visualizations and dashboards. 

E. Configure an Amazon Neptune DB instance to receive events. Use Amazon QuickSight to read from the database
and create near-real-time visualizations and dashboards. 

Correct Answer: DE 

 

QUESTION 13

A company currently runs a secure application on Amazon EC2 that takes files from on-premises locations through
AWS Direct Connect, processes them, and uploads them to a single Amazon S3 bucket. The application uses HTTPS
for encryption in transit to Amazon S3, and S3 server-side encryption to encrypt at rest. 

Which of the following changes should the Solutions Architect recommend to make this solution more secure without
impeding application\\'s performance? 

A. Add a NAT gateway. Update the security groups on the EC2 instance to allow access to and from the S3 IP range
only. Configure an S3 bucket policy that allows communication from the NAT gateway\\'s Elastic IP address only. 

B. Add a VPC endpoint. Configure endpoint policies on the VPC endpoint to allow access to the required Amazon S3
buckets only. Implement an S3 bucket policy that allows communication from the VPC\\'s source IP range only. 

C. Add a NAT gateway. Update the security groups on the EC2 instance to allow access to and from the S3 IP range
only. Configure an S3 bucket policy that allows communication from the source public IP address of the on-premises
network only. 
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D. Add a VPC endpoint. Configure endpoint policies on the VPC endpoint to allow access to the required S3 buckets
only. Implement an S3 bucket policy that allows communication from the VPC endpoint 

only. 

Correct Answer: D 

Reference: https://docs.aws.amazon.com/AmazonS3/latest/dev/example-bucket-policies-vpc-endpoint.html 

 

QUESTION 14

Cognito Sync is an AWS service that you can use to synchronize user profile data across mobile devices without
requiring your own backend. When the device is online, you can synchronize data. 

If you also set up push sync, what does it allow you to do? 

A. Notify other devices that a user profile is available across multiple devices 

B. Synchronize user profile data with less latency 

C. Notify other devices immediately that an update is available 

D. Synchronize online data faster 

Correct Answer: C 

Cognito Sync is an AWS service that you can use to synchronize user profile data across mobile devices without
requiring your own backend. When the device is online, you can synchronize data, and if you have also set up push
sync, notify other devices immediately that an update is available. 

Reference: http://docs.aws.amazon.com/cognito/devguide/sync/ 

 

QUESTION 15

A company is hosting an image-processing service on AWS in a VPC. The VPC extends across two Availability Zones.
Each Availability Zone contains one public subnet and one private subnet. 

The service runs on Amazon EC2 instances in the private subnets. An Application Load Balancer in the public subnets
is in front of the service. The service needs to communicate with the internet and does so through two NAT gateways.
The service uses Amazon S3 for image storage. The EC2 instances retrieve approximately 1 of data from an S3 bucket
each day. 

The company has promoted the service as highly secure. A solutions architect must reduce cloud expenditures as much
as possible without compromising the service\\'s security posture or increasing the time spent on ongoing operations. 

Which solution will meet these requirements? 

A. Replace the NAT gateways with NAT instances. In the VPC route table, create a route from the private subnets to the
NAT instances. 

B. Move the EC2 instances to the public subnets. Remove the NAT gateways. 

C. Set up an S3 gateway VPC endpoint in the VPC. Attach an endpoint policy to the endpoint to allow the required
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actions on the S3 bucket. 

D. Attach an Amazon Elastic File System (Amazon EFS) volume to the EC2 instances. Host the image on the EFS
volume. 

Correct Answer: C 

Create Amazon S3 gateway endpoint in the VPC and add a VPC endpoint policy. This VPC endpoint policy will have a
statement that allows S3 access only via access points owned by the organization. 

Reference: https://lifesciences-resources.awscloud.com/aws-storage-blog/managing-amazon-s3-accesswith-vpc-
endpoints-and-s3-access-points?Languages=Korean 
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