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QUESTION 1

A company relies on a fleet of Amazon EC2 instances to support an application. One of the EC2 instances was
scheduled for hardware maintenance by AWS. An operations team did not remove the EC2 instance from the fleet in
advance of the scheduled maintenance, and an unplanned outage resulted. A SysOps administrator must configure
notifications to let the operations team know about scheduled maintenance in the future. Which action should the
SysOps administrator take to meet this requirement? 

A. Create an AWS Lambda function K> look up user data settings of the EC2 instance and publish a notification to an
Amazon Simple Notification Service {Amazon SNS) topic. 

B. Create AWS Config rules to monitor the fleet of EC2 instances and publish a notification to an Amazon Simple
Notification Service {Amazon SNS) topic. 

C. Configure an Amazon EventBridge (Amazon CloudWatch Events) rule to publish AWS Personal Health Dashboard
events to an Amazon Simple Notification Service (Amazon SNS) topic. 

D. Configure an Amazon EventBridge (Amazon CloudWatch Events) rule to publish AWS Service Health Dashboard
events lo an Amazon Simple Notification Service (Amazon SNS) topic. 

Correct Answer: A 

 

QUESTION 2

A company needs to run a distributed application that processes large amount of data across multiple Amazon EC2
instances. The application is designed to tolerate processing interruptions. 

What is the MOST cost-effective Amazon EC2 pricing model for these requirements? 

A. Dedicated Hosts 

B. On-Demand Instances 

C. Reserved Instances 

D. Spot Instances 

Correct Answer: D 

Reference: https://aws.amazon.com/blogs/big-data/best-practices-for-running-apache-spark-applicationsusing-amazon-
ec2-spot-instances-with-amazon-emr/ 

 

QUESTION 3

A company has deployed a NAT instance to allow web servers to obtain software updates from the internet. There
latency on the NAT instance as the network grows. A SysOps Administrator needs to reduce latency on the instance in
a manner that a efficient, cost effective, and allow for scaling with future demand. Which action should be taken to
accomplish this? 

A. Add a second NAT instance and place both instance behind a load balancer. 
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B. Convert the NAT instance to a larger instance size. 

C. Replace the NAT instance with NAT gateway. 

D. Replace the NAT instance with a virtual private gateway. 

Correct Answer: C 

https://awscoach.net/nat-instance-vs-nat-gateway/ 

 

QUESTION 4

An organization recently faced a network outage while uploading data into one of their S3 buckets. This outage
generated many incomplete multipart uploads in that S3 bucket. A sysops administrator wants to delete the incomplete
multipart uploads and ensure that the incomplete multipart uploads are deleted automatically the next time such an
event occurs. 

How should this be done? 

A. Create an Amazon S3 Event Notification to trigger an AWS Lambda function that deletes incomplete multipart
uploads. 

B. Create an Amazon S3 lifecycle rule to abort incomplete multipart uploads so that they are deleted this time and in the
future. 

C. Use the AWS CLI to list all the multipart uploads, and abort all the incomplete uploads from the day of the event so
that they are deleted. 

D. Use the AWS Management Console to abort all the incomplete uploads from the day of the event so that they are
deleted. 

Correct Answer: B 

Reference: https://aws.amazon.com/blogs/aws/s3-lifecycle-management-update-support-for-multipartuploads-and-
delete-markers/ 

 

QUESTION 5

A user has created a queue named “awsmodule” with SQS. One of the consumers of queue is down for 3 days and
then becomes available. Will that component receive message from queue? 

A. Yes, since SQS by default stores message for 4 days 

B. No, since SQS by default stores message for 1 day only 

C. No, since SQS sends message to consumers who are available that time 

D. Yes, since SQS will not delete message until it is delivered to all consumers 

Correct Answer: A 

Explanation: SQS allows the user to move data between distributed components of applications so they can perform
different tasks without losing messages or requiring each component to be always available. Queues retain messages

Latest SOA-C01 Dumps | SOA-C01 Practice Test | SOA-C01 Exam Questions                                3 / 9

https://www.pass4lead.com/AWS-SysOps.html
https://www.pass4lead.com/AWS-SysOps.html
https://www.pass4lead.com/AWS-SysOps.html


https://www.pass4lead.com/AWS-SysOps.html
2023 Latest pass4lead SOA-C01 PDF and VCE dumps Download

for a set period of time. By default, a queue retains messages for four days. However, the user can configure a queue to
retain messages for up to 14 days after the message has been sent. 

 

QUESTION 6

Network ACLs are _______. 

A. stateful 

B. stateless 

C. asynchronous 

D. synchronous 

Correct Answer: B 

Explanation: 

Network ACLs are stateless; responses to allowed inbound traffic are subject to the rules for out-bound 

traffic (and vice versa). 

Reference: http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_ACLs.html 

 

QUESTION 7

On a weekly basis, the Administrator for a photo sharing website receives an archive of all files users have 

uploaded the previous week. these file archives can be as large as 10TB in size. For legal reasons, these 

archives must be saved with no possibility of someone deleting or modifying these archives. Occasionally, 

there may be a need to view the contents, but it is expected that retrieving them can take three or more 

hours. 

What should the Administrator do with the weekly archive? 

A. Upload the file to Amazon S3 through the AWS Management Console and apply a lifecycle policy to change the
storage class to Amazon Glacier. 

B. Upload the archive to the Amazon Glacier with the AWS CLI and enable Vault Lock. 

C. Create a Linux EC2 instance with an encrypted Amazon EBS volume and copy each weekly archive file for this
instance. 

D. Create a file gateway attached to a file share on an S3 bucket with the storage class S3 Infrequent Access. Upload
the archives via the gateway. 

Correct Answer: A 
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QUESTION 8

A company is managing a website with a global user base hosted on Amazon EC2 with an Application Load Balancer
(ALB). To reduce the load on the web servers, a SysOps administrator configures an Amazon CloudFront distribution
with the ALB as the origin. After a week of monitoring the solution, the administrator notices that requests are still being
served by the ALB and there is no change in the web server load. 

What are possible causes for this problem? (Choose two.) 

A. CloudFront does not have the ALB configured as the origin access identity. 

B. The DNS is still pointing to the ALB instead of the CloudFront distribution. 

C. The ALB security group is not permitting inbound traffic from CloudFront. 

D. The default, minimum, and maximum Time to Live (TTL) are set to 0 seconds on the CloudFront distribution. 

E. The target groups associated with the ALB are configured for sticky sessions. 

Correct Answer: AB 

 

QUESTION 9

What does Amazon IAM stand for? 

A. Amazon Identity and Authentication Mechanism 

B. Amazon Integrated Access Management 

C. Amazon Identity and Access Management 

D. None of these 

Correct Answer: C 

Explanation: 

Amazon IAM stands for Amazon Identity and Access Management. The "identity" aspect of AWS IAM 

helps you with the question "Who is that user?", often referred to as authentication. 

Reference: 

http://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_identity-management.html#intro-identityusers 

 

QUESTION 10

You have decided to change the Instance type for instances running in your application tier that are using 

Auto Scaling. 
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In which area below would you change the instance type definition? 

A. Auto Scaling launch configuration 

B. Auto Scaling group 

C. Auto Scaling policy 

D. Auto Scaling tags 

Correct Answer: A 

Explanation: 

http://docs.aws.amazon.com/AutoScaling/latest/DeveloperGuide/WhatIsAutoScaling.html 

 

QUESTION 11

A user wants to disable connection draining on an existing ELB. Which of the below mentioned statements helps the
user disable connection draining on the ELB? 

A. The user can only disable connection draining from CLI 

B. It is not possible to disable the connection draining feature once enabled 

C. The user can disable the connection draining feature from EC2 -> ELB console or from CLI 

D. The user needs to stop all instances before disabling connection draining 

Correct Answer: C 

Explanation: The Elastic Load Balancer connection draining feature causes the load balancer to stop sending new
requests to the back-end instances when the instances are deregistering or become unhealthy, while ensuring that
inflight requests continue to be served. The user can enable or disable connection draining from the AWS EC2 console
-> ELB or using CLI. 

 

QUESTION 12

A SysOps Administrator found that a newly-deployed Amazon EC2 application server is unable to connect to an existing
Amazon RDS database. After enabling VPC Flow Logs and confirming that the flow log is active on the console, the log
group cannot be located in Amazon CloudWatch. 

What are the MOST likely reasons for this situation? (Choose two.) 

A. The Administrator must configure the VPC Flow Logs to have them sent to AWS CloudTrail. 

B. The Administrator has waited less than ten minutes for the log group to be created in CloudWatch. 

C. The account VPC Flow Logs have been disabled by using a service control policy. 

D. No relevant traffic has been sent since the VPC Flow Logs were created 

E. The account has Amazon GuardDuty enabled. 
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Correct Answer: AD 

 

 

QUESTION 13

A SysOps Administrator maintains several Amazon EC2 instances that do not have access to the public internet. To
patch operating systems, the instances require outbound internet connectivity. For security reasons, the instances
should not be reachable from the public Internet. 

The Administrator deploys a NAT instance, updates the security groups, and configures the appropriate routes within
the route table. However, the instances are still unable to reach the Internet. 

What should be done to resolve the issue? 

A. Assign Elastic IP addresses to the instances and create a route from the private subnets to the internet gateway 

B. Delete the NAT instance and replace it with AWS WAF 

C. Disable source/destination checks on the NAT instance 

D. Start/stop the NAT instance so it is launched on a different host 

Correct Answer: A 

Reference: https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Scenario2.html 

 

QUESTION 14

A Security and Compliance team is reviewing Amazon EC2 workloads for unapproved AMI usage. 

Which action should a SysOps Administrator recommend? 

A. Create a custom report using AWS Systems Manager Inventory to identify unapproved AMIs 

B. Run Amazon Inspector on all EC2 instances and flag instances using unapproved AMIs 

C. Use an AWS Config rule to identify unapproved AMIs 

D. Use AWS Trusted Advisor to identify EC2 workloads using unapproved AMIs 

Correct Answer: C 

Reference: https://aws.amazon.com/blogs/devops/aws-config-checking-for-compliance-with-newmanaged-rule-options/ 

 

QUESTION 15

A user has created a VPC with the public and private subnets using the VPC wizard. The VPC has CIDR 20.0.0.0/16.
The public subnet uses CIDR 20.0.1.0/24. The user is planning to host a web server in the public subnet (port 80) and a
DB server in the private subnet (port 3306). The user is configuring a security group for the public subnet (WebSecGrp)
and the private subnet (DBSecGrp). Which of the below mentioned entries is required in the web server security group
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(WebSecGrp)? 

A. Configure Destination as DB Security group ID (DbSecGrp) for port 3306 Outbound 

B. 80 for Destination 0.0.0.0/0 Outbound 

C. Configure port 3306 for source 20.0.0.0/24 InBound 

D. Configure port 80 InBound for source 20.0.0.0/16 

Correct Answer: A 

Explanation: A user can create a subnet with VPC and launch instances inside that subnet. If the user has created a
public private subnet to host the web server and DB server respectively, the user should configure that the instances in
the public subnet can receive inbound traffic directly from the internet. Thus, the user should configure port 80 with
source 0.0.0.0/0 in InBound. The user should configure that the instance in the public subnet can send traffic to the
private subnet instances on the DB port. Thus, the user should configure the DB security group of the private subnet
(DbSecGrp) as the destination for port 3306 in Outbound. 
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