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QUESTION 1

HOTSPOT

You have an Azure virtual machine named VM1 that connects to a virtual network named VNet1. VM1 has the following
configurations:

Subnet: 10.0.0.0/24

Availability set: AVSet

Network security group (NSG): None

Private IP address: 10.0.0.4 (dynamic)

Public IP address: 40.90.219.6 (dynamic)

You deploy a standard, Internet-facing load balancer named slb1.

You need to configure slb1 to allow connectivity to VM1.

Which changes should you apply to VM1 as you configure slb1? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Hot Area: 

Correct Answer: 
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QUESTION 2

A web developer creates a web application that you plan to deploy as an Azure web app. 

Users must enter credentials to access the web application. 

You create a new web app named WebApp1 and deploy the web application to WebApp1. 

You need to disable anonymous access to WebApp1. 

What should you configure? 

A. Advanced Tools 

B. Authentication/Authorization 

C. Access control (IAM) 

D. Deployment credentials 

Correct Answer: B 

Anonymous access is an authentication method. It allows users to establish an anonymous connection. 

References: https://docs.microsoft.com/en-us/biztalk/core/guidelines-for-resolving-iis-permissions-problems 

 

QUESTION 3

You have an Azure Active Directory (Azure AD) tenant named Tenant1 and an Azure subscription named
Subscription1. 

You enable Azure AD Privileged Identity Management. 

You need to secure the members of the Lab Creator role. The solution must ensure that the lab creators request access
when they create labs. 

What should you do first? 
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A. From Azure AD Privileged Identity Management, edit the role settings for Lab Creator. 

B. From Subscription1, edit the members of the Lab Creator role. 

C. From Azure AD Identity Protection, create a user risk policy. 

D. From Azure AD Privileged Identity Management, discover the Azure resources of Subscription1. 

Correct Answer: A 

As a Privileged Role Administrator you can: Enable approval for specific roles 

Specify approver users and/or groups to approve requests 

View request and approval history for all privileged roles 

References: https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure 

 

QUESTION 4

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have an Azure web app named App1. App1 runs in an Azure App Service plan named Plan1. Plan1 is associated
to the Free pricing tier. 

You discover that App1 stops each day after running continuously for 60 minutes. 

You need to ensure that App1 can run continuously for the entire day. 

Solution: You add a triggered WebJob to App1. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

You need to change to Basic pricing Tier. 

Note: The Free Tier provides 60 CPU minutes / day. This explains why App1 is stops. The Basic tier has no such cap. 

References: 

https://azure.microsoft.com/en-us/pricing/details/app-service/windows/ 
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QUESTION 5

You plan to deploy a site-to-site VPN connection from on-premises network to your Azure environment. The VPN
connection will be established to the VNET01-USEA2 virtual network. 

You need to create the required resources in Azure for the planned site-to-site VPN. The solution must minimize costs. 

What should you do from the Azure portal? 

NOTE: This task may a very long time to complete. You do NOT need to wait for the deployment to complete this task
successfully. 

A. Check the answer in explanantion. 

Correct Answer: A 

See below. 

We create a VPN gateway. 

Step 1: 

On the left side of the portal page, click + and type \\'Virtual Network Gateway\\' in search. In Results, locate and click
Virtual network gateway. 

Step 2: 

At the bottom of the \\'Virtual network gateway\\' page, click Create. This opens the Create virtual network gateway
page. 

Step 3: 

On the Create virtual network gateway page, specify the values for your virtual network gateway. 

Gateway type: Select VPN. VPN gateways use the virtual network gateway type VPN. 

Virtual network: Choose the existing virtual network VNET01-USEA2 

Gateway subnet address range: You will only see this setting if you did not previously create a gateway subnet for your
virtual network. 

Step 4: 

Select the default values for the other setting, and click create. 
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The settings are validated and you\\'ll see the "Deploying Virtual network gateway" tile on the dashboard. 

Creating a gateway can take up to 45 minutes. 

Note: This task may take a very long time to complete. You do NOT need to wait for the deployment to complete this
task successfully. 

References: 

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal 

 

QUESTION 6

You discover that VM3 does NOT meet the technical requirements. 

You need to verify whether the issue relates to the NSGs. 

What should you use? 

A. Diagram in VNet1 

B. the security recommendations in Azure Advisor 

C. Diagnostic settings in Azure Monitor 

D. Diagnose and solve problems in Traffic Manager Profiles 
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E. IP flow verify in Azure Network Watcher 

Correct Answer: E 

Scenario: Contoso must meet technical requirements including: 

Ensure that VM3 can establish outbound connections over TCP port 8080 to the applications servers in the Montreal
office. 

IP flow verify checks if a packet is allowed or denied to or from a virtual machine. The information consists of direction,
protocol, local IP, remote IP, local port, and remote port. If the packet is denied by a security group, the name of the
rule 

that denied the packet is returned. While any source or destination IP can be chosen, IP flow verify helps administrators
quickly diagnose connectivity issues from or to the internet and from or to the on-premises environment. 

References: 

https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-ip-flow-verify-overview 

 

QUESTION 7

You have a public load balancer that balances ports 80 and 443 across three virtual machines. 

You need to direct all the Remote Desktop Protocol (RDP) connections to VM3 only. 

What should you configure? 

A. an inbound NAT rule 

B. a load balancing rule 

C. a new public load balancer for VM3 

D. a frontend IP configuration 

Correct Answer: A 

To port forward traffic to a specific port on specific VMs use an inbound network address translation (NAT) rule.
Incorrect Answers: 

B: Load-balancing rule to distribute traffic that arrives at frontend to backend pool instances. 

References: https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-overview 

 

QUESTION 8

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 
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After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have an Azure web app named App1. App1 runs in an Azure App Service plan named Plan1. Plan1 is associated
to the Free pricing tier. 

You discover that App1 stops each day after running continuously for 60 minutes. 

You need to ensure that App1 can run continuously for the entire day. 

Solution: You change the pricing tier of Plan1 to Basic. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

The Free Tier provides 60 CPU minutes / day. This explains why App1 is stops. The Basic tier has no such cap. 

References: https://azure.microsoft.com/en-us/pricing/details/app-service/windows/ 

 

QUESTION 9

You have five Azure virtual machines that run Windows Server 2016. The virtual machines are configured as web
servers. 

You have an Azure load balancer named LB1 that provides load balancing services for the virtual machines. 

You need to ensure that visitors are serviced by the same web server for each request. 

What should you configure? 

A. Floating IP (direct server return) to Disabled 

B. Session persistence to Client IP 

C. a health probe 

D. Session persistence to None 

Correct Answer: B 

You can set the sticky session in load balancer rules with setting the session persistence as the client IP. 

References: https://cloudopszone.com/configure-azure-load-balancer-for-sticky-sessions/ 

 

QUESTION 10

You are building a custom Azure function app to connect to Azure Event Grid. 
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You need to ensure that resources are allocated dynamically to the function app. Billing must be based on the
executions of the app. 

What should you configure when you create the function app? 

A. the Windows operating system and the Consumption plan hosting plan 

B. the Windows operating system and the App Service plan hosting plan 

C. the Docker container and an App Service plan that uses the B1 pricing tier 

D. the Docker container and an App Service plan that uses the S1 pricing tier 

Correct Answer: A 

Azure Functions runs in two different modes: Consumption plan and Azure App Service plan. The Consumption plan
automatically allocates compute power when your code is running. Your app is scaled out when needed to handle load,
and scaled down when code is not running. 

Incorrect Answers: 

B: When you run in an App Service plan, you must manage the scaling of your function app. 

References: https://docs.microsoft.com/en-us/azure/azure-functions/functions-create-first-azure-function 

 

QUESTION 11

You are the global administrator for an Azure Active Directory (Azure AD) tenant named adatum.com. 

You need to enable two-step verification for Azure users. 

What should you do? 

A. Create an Azure AD conditional access policy. 

B. Enable Azure AD Privileged Identity Management. 

C. Install and configure Azure AD Connect. 

D. Configure a playbook in Azure Security Center. 

Correct Answer: A 

References: https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-getstarted 

 

QUESTION 12

You are the global administrator for an Azure Directory (Azure AD) tenant named adatum.com. 

You need to enable two-step verification for Azure users. 

What should you do? 
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A. Create a single sign-in risk policy in Azure AD Identity Protection. 

B. Enable Azure AD Privileged Identity Management. 

C. Create and configure the Identity Hub. 

D. Configure a security policy in Azure Security Center. 

Correct Answer: A 

With Azure Active Directory Identity Protection, you can: require users to register for multi-factor authentication 

handle risky sign-ins and compromised users 

References: https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/flows 

 

QUESTION 13

You have an Azure subscription that contains a virtual network named VNet1. VNet1 contains four subnets named
Gateway, Perimeter, NVA, and Production. 

The NVA subnet contains two network virtual appliances (NVAs) that will perform network traffic inspection between the
Perimeter subnet and the Production subnet. 

You need to implement an Azure load balancer for the NVAs. The solution must meet the following requirements: 

The NVAs must run in an active-active configuration that uses automatic failover. 

The NVA must load balance traffic to two services on the Production subnet. The services have different IP addresses 

Which three actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct
selection is worth one point. 

A. Add two load balancing rules that have HA Ports enabled and Floating IP disabled. 

B. Deploy a standard load balancer. 

C. Add a frontend IP configuration, two backend pools, and a health probe. 

D. Add a frontend IP configuration, a backend pool, and a health probe. 

E. Add two load balancing rules that have HA Ports and floating IP enabled. 

F. Deploy a basic load balancer. 

Correct Answer: BCE 

A standard load balancer is required for the HA ports. 

Two backend pools are needed as there are two services with different IP addresses. 

Floating IP rule is used where backend ports are reused. 

Incorrect Answers: 
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F: HA Ports are not available for the basic load balancer. 

References: https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-standard-overview
https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-multivip-overview 

 

QUESTION 14

What should you create to configure AG2? 

A. multi-site listeners 

B. basic listeners 

C. URL path-based routing rules 

D. basic routing rules 

E. an additional public IP address 

Correct Answer: A 

AG2 must load balance incoming traffic in the following manner: 

-http://www.adatum.com will be load balanced across Pool21. 

-http://fabrikam.com will be load balanced across Pool22. 

You need to configure an Azure Application Gateway with multi-site listeners to direct different URLs to different pools. 

References: 

https://docs.microsoft.com/en-us/azure/application-gateway/multiple-site-overview 

 

QUESTION 15

You have an Azure subscription named Subscription1. 

In Subscription1, you create an Azure web app named WebApp1. WebApp1 will access an external service that
requires certificate authentication. 

You plan to require the use of HTTPS to access WebApp1. 

You need to upload certificates to WebApp1. 

In which formats should you upload the certificate? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

A PFX file contains the public key file (SSL Certificate) and its unique private key file. This is required for HTTPS
access. The web app will distribute the public key (in a CER file) to clients that connect to the web app. The CER file is
an SSL Certificate which has the public key of the external service. The external service will have the private key
associated with the public key contained in the CER file. 
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