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QUESTION 1

You have an Azure subscription named Subscription1. Subscription1 contains the resources in the following table. 

In Azure, you create a private DNS zone named adatum.com. You set the registration virtual network to VNet2. The
adatum.com zone is configured as shown in the following exhibit. 
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct
selection is worth one point. 

Hot Area: 

Correct Answer: 

Box 1: No Azure DNS provides automatic registration of virtual machines from a single virtual network that\\'s linked to a
private zone as a registration virtual network. VM5 does not belong to the registration virtual network though. Box 2: No
Forward DNS resolution is supported across virtual networks that are linked to the private zone as resolution virtual
networks. VM5 does belong to a resolution virtual network. Box 3: Yes VM6 belongs to registration virtual network, and
an A (Host) record exists for VM9 in the DNS zone. By default, registration virtual networks also act as resolution virtual
networks, in the sense that DNS resolution against the zone works from any of the virtual machines within the
registration virtual network. 

References: https://docs.microsoft.com/en-us/azure/dns/private-dns-overview 

You have an Azure subscription named Subscription1. Subscription1 contains a virtual machine named VM1. 

You install and configure a web server and a DNS server on VM1. 

VM1 has the effective network security rules shown in the following exhibit. 
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QUESTION 2

You have an Azure subscription. 

You enable multi-factor authentication for all users. 

Some users report that the email applications on their mobile device cannot connect to their Microsoft Exchange Online
mailbox. The users can access Exchange Online by using a web browser and from Microsoft Outlook 2016 on their 

computer. 

You need to ensure that the users can use the email applications on their mobile device. 

What should you instruct the users to do? 
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A. Reinstall the Microsoft Authenticator app. 

B. Create an app password. 

C. Enable self-service password reset. 

D. Reset the Azure Active Directory (Azure AD) password. 

Correct Answer: B 

If you\\'re enabled for multi-factor authentication, make sure that you have set up app passwords. 

Note: During your initial two-factor verification registration process, you\\'re provided with a single app password. If you
require more than one, you\\'ll have to create them yourself. 

Go to the Additional security verification page. 

References: 

https://docs.microsoft.com/en-us/office365/troubleshoot/sign-in/sign-in-to-office-365-azure-intune 

https://docs.microsoft.com/sv-se/azure/active-directory/user-help/multi-factor-authentication-end-user-app-passwords 

 

QUESTION 3

You have a Microsoft SQL Server Always On availability group on Azure virtual machines. You need to configure an
Azure internal load balancer as a listener for the availability group. What should you do? 

A. Enable Floating IP. 

B. Set Session persistence to Client IP and protocol. 

C. Set Session persistence to Client IP. 

D. Create an HTTP health probe on port 1433. 

Correct Answer: A 

Incorrect Answers: 

D: The Health probe is created with the TCP protocol, not with the HTTP protocol. 

References: 

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sql/virtual-machines-windows- portal-sql-alwayson-int-
listener 

 

QUESTION 4

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 
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others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You manage a virtual network named VNet1 that is hosted in the West US Azure region. 

VNet1 hosts two virtual machines named VM1 and VM2 that run Windows Server. 

You need to inspect all the network traffic from VM1 to VM2 for a period of three hours. 

Solution: From Azure Monitor, you create a metric on Network In and Network Out. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Use the Connection Monitor feature of Azure Network Watcher. 

References: https://azure.microsoft.com/en-us/updates/general-availability-azure-network-watcher-connection-monitor-
in-all-public-regions/ 

 

QUESTION 5

You have an Azure Active Directory (Azure AD) tenant. 

You have an existing Azure AD conditional access policy named Policy1. Policy1 enforces the use of Azure AD-joined
devices when members of the Global Administrators group authenticate to Azure AD from untrusted locations. 

You need to ensure that members of the Global Administrators group will also be forced to use multi-factor
authentication when authenticating from untrusted locations. 

What should you do? 

A. From the Azure portal, modify session control of Policy1. 

B. From the multi-factor authentication page, modify the user settings. 

C. From the Azure portal, modify grant control of Policy1. 

D. From the multi-factor authentication page, modify the service settings. 

Correct Answer: C 

There are two types of controls: Grant controls ?To gate access Session controls ?To restrict access to a session 

Grant controls oversee whether a user can complete authentication and reach the resource that they\\'re attempting to
sign-in to. If you have multiple controls selected, you can configure whether all of them are required when your policy is
processed. The current implementation of Azure Active Directory enables you to set the following grant control
requirements: 
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Reference: https://blog.lumen21.com/2017/12/15/conditional-access-in-azure-active-directory/ 

 

QUESTION 6

You have an Azure subscription named Subscription1. Subscription1 contains the resource groups in the following
table. 

RG1 has a web app named WebApp1. WebApp1 is located in West Europe. You move WebApp1 to RG2. What is the
effect of the move? 
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A. The App Service plan for WebApp1 moves to North Europe. Policy2 applies to WebApp1. 

B. The App Service plan for WebApp1 remains in West Europe. Policy2 applies to WebApp1. 

C. The App Service plan for WebApp1 moves to North Europe. Policy1 applies to WebApp1. 

D. The App Service plan for WebApp1 remains in West Europe. Policy1 applies to WebApp1. 

Correct Answer: B 

You can move an app to another App Service plan, as long as the source plan and the target plan are in the same
resource group and geographical region. The region in which your app runs is the region of the App Service plan it\\'s in.
However, you cannot change an App Service plan\\'s region. 

References: https://docs.microsoft.com/en-us/azure/app-service/app-service-plan-manage 

 

QUESTION 7

You have an Azure subscription named Subscription1 that contains a virtual network named VNet1. You add the users
in the following table. 

Which user can perform each configuration? To answer, select the appropriate options in the answer Area; NOTE: Each
correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

Box 1: User1 and User3 only. 

The Owner Role lets you manage everything, including access to resources. 

The Network Contributor role lets you manage networks, but not access to them. 
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Box 2: User1 and User2 only 

The Security Admin role: In Security Center only: Can view security policies, view security states, edit security policies,
view alerts and recommendations, dismiss alerts and recommendations. 

References: 

https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles 

 

QUESTION 8

You have an Azure subscription that contains a resource group named RG1. RG1 contains 100 virtual machines. 

Your company has three cost centers named Manufacturing, Sales, and Finance. You need to associate each virtual
machine to a specific cost center. 

What should you do? 

A. Add an extension to the virtual machines. 

B. Modify the inventory settings of the virtual machine. 

C. Assign tags to the virtual machines. 

D. Configure locks for the virtual machine. 

Correct Answer: C 

References: https://docs.microsoft.com/en-us/azure/billing/billing-getting-started https://docs.microsoft.com/en-
us/azure/azure-resource-manager/resource-group-using-tags 

 

QUESTION 9

You need to resolve the Active Directory issue. What should you do? 

A. From Active Directory Users and Computers, select the user accounts, and then modify the User Principal Name
value. 

B. Run idfix.exe, and then use the Edit action. 

C. From Active Directory Domains and Trusts, modify the list of UPN suffixes. 

D. From Azure AD Connect, modify the outbound synchronization rule. 

Correct Answer: B 

IdFix is used to perform discovery and remediation of identity objects and their attributes in an on- premises Active
Directory environment in preparation for migration to Azure Active Directory. IdFix is intended for the Active Directory 

administrators responsible for directory synchronization with Azure Active Directory. 

Scenario: Active Directory Issue 
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Several users in humongousinsurance.com have UPNs that contain special characters. You suspect that some of the
characters are unsupported in Azure AD. 

References: https://www.microsoft.com/en-us/download/details.aspx?id=36832 

 

QUESTION 10

You have on-premises network that includes a Microsoft SQL Server instance named SQL1. You create an Azure Logic
App named App1. You need to ensure that App1 can query a database on SQL1. 

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order. 

Select and Place: 

Correct Answer: 

References: https://docs.microsoft.com/en-us/azure/logic-apps/logic-apps-gateway-connection 
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QUESTION 11

You create an Azure subscription that is associated to a basic Azure Active Directory (Azure AD) tenant. You need to
receive an email notification when any user activates an administrative role. 

What should you do? 

A. Purchase Azure AD Premium 92 and configure Azure AD Privileged Identity Management, 

B. Purchase Enterprise Mobility + Security E3 and configure conditional access policies. 

C. Purchase Enterprise Mobility + Security E5 and create a custom alert rule in Azure Security Center. 

D. Purchase Azure AD Premium PI and enable Azure AD Identity Protection. 

Correct Answer: A 

When key events occur in Azure AD Privileged Identity Management (PIM), email notifications are sent. For example,
PIM sends emails for the following events: 

When a privileged role activation is pending approval 

When a privileged role activation request is completed 

When a privileged role is activated 

When a privileged role is assigned 

When Azure AD PIM is enabled 

References: 

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim- email-notifications 

 

QUESTION 12

You need to meet the connection requirements for the New York office. 

What should you do? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

 

 

QUESTION 13

You plan to support many connections to your company\\'s automatically uses up to five instances when CPU utilization
on the instances exceeds 70 percent for 10 minutes. When CPU utilization decreases, the solution must automatically
reduce the number of instances. 
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What should you do from the Azure portal? 

A. Answer: See below. 

Correct Answer: A 

Step 1: Locate the Homepage App Service plan Step 2: Click Add a rule, and enter the appropriate fields, such as
below, and the click Add. Time aggregation: average Metric Name: Percentage CPU Operator: Greater than Threshold
70 Duration: 10 minutes Operation: Increase count by Instance count: 4 
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Step 3: We must add a scale in rule as well. Click Add a rule, and enter the appropriate fields, such as below, then click
Add. Operator: Less than Threshold 70 Duration: 10 minutes Operation: Decrease count by Instance count: 4
References: https://docs.microsoft.com/en-us/azure/virtual-machine-scale-sets/virtual-machine-scale-sets- autoscale-
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portal https://docs.microsoft.com/en-us/azure/monitoring-and-diagnostics/insights-autoscale-best-practices 

 

QUESTION 14

You have an Azure Active Directory (Azure AD) tenant named contoso.com. Multi-factor authentication (MFA) is
enabled for all users. You need to provide users with the ability to bypass MFA for 10 days on devices to which they
have successfully signed in by using MFA. What should you do? 

A. From the multi-factor authentication page, configure the users\\' settings. 

B. From Azure AD, create a conditional access policy. 

C. From the multi-factor authentication page, configure the service settings. 

D. From the MFA blade in Azure AD, configure the MFA Server settings. 

Correct Answer: C 

Enable remember Multi-Factor Authentication 

1.

 Sign in to the Azure portal. 

2.

 On the left, select Azure Active Directory > Users. 

3.

 Select Multi-Factor Authentication. 

4.

 Under Multi-Factor Authentication, select service settings. 

5.

 On the Service Settings page, manage remember multi-factor authentication, select the Allow users to remember multi-
factor authentication on devices they trust option. 

6.

 Set the number of days to allow trusted devices to bypass two-step verification. The default is 14 days. 

7.

 Select Save. 

References: https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings 

 

QUESTION 15
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You have an Azure subscription named Subscription1. 

In Subscription1, you create an Azure file share named share1. 

You create a shared access signature (SAS) named SAS1 as shown in the following exhibit. 

To answer, select the appropriate options in the answer area; NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

Box 1: Will be prompted for credentials 

Azure Storage Explorer is a standalone app that enables you to easily work with Azure Storage data on Windows,
macOS, and Linux. It is used for connecting to and managing your Azure storage accounts. 

Box 2: Will have read, write, and list access 

The net use command is used to connect to file shares. 

References: 

https://docs.microsoft.com/en-us/azure/storage/common/storage-dotnet-shared-access-signaturepart-1 

https://docs.microsoft.com/en-us/azure/vs-azure-tools-storage-manage-with-storageexplorer?tabs=windows 
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