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QUESTION 1

You have an Azure Active Directory (Azure AD) tenant named contosodoud.onmicrosoft.com. 

Your company has a public DNS zone for contoso.com. 

You add contoso.com as a custom domain name to Azure AD 

You need to ensure that Azure can verify the domain name. 

Which type of DNS record should you create? 

A. PTR 

B. TXT 

C. NSEC3 

D. DNSKEY 

Correct Answer: B 

 

 

QUESTION 2

DRAG DROP 

You are developing Azure WebJobs. 

You need to recommend a WebJob type for each scenario. 

Which WebJob type should you recommend? To answer, drag the appropriate WebJob types to the correct scenarios.
Each WebJob type may be used once, more than once, or not at all. You may need to drag the split bar between panes
or 

scroll to view content. 

NOTE: Each correct selection is worth one point. 

Select and Place: 
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Correct Answer: 

References: https://docs.microsoft.com/en-us/azure/app-service/webjobs-create#webjob-types 

 

QUESTION 3

You have an Azure subscription that contains an Azure key vault named KeyVault1 and the virtual machines shown in
the following table. 

KeyVault1 has an access policy that provides several users with Create Key permissions. You need to ensure that the
users can only register secrets in KeyVault1 from VM1. What should you do? 

A. Create a network security group (NSG) that is linked to Subnet1. 

B. Configure the Firewall and virtual networks settings for KeyVault1. 
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C. Modify the access policy for KeyVault1. 

D. Configure KeyVault1 to use a hardware security module (HSM). 

Correct Answer: C 

You grant data plane access by setting Key Vault access policies for a key vault. Note 1: Grant our VM\\'s system-
assigned managed identity access to the Key Vault. 

1.

 Select Access policies and click Add new. 

2.

 In Configure from template, select Secret Management. 

3.

 Choose Select Principal, and in the search field enter the name of the VM you created earlier. 

Select the VM in the result list and click Select. 

Click OK to finishing adding the new access policy, and OK to finish access policy selection. Note 2: Access to a key
vault is controlled through two interfaces: the management plane and the data plane. The management plane is where
you 

manage Key Vault itself. Operations in this plane include creating and deleting key vaults, retrieving Key Vault
properties, and updating access policies. The data plane is where you work with the data stored in a key vault. You can
add, 

delete, and modify keys, secrets, and certificates. 

Reference: 

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure- resources/tutorial-windows-vm-
access-nonaad https://docs.microsoft.com/en-us/azure/key-vault/general/secure-your-key-vault2 

 

QUESTION 4

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have a server named Server1 that runs Windows Server 2019. Server1 is a container host. 

You are creating a Dockerfile to build a container image. 

You need to add a file named File1.txt from Server1 to a folder named C:\Folder1 in the container image. 

Solution: You add the following line to the Dockerfile. 

COPY File1.txt /Folder1/ 

You then build the container image. Does this meet the goal? 
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A. Yes 

B. No 

Correct Answer: A 

Copy is the correct command to copy a file to the container image. 

References: https://docs.docker.com/develop/develop-images/dockerfile_best-practices/#add-or-copy
https://docs.docker.com/engine/reference/builder/ 

 

QUESTION 5

HOTSPOT 

You have an Azure subscription. 

You plan to deploy an app that has a web front end and an application tier. 

You need to recommend a load balancing solution that meets the following requirements: 

Internet to web tier: 

-Provides URL-based routing 

-Supports connection draining 

-Prevents SQL injection attacks Web tier to application tier: 

-Provides port forwarding 

-Supports HTTPS health probes 

-Supports an availability set as a backend pool Which load balancing solution should you recommend for each tier? To
answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point. Hot Area: 
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Correct Answer: 

Box 1: An Azure Application Gateway that has a web application firewall (WAF) 

Azure Application Gateway offers a web application firewall (WAF) that provides centralized protection of your web
applications from common exploits and vulnerabilities. Web applications are increasingly targeted by malicious attacks
that 

exploit commonly known vulnerabilities. SQL injection and cross-site scripting are among the most common attacks. 

Application Gateway operates as an application delivery controller (ADC). It offers Secure Sockets Layer (SSL)
termination, cookie-based session affinity, round-robin load distribution, content-based routing, ability to host multiple
websites, 

and security enhancements. 
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Box 2: An internal Azure Standard Load Balancer 

The internet to web tier is the public interface, while the web tier to application tier should be internal. 

Note: When using load-balancing rules with Azure Load Balancer, you need to specify a health probes to allow Load
Balancer to detect the backend endpoint status. 

Health probes support the TCP, HTTP, HTTPS protocols. 

References: 

https://docs.microsoft.com/en-us/azure/application-gateway/waf-overview 

https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-custom-probe-overview 

 

QUESTION 6

You need to resolve a notification latency issue. 

Which two actions should you perform? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. Ensure that the Azure Function is set to use a consumption plan. 

B. Set Always On to false 

C. Set Always On to true 

D. Ensure that the Azure Function is using an App Service plan. 

Correct Answer: AC 

 

QUESTION 7

SIMULATION 

You plan to grant the members of a new Azure AD group named corp8548987 the rights to delegate administrative
access to any resource in the resource group named corp8548987. 

You need to create the Azure AD group, and then to assign the correct role to the group. The solution must use the
principle of least privilege and minimize the number of role assignments. 

What should you do from the Azure portal? 

Correct Answer: See below. 

Step 1: 

Click Resource groups from the menu of services to access the Resource Groups blade 
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Step 2: 

Click Add (+) to create a new resource group. The Create Resource Group blade appears. Enter corp8548987 as the
Resource group name, and click the Create button. 

Step 3: 

Select Create. 

Your group is created and ready for you to add members. 

Now we need to assign a role to this resource group scope. 

Step 4: 
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Choose the newly created Resource group, and Access control (IAM) to see the current list of role assignments at the
resource group scope. Click +Add to open the Add permissions pane. 

Step 5: 

In the Role drop-down list, select a role Delegate administration, and select Assign access to: resource group
corp8548987 

References: https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal 

https://www.juniper.net/documentation/en_US/vsrx/topics/task/multi-task/security-vsrx-azure-marketplace-resource-
group.html 

 

QUESTION 8

HOTSPOT 
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Contoso. Ltd. hosts the following ASP.NET workloads in Azure: 

Users of the Sales software report mismatches between shown inventory at the time of sale and actual availability.
Transactions across the two systems result in inconsistent reads and writes. You encapsulate Sales order creation and 

Inventory status updates in elastic transactions. 

You need to recommend changes to code and the databases to support transactions. 

Which actions should you recommend? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 

 

 

QUESTION 9

You need to define a custom domain name for Azure AD to support the planned infrastructure. Which domain name
should you use? 

A. ad.humongousinsurance.com 
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B. humongousinsurance.local 

C. humongousinsurance.com 

D. humongousinsurance.onmicrosoft.com 

Correct Answer: C 

Every Azure AD directory comes with an initial domain name in the form of domainname.onmicrosoft.com. The initial
domain name cannot be changed or deleted, but you can add your corporate domain name to Azure AD as well. For 

example, your organization probably has other domain names used to do business and users who sign in using your
corporate domain name. Adding custom domain names to Azure AD allows you to assign user names in the directory
that 

are familiar to your users, such as ‘alice@contoso.com.’ instead of \\'alice@domain name.onmicrosoft.com\\'. 

Scenario: 

Network Infrastructure: Each office has a local data center that contains all the servers for that office. Each office has a
dedicated connection to the Internet. 

Humongous Insurance has a single-domain Active Directory forest named humongousinsurance.com 

Planned Azure AD Infrastructure: The on-premises Active Directory domain will be synchronized to Azure AD. 

References: 

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/add-custom-domain 

 

QUESTION 10

You create a container image named Image1 on a developer workstation. 

You plan to create an Azure Web App for Containers named WebAppContainer that will use Image1. 

You need to upload Image1 to Azure. The solution must ensure that WebAppContainer can use Image1. 

To which storage type should you upload Image1? 

A. Azure Container Registry 

B. an Azure Storage account that contains a blob container 

C. an Azure Storage account that contains a file share 

D. Azure Container Instances 

Correct Answer: A 

Configure registry credentials in web app. 

App Service needs information about your registry and image to pull the private image. In the Azure portal, go to
Container settings from the web app and update the Image source, Registry and save. 
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References: 

https://docs.microsoft.com/en-us/azure/devops/pipelines/targets/webapp-on-container-linux 

 

QUESTION 11

You have two Azure Active Directory (Azure AD) tenants named contoso.com and fabrikam.com. 

You have a Microsoft account that you use to sign in to both tenants. 

You need to configure the default sign-in tenant for the Azure portal. 

What should you do? 

A. From the Azure portal, configure the portal settings 

B. From the Azure portal, change the directory 

C. From Azure Cloud Shell, run Set-AzureRmContext 

D. From Azure Cloud Shell, run Set-AzureRmSubscription 

Correct Answer: B 

Change the subscription directory in the Azure portal. 

The classic portal feature Edit Directory, that allows you to associate an existing subscription to your Azure Active
Directory (AAD), is now available in Azure portal. It used to be available only to Service Admins with Microsoft accounts,
but 

now it\\'s available to users with AAD accounts as well. 

To get started: 

1.

 Go to Subscriptions. 

2.

 Select a subscription. 

3.

 Select Change directory. Incorrect Answers: 

C: The Set-AzureRmContext cmdlet sets authentication information for cmdlets that you run in the current session. The
context includes tenant, subscription, and environment information. 

References: https://azure.microsoft.com/en-us/updates/edit-directory-now-in-new-portal/ 

 

QUESTION 12
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You have an app named App1 that uses data from two on-premises Microsoft SQL Server databases named DB1 and
DB2. 

You plan to move DB1 and DB2 to Azure. 

You need to implement Azure services to host DB1 and DB2. The solution must support server-side transactions across
DB1 and Dand2. 

Solution: You deploy DB1 and DB2 to an Azure SQL Database managed instance. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 13

Your company has an office in Seattle. 

You have an Azure subscription that contains a virtual network named VNET1. 

You create a site-to-site VPN between the Seattle office and VNET1. 

VNET1 contains the subnets shown in the following table. 

You need to redirect all Internet-bound traffic from Subnet1 to the Seattle office. What should you create? 

A. a route for GatewaySubnet that uses the virtual network gateway as the next hop 

B. a route for GatewaySubnet that uses the local network gateway as the next hop 

C. a route for Subnet1 that uses the local network gateway as the next hop 

D. a route for Subnet1 that uses the virtual network gateway as the next hop 

Correct Answer: D 

A route with the 0.0.0.0/0 address prefix instructs Azure how to route traffic destined for an IP address that is not within
the address prefix of any other route in a subnet\\'s route table. When a subnet is created, Azure creates a default route
to the 0.0.0.0/0 address prefix, with the Internet next hop type. We need to create a custom route in Azure to use a
virtual network gateway in the Seattle office as the next hop. 

References: https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-udr-overview 
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QUESTION 14

HOTSPOT 

You have Azure Storage accounts as shown in the following exhibit. 

Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic. NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Note: The three different storage account options are: General-purpose v2 (GPv2) accounts, General-purpose v1
(GPv1) accounts, and Blob storage accounts. 

1. 

General-purpose v2 (GPv2) accounts are storage accounts that support all of the latest features for blobs, files, queues,
and tables. 

2. 

Blob storage accounts support all the same block blob features as GPv2, but are limited to supporting only block blobs. 

3. 

General-purpose v1 (GPv1) accounts provide access to all Azure Storage services, but may not have the latest features
or the lowest per gigabyte pricing. 

References: https://docs.microsoft.com/en-us/azure/storage/common/storage-account-options 

 

QUESTION 15

You have an Azure Active Directory (Azure AD) tenant that contains a group named Group 1. You need to enable multi-
factor authentication (MFA) for me users in Group1 only. 

Solution: From the Azure portal you create a conditional access policy. Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 
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