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QUESTION 1

Azure virtual networks in the East US Azure region as shown in the following table. 

The virtual networks are peered to one another. Each virtual network contains four subnets. 

You plan to deploy a virtual machine named VM1 that will inspect and route traffic between all the subnets on both the
virtual networks. 

What is the minimum number of IP addresses that you must assign to VM1? 

A. 1 

B. 2 

C. 4 

D. 8 

Correct Answer: A 

 

QUESTION 2

You have a web application that will be deployed to an Azure App Service Web App. 

You need to optimize web application responsiveness and reliability by routing HTTP request and responses to the
endpoint with the lowest network latency for the client. 

What should you consider? 

A. Use Azure Application Gateway 

B. Use Azure Monitor 

C. Use Azure Security Centre 

D. Use Azure Traffic Manager 

Correct Answer: D 

Correct Answer(s): 

Use Azure Traffic Manager - Azure Traffic Manager is a DNS-based traffic load balancer that enables you to distribute
traffic optimally to services across global Azure regions, while providing high availability and responsiveness. 

Traffic Manager improves application responsiveness by directing traffic to the endpoint with the lowest network latency
for the client. 
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https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-overview 

Wrong Answers: 

Use Azure Application Gateway - Azure Application Gateway is a web traffic load balancer that enables you to manage
traffic to your web applications. Application Gateway cannot distribute traffic based on network latency. 

Use Azure Monitor - Azure Monitor delivers a comprehensive solution for collecting, analyzing, and acting on telemetry
from your cloud and on-premises environments. It is not a load balancer. 

Use Azure Security Centre - Azure Security Center is a unified infrastructure security management system that
strengthens the security posture of your data centers, and provides advanced threat protection across your hybrid
workloads in 

the cloud. It is not a load balancer. 

 

QUESTION 3

You have an Azure environment that contains a virtual network named VNet1 with IP address space of 10.2.0.0/16. 

No devices are connected to VNet1. 

You plan to peer VNet1 with another virtual network named VNet2. 

VNet2 has an address space of 10.2.0.0/16. 

You need to create the peering. 

What should you do first? 

A. Configure a service endpoint on VNet2. 

B. Add a gateway subnet to VNet1. 

C. Create a subnet on VNEt1 and VNet2. 

D. Modify the address space of VNet1. 

Correct Answer: D 

Correct Answer(s): 

Modify the address space of VNet1 - Address spaces of virtual networks (VNet) must not overlap to enable VNet
Peering. The IP address range for VNet1 and VNet2 are overlapping. Therefore, the first step is to modify the IP
address range for VNet1. https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-faq#vnet-peering 

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-manage-peering#requirements-and- constraints 

Wrong Answers: 

Configure a service endpoint on VNet2 - Service endpoints provide secure and direct connectivity to Azure services
over Azure backbone network. 

Add a gateway subnet to VNet1 - You need to create a gateway subnet for your VNet to configure a virtual network
gateway. It is not required for Vnet peering. 
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Create a subnet on VNEt1 and VNet2 - Subnets are not mandatory for VNet peering. 

 

QUESTION 4

HOTSTOP 

You need to connect an on-premises network and an Azure environment. The solution must use ExpressRoute and
support failing over to a Site-to-Site VPN connection if there is an ExpressRoute failure. 

What should you configure? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 

AZ-700 VCE Dumps | AZ-700 Practice Test | AZ-700 Study Guide                              4 / 18

https://www.pass4lead.com/az-700.html
https://www.pass4lead.com/az-700.html
https://www.pass4lead.com/az-700.html


https://www.pass4lead.com/az-700.html
2023 Latest pass4lead AZ-700 PDF and VCE dumps Download

Reference: https://docs.microsoft.com/en-us/azure/expressroute/expressroute-howto-coexist-resource-manager 

 

QUESTION 5

You need to recommend a configuration for the ExpressRoute connection from the Boston datacenter. The solution
must meet the hybrid networking requirements and business requirements. What should you recommend minimizing
latency of traffic to Vnet2? 

A. Create a dedicated ExpressRoute circuit for Vnet2 

B. Connect Vnet2 directly to the ExpressRoute circuit 

C. Configure gateway transit for the peering between Vnet1 and Vnet2 

Correct Answer: C 

Scenario: 

Health Engine wants to minimize costs whenever possible, as long as all other requirements are met. 

Latency of the traffic between the Boston datacenter and all the virtual networks must be minimized. The Boston
datacenter must connect to the Azure virtual networks by using an ExpressRoute FastPath connection. 

Gateway transit allows you to share an ExpressRoute or VPN gateway with all peered VNets and lets you manage the
connectivity in one place. Sharing enables cost-savings and reduction in management overhead. 

https://azure.microsoft.com/en-us/blog/create-a-transit-vnet-using-vnet-peering/ 

 

QUESTION 6

HOTSPOT 
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Which virtual machines can VM1 and VM4 ping successfully? To answer, select the appropriate options in the answer
area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: VM2, VM3 and VM4. 

VM1 is in VNet1/Subnet1. VNet1 is peered with VNet2 and VNet3. 

There are no NSGs blocking outbound ICMP from VNet1. There are no NSGs blocking inbound ICMP to
VNet1/Subnet2, VNet2 or VNet3. Therefore, VM1 can ping VM2 in VNet1/Subnet2, VM3 in VNet2 and VM4 in VNet3. 

Box 2: 

VM4 is in VNet3. VNet3 is peered with VNet1 and VNet2. There are no NSGs blocking outbound ICMP from VNet3.
There are no NSGs blocking inbound ICMP to VNet1/Subnet1, VNet1/Subnet2 or VNet2 from VNet3 (NSG10 blocks 

inbound ICMP from VNet4 but not from VNet3). Therefore, VM4 can ping VM1 in VNet1/Subnet1, VM2 in
VNet1/Subnet2 and VM3 in VNet2. 

 

QUESTION 7

HOTSPOT 

You have an Azure Front Door instance that provides access to a web app. The web app uses a hostname of
www.contoso.com. 

You have the routing rules shown in the following table. 
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Which rule will apply to each incoming request? To answer, select the appropriate options in the answer area. NOTE:
Each correct selection is worth one point 

Hot Area: 

Correct Answer: 
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Reference: https://docs.microsoft.com/en-us/azure/frontdoor/front-door-route-matching 

 

QUESTION 8

You need to ensure that the URL is accessible through the application gateway. 

To achieve the requirement, you create a WAF policy exclusion for request headers that contain 167.220.2.139. 

Did you achieve the requirement? 

A. Yes 

B. No 

Correct Answer: B 
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RemoteAddr specifies the IP Address/Range of the remote computer connection. So, you should use RemoteAddr
instead of request headers. https://docs.microsoft.com/en-us/azure/web-application-firewall/ag/custom-waf-rules-
overview#match-variable- required 

 

QUESTION 9

HOTSPOT 

You have the network security groups (NSGs) shown in the following table. 

In NSG1, you create inbound rules as shown in the following table. 

You have the Azure virtual machines shown in the following table. 

NSG2 has only the default rules configured. 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

You have an Azure virtual network that contains the subnets shown in the following table. 

Hot Area: 

AZ-700 VCE Dumps | AZ-700 Practice Test | AZ-700 Study Guide                             10 / 18

https://www.pass4lead.com/az-700.html
https://www.pass4lead.com/az-700.html
https://www.pass4lead.com/az-700.html


https://www.pass4lead.com/az-700.html
2023 Latest pass4lead AZ-700 PDF and VCE dumps Download

Correct Answer: 

Box 1: Yes 

VM3 is Subnet2. NSG2 applies. The default rule will allow communication. 

Box 2: No 

VM1 and VM2 is in Subnet1. NSG1 applies. Only traffic on ports 80 and 443 will be allowed. Connection on port 9090
will be denied. 

Note: Priority: A number between 100 and 4096. Rules are processed in priority order, with lower numbers processed
before higher numbers, because lower numbers have higher priority. Once traffic matches a rule, processing stops. As
a 

result, any rules that exist with lower priorities (higher numbers) that have the same attributes as rules with higher
priorities are not processed. 

Box 3: No 

VM1 is in Subnet1. NSG1 applies. Only traffic on ports 80 and 443 will be allowed. Connection on port 9090 will be
denied. 

Reference: 

https://docs.microsoft.com/en-us/azure/virtual-network/network-security-groups-overview 
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QUESTION 10

You have an Azure subscription that contains two virtual networks named VritualNetwork1 and VritualNetwork2. 

You have a Windows 10 device that connects to VritualNetwork1 by using a Point-to-Site (P2S) IKEv2 VPN. You have
implemented virtual network peering between VritualNetwork1 and VritualNetwork2. 

VritualNetwork1 allows gateway transit. VritualNetwork2 can use the remote gateway. You discover that you cannot
communicate with VritualNetwork2 from the Windows 10 device. You need to ensure that you can communicate with 

VritualNetwork2 from the Windows 10 device. 

To achieve the requirement, you download and reinstall the VPN client configuration. 

Did you achieve the requirement? 

A. Yes 

B. No 

Correct Answer: A 

The VPN client must be downloaded again if any changes are made to VNet peering or the network topology. 

If you make a change to the topology of your network and have Windows VPN clients, the VPN client package for
Windows clients must be downloaded and installed again in order for the changes to be applied to the client. 

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-point-to-site-routing 

 

QUESTION 11

You have an Azure subscription that contains the resources shown in the following table. 

You plan to deploy an Azure Virtual Network NAT gateway named Gateway1. The solution must meet the following
requirements: 

1. 

VM1 will access the internet by using its public IP address. 
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2. 

VM2 will access the internet by using its public IP address. 

3. 

Administrative effort must be minimized. 

You need to ensure that you can deploy Gateway1 to Vnet1. 

What is the minimum number of subnets required on Vnet1? 

A. 2 

B. 3 

C. 4 

D. 5 

Correct Answer: B 

Can put Gateway1 in Subnet1, but must add Subnet2 to Vnet1. 

The subnets in Vnet1 would then be: Subnet1, GatewaySubnet, and Subnet2. 

Note: 

NAT gateway configurations restrictions include: 

*

 A NAT gateway can\\'t span multiple virtual networks. 

*

 Multiple subnets within the same virtual network can either use different NAT gateways or the same NAT gateway. 

*

 A NAT gateway can\\'t be deployed in a gateway subnet. 

NAT gateway and basic SKU resources 

*

 NAT gateway is compatible with standard SKU public IP addresses or public IP prefix resources or a combination of
both. 

*

 Basic resources, such as basic load balancer or basic public IPs aren\\'t compatible with Virtual Network NAT. Basic
resources must be placed on a subnet not associated to a NAT gateway. 

Reference: https://learn.microsoft.com/en-us/azure/virtual-network/nat-gateway/nat-overview 
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QUESTION 12

You have an Azure subscription named Subscription1. 

You have two virtual networks in Subscription1 named HubVNet and SpokeVNet. 

You have an Azure Firewall with a public IP address, configured as a Standard SKU in HubVNet. 

You have a Windows Server 2016 with private IP address in SpokeVNet. 

You need to connect to Windows Server using the public IP address of Azure firewall. 

What should you configure? 

A. ExpressRoute Gateway 

B. Virtual Network Peering 

C. Route Table 

D. Virtual Network Gateway 

E. NAT Rule for the Firewall 

Correct Answer: BCE 

For traffic to flow between the Hub and Spoke VNets, you will need a peer connection between the virtual networks. 

You will need a route table to route ingress traffic to the firewall virtual appliance. 

You can configure a NAT rule on the firewall to translate and filter inbound Internet traffic to your subnets. 

 

QUESTION 13

DRAG DROP 

You have an Azure virtual network named Vnet1 that connects to an on-premises network. 

You have an Azure Storage account named storageaccount1 that contains blob storage. 

You need to configure a private endpoint for the blob storage. The solution must meet the following requirements: 

Ensure that all on-premises users can access storageaccount1 through the private endpoint. 

Prevent access to storageaccount1 from being interrupted. 

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to
the answer area and arrange them in the correct order. 

Select and Place: 
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Correct Answer: 

168.63.129.16 is the IP address of Azure DNS which hosts Azure Private DNS zones. It is only accessible from within a
VNet which is why we need to forward on-prem DNS requests to the VM running DNS in the VNet. The VM will then
forward the request to Azure DNS for the IP of the storage account private endpoint. 

Reference: https://docs.microsoft.com/en-us/azure/storage/common/storage-private-endpoints 

 

QUESTION 14

You have an Azure virtual network and an on-premises datacenter. 

You are planning a Site-to-Site VPN connection between the datacenter and the virtual network. 

Which two resources should you include in your plan? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. a user-defined route 

B. a virtual network gateway 

C. Azure Firewall 

D. Azure Web Application Firewall (WAF) 
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E. an on-premises data gateway 

F. an Azure application gateway 

G. a local network gateway 

Correct Answer: BG 

Reference: https://docs.microsoft.com/en-us/azure/vpn-gateway/tutorial-site-to-site-portal 

 

QUESTION 15

You have deployed a virtual named VM1 that connects over port number 4444 to an application named App1. 

App1 is hosted in your on-premises environment. 

You discover that VM1 is not able to connect to App1. 

You need to verify whether the issue relates to the network security groups. 

What should you use? 

A. Diagnostic settings in Azure Monitor 

B. Diagnose and solve problems in Traffic Manager Profiles 

C. The security recommendations in Azure Advisor 

D. IP flow verify in Azure Network Watcher 

Correct Answer: D 

Correct Answer(s): 

IP flow verify in Azure Network Watcher - IP flow verify checks if a packet is allowed or denied to or from a virtual
machine. The information consists of direction, protocol, local IP, remote IP, local port, and remote port. If the packet is
denied 

by a security group, the name of the rule that denied the packet is returned. While any source or destination IP can be
chosen, IP flow verify helps administrators quickly diagnose connectivity issues from or to the internet and from or to
the 

on-premises environment. 

https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-ip-flow-verify-overview 

Wrong Answers: 

Diagnostic settings in Azure Monitor Diagnostic settings are used to define the type of metric and log data to send to the
destinations. 

Diagnose and solve problems in Traffic Manager Profiles Not a valid option. Traffic manager is not used in the scenario
given in the question. 

The security recommendations in Azure Advisor - The Advisor dashboard displays personalized recommendations for
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all your subscriptions. You can get security recommendations from the Security tab on the Advisor dashboard. 

This does not provide the packet drop or traffic flow logs. 
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