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QUESTION 1

An administrator wants to control server workload by putting routing rules in place. 

Which components can be used? 

A. a package and/or group or role 

B. a package and/or a server group 

C. a group or role and/or a server group 

D. a package and/or group or role and/or a server group 

Correct Answer: D 

A routing rule determines, based on user, group, or package, which server group you wish to handle a user request. 

There are four routing set rules in Cognos Business Intelligence. Routing Keywords for Packages Routing Keywords for
User Roles or Groups Server Group Names for Advanced Dispatcher Routing Routing Keywords for Server Groups 

References: http://www-01.ibm.com/support/docview.wss?uid=swg21427147 

 

QUESTION 2

An administrator is reviewing the memory allocations listed below in the current environment. 

Which action should the administrator take? 

A. No action is needed. 

B. Increase the current heap size by 20%. 

C. Increase the committed heap size by 50%. 
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D. Decrease the maximum heap size by 25%. 

Correct Answer: A 

Incorrect Answers: 

B: If current heap size is close to the maximum heap size, you may want to adjust tuning settings. 

Note: Steps to adjust the JVM heap size are as follows: 

9. From the Welcome page, select the Manage tab and click Administration Console. 

10.Click on the System tab and select the arrow to the right of All servers. Hover over the Services option 

and click Query. 

11.Against your running `QueryService\\', click Set properties. 

12.Under the Settings tab, identify the tuning options and adjust the following values: Under the Settings 

tab, identify the tuning options and adjust the following values: 

Initial JVM heap size for the query service (MB) (Requires QueryService restart): an ideal value to enable 

the initial size is 4 GB. 

JVM heap size limit for the query service (MB) (Requires QueryService restart): an ideal value to enable 

the maximum or size limit is 16 GB. 

References: http://www-01.ibm.com/support/docview.wss?uid=swg21994642 

 

QUESTION 3

All users have unrestricted access in a secured environment. What must be modified to control this access? 

A. Delete the "All Authenticated Users" group. 

B. Disable anonymous access using IBM Cognos Configuration. 

C. Modify the advanced properties of the authorization namespace. 

D. Remove the "Everyone" group from the "System Administrators" role. 

Correct Answer: B 

You can disable the Anonymous user account by changing the configuration parameters in the configuration tool. This
entry represents a user account shared by members of the general public who can access IBM Cognos software without
being prompted for authentication. For example, this type of access is useful when distributing an online catalog.
Anonymous users can see only those entries for which access permissions are not set, or are set specifically for this
account or for the Everyone group. 

Incorrect Answers: 

A: The built-in entries include the Anonymous user account, the groups All Authenticated Users and Everyone, and the
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role System Administrators. You cannot delete the built-in entries. They appear in both secured and non-secured
environments. 

References: IBM Cognos Administration Version 10.1.0, Administration and Security Guide, page 297 

 

QUESTION 4

An administrator has set up audit logging but needs to diagnose, trace, and filter for a specific user during 

peak period of system usage. 

How can this be done? 

A. Delete the appended ipfclientconfig.xml in the install_location\configuration directory. 

B. Increase the logging level to search for the user\\'s first/last name in the audit logging tables. 

C. Set up the Audit Reports package and open the "Users and Reports report", and filter on the user id. 

D. Connect to the JMX Remote Process service by launching jconsole executable and using the CAMID and enable
Dye Trace. 

Correct Answer: B 

Use audit logs to view information about IBM Cognos Mobile user and report activity. For Audit logging level for mobile
service, select any value except for Minimal. 

The following logging levels can be specified to enable audit logging: Basic, Request, Trace, and Full. The Minimal
logging level disables audit logging. 

References: https://www.ibm.com/support/knowledgecenter/en/SSEP7J_11.0.0/
com.ibm.swg.ba.cognos.ug_cra.doc/t_mob_audit_log.html 

 

QUESTION 5

An administrator is evaluating system status using the Scorecard pane on the Status > System page in the 

IBM Cognos Administration console. 

Which statement is true? 

A. If a service is disabled in IBM Cognos Configuration, it is listed in the Scorecard pane. 

B. The status that is displayed for each entry reflects the lowest status for all child entries. 

C. A status of Available is displayed when at least 80% of the child entries have a status of Available. 

D. A status of Unavailable is displayed when at least 80% of the child entries have a status of Unavailable. 

Correct Answer: B 

The metric score for each entry is based on the performance of individual child entries. The status that is displayed for
each entry is the lowest status of the child entries. For example, if all the metrics for a dispatcher are good, but one
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service on that dispatcher has a poor metric, the metric score shown for the dispatcher is poor. 

Status is one of the following: Available if all components are available Partially available if at least one component is
available and at least one component is unavailable or partially unavailable. Unavailable if all components are
unavailable 

References: https://www.ibm.com/support/knowledgecenter/SSEP7J_11.0.0/
com.ibm.swg.ba.cognos.ug_cra.doc/c_panes_system_status_page.html 

 

QUESTION 6

An administrator is implementing security by managing and working with the Cognos namespace. Which statement is
true? 

A. To gain access to IBM Cognos Analytics, users can log on to the Cognos namespace. 

B. Create domain users in the Cognos namespace to avoid cluttering the existing authentication provider. 

C. User-defined groups and roles must be created in a 3rd-party authentication provider and cannot be created in the
Cognos namespace. 

D. Although the use of the predefined and built-in groups and roles within the Cognos namespace is optional, the
Cognos namespace cannot be deleted. 

Correct Answer: D 

The Cognos namespace includes predefined objects to help you quickly set up initial security. 

You use the predefined objects and other features of the Cognos namespace for ongoing security 

management. 

You can create groups and roles in the Cognos namespace. 

Initial access permissions are applied to all predefined objects. You can modify the permissions from the 

object properties. 

References: https://www.ibm.com/support/knowledgecenter/en/SSEP7J_11.0.0/ 

com.ibm.swg.ba.cognos.ag_manage.doc/c_ca_cognos_namespace.html 

 

QUESTION 7

An administrator needs to address an environment that is not running optimally and conduct an architecture review. 

Which performance attributes should be considered? 

A. capacity, scalability, availability 

B. gateways, application servers, Content Manager 

C. IBM Cognos implementation, capacity, infrastructure 
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D. infrastructure, gateways, application servers, scalability 

Correct Answer: C 

Conduct an architecture review to assess the physical architecture and software installation. References:
ftp://public.dhe.ibm.com/software/pdf/dk/service-shop/ IBM_Cognos_BI_Health_Check_Service_FINAL_10-21-11.pdf 

 

QUESTION 8

A CQM report successfully runs in another environment but fails in IBM Cognos Analytics. Environments are identical
except for the versions. 

How could the issue be identified? 

A. Perform a UDA trace. 

B. Modify the ipfserverconfig.xml. 

C. Increase the logging level of the Query service. 

D. Restart the IBM Cognos Analytics service to eliminate all remaining BIBus processes. 

Correct Answer: B 

The method for performing a UDA trace is different in Cognos 10 to previous versions due to the removal of the Cognos
Logging Console Program. This is specific to CQM datasources. 

Please follow these steps: 

1. 

Navigate to /configuration 

2. 

Rename ipfUDAclientconfig.xml.sample it to ipfclientconfig.xml 

3. 

Wait 30 seconds 

4. 

Now run any reports that you wish to use the trace on. 

5. 

After running the reports the trace will generate a file named "UDA_Trace.log" within / logs. The log name and location
can be changed by the user by editing the ipfclientconfig.xml file. 

6. 

Rename ipfclientconfig.xml to ipfUDAclientconfig.xml.sample to turn off the tracing. 

This trace records all database activity so should be turned off as soon as the possible. 
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References: http://www-01.ibm.com/support/docview.wss?uid=swg21620597 

 

QUESTION 9

In a multi-server environment, an administrator wants to ensure that items in the Content Manager Cache 

service are re-validated every thirty seconds. 

Which option would accomplish this? 

A. Set the memory limit of the Content Manager Cache service to 30000. 

B. Set the DISP.contentManagerCacheService.accountInactivityTimer property to 30000. 

C. Set the DISP.contentManagerCacheService.cacheValidatorTimetoLive property to 30000. 

D. Set the DISP.contentManagerCacheService.cacheValidatorTimetoLinger property to 30000. 

Correct Answer: C 

ValidatorTimetoLive determines how long data objects remain in the cache. After the Validator timer expires objects are
considered Invalid and have to be fetched from Cm again. Value is in ms, and default is 900000. 

References: https://www.slideshare.net/barnaby1502/cognos-technical-super-session-2012, page 11 

 

QUESTION 10

An administrator is performing tasks in the IBM Cognos Administration console. Which task can be performed on the
Status > System page? 

A. Enable and disable schedules to control resource utilization in the system. 

B. Monitor upcoming activities, such as reports and jobs, to identify potential impact on system resources. 

C. Stop and start individual services under the control of a dispatcher, such as the BatchReportService service. 

D. Configure datasource connections so that reports can execute, query the datasource, and return a result set. 

Correct Answer: B 

The area: System, dispatcher, server, and service administration: is used to monitor system performance using system
metrics and administer servers. 

References: https://www.ibm.com/support/knowledgecenter/SSMR4U_10.1.0/
com.ibm.swg.ba.cognos.ug_cra.10.1.1.doc/c_administrationtools.html 
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