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QUESTION 1

Virtual hosts with different security requirements should be: 

A. encrypted with a one-time password. 

B. stored on separate physical hosts. 

C. moved to the cloud. 

D. scanned for vulnerabilities regularly. 

Correct Answer: B 

 

QUESTION 2

Based on the results of a recent audit, a company rolled out a standard computer image in an effort to provide
consistent security configurations across all computers. Which of the following controls provides the GREATEST level of
certainty that unauthorized changes are not occurring? 

A. Schedule weekly vulnerability assessments 

B. Implement continuous log monitoring 

C. Scan computers weekly against the baseline 

D. Require monthly reports showing compliance with configuration and updates 

Correct Answer: C 

 

QUESTION 3

A corporation has expanded for the first time by integrating several newly acquired businesses. 

Which of the following are the FIRST tasks that the security team should undertake? (Select TWO). 

A. Remove acquired companies Internet access. 

B. Federate identity management systems. 

C. Install firewalls between the businesses. 

D. Re-image all end user computers to a standard image. 

E. Develop interconnection policy. 

F. Conduct a risk analysis of each acquired company\\'s networks. 

Correct Answer: EF 
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QUESTION 4

Company A has a remote work force that often includes independent contractors and out of state full time employees.
Company A\\'s security engineer has been asked to implement a solution allowing these users to collaborate on projects
with the following goals: All communications between parties need to be encrypted in transport Users must all have the
same application sets at the same version 

All data must remain at Company A\\'s site 

All users must not access the system between 12:00 and 1:00 as that is the maintenance window 

Easy to maintain, patch and change application environment 

Which of the following solutions should the security engineer recommend to meet the MOST goals? 

A. Create an SSL reverse proxy to a collaboration workspace. Use remote installation service to maintain application
version. Have users use full desktop encryption. Schedule server downtime from 12:00 to 

1:00 PM. 

B. Install an SSL VPN to Company A\\'s datacenter, have users connect to a standard virtual workstation image, set
workstation time of day restrictions. 

C. Create an extranet web portal using third party web based office applications. Ensure that Company A maintains the
administrative access. 

D. Schedule server downtime from 12:00 to 1:00 PM, implement a Terminal Server Gateway, use remote installation
services to standardize application on user\\'s laptops. 

Correct Answer: B 

 

QUESTION 5

Due to cost and implementation time pressures, a security architect has allowed a NAS to be used instead of a SAN for
a non-critical, low volume database. Which of the following would make a NAS unsuitable for a business critical, high
volume database application that required a high degree of data confidentiality and data availability? (Select THREE). 

A. File level transfer of data 

B. Zoning and LUN security 

C. Block level transfer of data 

D. Multipath 

E. Broadcast storms 

F. File level encryption 

G. Latency 

Correct Answer: AEG 
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QUESTION 6

A small bank is introducing online banking to its customers through its new secured website. The firewall has three
interfaces: one for the Internet connection, another for the DMZ, and the other for the internal network. Which of the
following will provide the MOST protection from all likely attacks on the bank? 

A. Implement NIPS inline between the web server and the firewall. 

B. Implement a web application firewall inline between the web server and the firewall. 

C. Implement host intrusion prevention on all machines at the bank. 

D. Configure the firewall policy to only allow communication with the web server using SSL. 

Correct Answer: C 

 

QUESTION 7

The Information Security Officer (ISO) is reviewing new policies that have been recently made effective and now apply
to the company. Upon review, the ISO identifies a new requirement to implement two-factor authentication on the
company\\'s wireless system. Due to budget constraints, the company will be unable to implement the requirement for
the next two years. The ISO is required to submit a policy exception form to the Chief Information Officer (CIO). Which
of the following are MOST important to include when submitting the exception form? (Select THREE). 

A. Business or technical justification for not implementing the requirements. 

B. Risks associated with the inability to implement the requirements. 

C. Industry best practices with respect to the technical implementation of the current controls. 

D. All sections of the policy that may justify non-implementation of the requirements. 

E. A revised DRP and COOP plan to the exception form. 

F. Internal procedures that may justify a budget submission to implement the new requirement. 

G. Current and planned controls to mitigate the risks. 

Correct Answer: ABG 

 

QUESTION 8

A security engineer is troubleshooting a possible virus infection, which may have spread to multiple desktop computers
within the organization. The company implements enterprise antivirus software on all desktops, but the enterprise
antivirus server\\'s logs show no sign of a virus infection. The border firewall logs show suspicious activity from multiple
internal hosts trying to connect to the same external IP address. The security administrator decides to post the firewall
logs to a security mailing list and receives confirmation from other security administrators that the firewall logs indicate
internal hosts are compromised with a new variant of the Trojan.Ransomcrypt.G malware not yet detected by most
antivirus software. Which of the following would have detected the malware infection sooner? 

A. The security administrator should consider deploying a signature-based intrusion detection system. 

B. The security administrator should consider deploying enterprise forensic analysis tools. 
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C. The security administrator should consider installing a cloud augmented security service. 

D. The security administrator should consider establishing an incident response team. 

Correct Answer: C 

 

QUESTION 9

A penetration tester is assessing a mobile banking application. Man-in-the-middle attempts via a HTTP intercepting
proxy are failing with SSL errors. Which of the following controls has likely been implemented by the developers? 

A. SSL certificate revocation 

B. SSL certificate pinning 

C. Mobile device root-kit detection 

D. Extended Validation certificates 

Correct Answer: B 

 

QUESTION 10

A trucking company delivers products all over the country. The executives at the company would like to have better
insight into the location of their drivers to ensure the shipments are following secure routes. Which of the following would
BEST help the executives meet this goal? 

A. Install GSM tracking on each product for end-to-end delivery visibility. 

B. Implement geo-fencing to track products. 

C. Require drivers to geo-tag documentation at each delivery location. 

D. Equip each truck with an RFID tag for location services. 

Correct Answer: B 

 

QUESTION 11

A company is in the process of implementing a new front end user interface for its customers, the goal is to provide
them with more self service functionality. The application has been written by developers over the last six months and
the project is currently in the test phase. 

Which of the following security activities should be implemented as part of the SDL in order to provide the MOST
security coverage over the solution? (Select TWO). 

A. Perform unit testing of the binary code 

B. Perform code review over a sampling of the front end source code 

C. Perform black box penetration testing over the solution 

CAS-002 Practice Test | CAS-002 Exam Questions | CAS-002 Braindumps                                5 / 9

https://www.pass4lead.com/cas-002.html
https://www.pass4lead.com/cas-002.html
https://www.pass4lead.com/cas-002.html


https://www.pass4lead.com/cas-002.html
2023 Latest pass4lead CAS-002 PDF and VCE dumps Download

D. Perform grey box penetration testing over the solution 

E. Perform static code review over the front end source code 

Correct Answer: DE 

 

QUESTION 12

The DLP solution has been showing some unidentified encrypted data being sent using FTP to a remote server. A
vulnerability scan found a collection of Linux servers that are missing OS level patches. Upon further investigation, a
technician notices that there are a few unidentified processes running on a number of the servers. What would be a key
FIRST step for the data security team to undertake at this point? 

A. Capture process ID data and submit to anti-virus vendor for review. 

B. Reboot the Linux servers, check running processes, and install needed patches. 

C. Remove a single Linux server from production and place in quarantine. 

D. Notify upper management of a security breach. 

E. Conduct a bit level image, including RAM, of one or more of the Linux servers. 

Correct Answer: E 

 

QUESTION 13

An administrator receives reports that the network is running slow for users connected to a certain switch. Viewing the
network traffic, the administrator reviews the following: 

18:51:59.042108 IP linuxwksta.55467 > dns.company.com.domain: 39462+ PTR? 222.17.4.10.in- addr.arpa. (42) 

18:51:59.055732 IP dns.company.com.domain > linuxwksta.55467: 39462 NXDomain 0/0/0 (42) 

18:51:59.055842 IP linuxwksta.48287 > dns.company.com.domain: 46767+ PTR? 255.19.4.10.in- addr.arpa. (42) 

18:51:59.069816 IP dns.company.com.domain > linuxwksta.48287: 46767 NXDomain 0/0/0 (42) 

18:51:59.159060 IP linuxwksta.42491 > 10.4.17.72.iscsi-target: Flags [P.], seq 1989625106:1989625154, ack
2067334822, win 1525, options [nop,nop,TS val 16021424 ecr 215646227], length 48 

18:51:59.159145 IP linuxwksta.48854 > dns.company.com.domain: 3834+ PTR? 72.17.4.10.in-addr.arpa. 

(41) 

18:51:59.159314 IP 10.4.17.72.iscsi-target > linuxwksta.42491: Flags [P.], seq 1:49, ack 48, win 124, options
[nop,nop,TS val 215647479 ecr 16021424], length 

18:51:59.159330 IP linuxwksta.42491 > 10.4.17.72.iscsi-target: Flags [.], ack 49, win 1525, options [nop,nop,TS val
16021424 ecr 215647479], length 0 

18:51:59.165342 IP dns.company.com.domain > linuxwksta.48854: 3834 NXDomain 0/0/0 (41) 
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18:51:59.397461 ARP, Request who-has 10.4.16.58 tell 10.4.16.1, length 46 

18:51:59.397597 IP linuxwksta.37684 > dns.company.com.domain: 15022+ PTR? 58.16.4.10.in-addr.arpa. 

(41) 

Given the traffic report, which of the following is MOST likely causing the slow traffic? 

A. 

DNS poisoning 

B. 

Improper network zoning 

C. 

ARP poisoning 

D. 

Improper LUN masking 

Correct Answer: B 

 

QUESTION 14

When generating a new key pair, a security application asks the user to move the mouse and type random characters
on the keyboard. Which of the following BEST describes why this is necessary? 

A. The user needs a non-repudiation data source in order for the application to generate the key pair. 

B. The user is providing entropy so the application can use random data to create the key pair. 

C. The user is providing a diffusion point to the application to aid in creating the key pair. 

D. The application is requesting perfect forward secrecy from the user in order to create the key pair. 

Correct Answer: B 

 

QUESTION 15

A company decides to purchase COTS software. This can introduce new security risks to the network. Which of the
following is the BEST description of why this is true? 

A. COTS software is typically well known and widely available. Information concerning vulnerabilities and viable attack
patterns are never revealed by the developer to avoid a lawsuit. 

B. COTS software is not well known and is only available in limited quantities. Information concerning vulnerabilities is
kept internal to the company that developed the software. 

C. COTS software is well known and widely available. Information concerning vulnerabilities and viable attack patterns

CAS-002 Practice Test | CAS-002 Exam Questions | CAS-002 Braindumps                                7 / 9

https://www.pass4lead.com/cas-002.html
https://www.pass4lead.com/cas-002.html
https://www.pass4lead.com/cas-002.html


https://www.pass4lead.com/cas-002.html
2023 Latest pass4lead CAS-002 PDF and VCE dumps Download

is typically ignored within the IT community. 

D. COTS software is well known and widely available. Information concerning vulnerabilities and viable attack patterns
is typically shared within the IT community. 

Correct Answer: D 
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