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QUESTION 1

A laptop is recovered a few days after it was stolen. 

Which of the following should be verified during incident response activities to determine the possible impact of the
incident? 

A. Full disk encryption status 

B. TPM PCR values 

C. File system integrity 

D. Presence of UEFI vulnerabilities 

Correct Answer: D 

 

QUESTION 2

Since the implementation of IPv6 on the company network, the security administrator has been unable to identify the
users associated with certain devices utilizing IPv6 addresses, even when the devices are centrally managed. en1:
flags=8863 mtu 1500 ether f8:1e:af:ab:10:a3 inet6 fw80::fa1e:dfff:fee6:9d8%en1 prefixlen 64 scopeid 0x5 inet
192.168.1.14 netmask 0xffffff00 broadcast 192.168.1.255 inet6 2001:200:5:922:1035:dfff:fee6:9dfe prefixlen 64
autoconf inet6 2001:200:5:922:10ab:5e21:aa9a:6393 prefixlen 64 autoconf temporary nd6 options=1 media: autoselect
status: active Given this output, which of the following protocols is in use by the company and what can the system
administrator do to positively map users with IPv6 addresses in the future? (Select TWO). 

A. The devices use EUI-64 format 

B. The routers implement NDP 

C. The network implements 6to4 tunneling 

D. The router IPv6 advertisement has been disabled 

E. The administrator must disable IPv6 tunneling 

F. The administrator must disable the mobile IPv6 router flag 

G. The administrator must disable the IPv6 privacy extensions 

H. The administrator must disable DHCPv6 option code 1 

Correct Answer: BG 

IPv6 makes use of the Neighbor Discovery Protocol (NDP). Thus if your routers implement NDP you will be able to map
users with IPv6 addresses. However to be able to positively map users with IPv6 addresses you will need to disable
IPv6 privacy extensions. 

 

QUESTION 3
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During the decommissioning phase of a hardware project, a security administrator is tasked with ensuring no sensitive
data is released inadvertently. All paper records are scheduled to be shredded in a crosscut shredded, and the waste
will be burned. The system drives and removable media have been removed prior to e-cycling the hardware. 

Which of the following would ensure no data is recovered from the system droves once they are disposed of? 

A. Overwriting all HDD blocks with an alternating series of data. 

B. Physically disabling the HDDs by removing the dive head. 

C. Demagnetizing the hard drive using a degausser. 

D. Deleting the UEFI boot loaders from each HDD. 

Correct Answer: C 

 

QUESTION 4

As part of the asset management life cycle, a company engages a certified equipment disposal vendor to appropriately
recycle and destroy company assets that are no longer in use. As part of the company\\'s vendor due diligence, which of
the following would be MOST important to obtain from the vendor? 

A. A copy of the vendor\\'s information security policies. 

B. A copy of the current audit reports and certifications held by the vendor. 

C. A signed NDA that covers all the data contained on the corporate systems. 

D. A copy of the procedures used to demonstrate compliance with certification requirements. 

Correct Answer: C 

 

 

QUESTION 5

A legacy web application, which is being used by a hospital, cannot be upgraded for 12 months. A new vulnerability is
found in the legacy application, and the networking team is tasked with mitigation. Middleware for mitigation will cost
$100,000 per year. Which of the following must be calculated to determine ROI? (Choose two.) 

A. ALE 

B. RTO 

C. MTBF 

D. ARO 

E. RPO 

Correct Answer: AD 
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QUESTION 6

A security administrator wants to allow external organizations to cryptographically validate the company\\'s domain
name in email messages sent by employees. Which of the following should the security administrator implement? 

A. SPF 

B. S/MIME 

C. TLS 

D. DKIM 

Correct Answer: D 

 

QUESTION 7

A security administrator has noticed that an increased number of employees\\' workstations are becoming infected with
malware. The company deploys an enterprise antivirus system as well as a web content filter, which blocks access to
malicious web sites where malware files can be downloaded. Additionally, the company implements technical measures
to disable external storage. Which of the following is a technical control that the security administrator should implement
next to reduce malware infection? 

A. Implement an Acceptable Use Policy which addresses malware downloads. 

B. Deploy a network access control system with a persistent agent. 

C. Enforce mandatory security awareness training for all employees and contractors. 

D. Block cloud-based storage software on the company network. 

Correct Answer: D 

The question states that the company implements technical measures to disable external storage. This is storage such
as USB flash drives and will help to ensure that the users to do not bring unauthorized data that could potentially contain
malware into the network. 

We should extend this by blocking cloud-based storage software on the company network. This would block access to
cloud-based storage services such as Dropbox or OneDrive. 

 

QUESTION 8

A manufacturing company employs SCADA systems to drive assembly lines across geographically dispersed sites.
Therefore, the company must use the Internet to transport control messages and responses. Which of the following
architectural changes when integrated will BEST reduce the manufacturing control system\\'s attack surface? (Select
TWO) 

A. Design a patch management capability for control systems. 

B. Implement supply chain security. 

C. Integrate message authentication 
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D. Add sensors and collectors at the Internet boundary. 

E. Isolate control systems from enterprise systems. 

F. Implement a site-to-site VPN across sites 

Correct Answer: AE 

 

QUESTION 9

The helpdesk is receiving multiple calls about slow and intermittent Internet access from the finance department. The
following information is compiled: Caller 1, IP 172.16.35.217, NETMASK 255.255.254.0 Caller 2, IP 172.16.35.53,
NETMASK 255.255.254.0 Caller 3, IP 172.16.35.173, NETMASK 255.255.254.0 All callers are connected to the same
switch and are routed by a router with five built-in interfaces. The upstream router interface\\'s MAC is
00-01-42-32-ab-1a A packet capture shows the following: 09:05:15.934840 arp reply 172.16.34.1 is-at
00:01:42:32:ab:1a (00:01:42:32:ab:1a) 09:06:16.124850 arp reply 172.16.34.1 is-at 00:01:42:32:ab:1a
(00:01:42:32:ab:1a) 09:07:25.439811 arp reply 172.16.34.1 is-at 00:01:42:32:ab:1a (00:01:42:32:ab:1a)
09:08:10.937590 IP 172.16.35.1 > 172.16.35.255: ICMP echo request, id 2305, seq 1, length 65534 09:08:10.937591 IP
172.16.35.1 > 172.16.35.255: ICMP echo request, id 2306, seq 2, length 65534 09:08:10.937592 IP 172.16.35.1 >
172.16.35.255: ICMP echo request, id 2307, seq 3, length 65534 Which of the following is occurring on the network? 

A. A man-in-the-middle attack is underway on the network. 

B. An ARP flood attack is targeting at the router. 

C. The default gateway is being spoofed on the network. 

D. A denial of service attack is targeting at the router. 

Correct Answer: D 

The above packet capture shows an attack where the attacker is busy consuming your resources (in this case the
router) and preventing normal use. This is thus a Denial Of Service Attack. 

 

QUESTION 10

The Chief Executive Officers (CEOs) from two different companies are discussing the highly sensitive prospect of
merging their respective companies together. Both have invited their Chief Information Officers (CIOs) to discern how
they can securely and digitaly communicate, and the following criteria are collectively determined: 

Must be encrypted on the email servers and clients Must be OK to transmit over unsecure Internet connections 

Which of the following communication methods would be BEST to recommend? 

A. Force TLS between domains. 

B. Enable STARTTLS on both domains. 

C. Use PGP-encrypted emails. 

D. Switch both domains to utilize DNSSEC. 

Correct Answer: C 
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QUESTION 11

Within the past six months, a company has experienced a series of attacks directed at various collaboration tools.
Additionally, sensitive information was compromised during a recent security breach of a remote access session from
an unsecure site. As a result, the company is requiring all collaboration tools to comply with the following: 

Secure messaging between internal users using digital signatures Secure sites for video-conferencing sessions
Presence information for all office employees Restriction of certain types of messages to be allowed into the network. 

Which of the following applications must be configured to meet the new requirements? (Select TWO.) 

A. Remote desktop 

B. VoIP 

C. Remote assistance 

D. Email 

E. Instant messaging 

F. Social media websites 

Correct Answer: BE 

 

QUESTION 12

SIMULATION 

Compliance with company policy requires a quarterly review of firewall rules. You are asked to conduct a review on the
internal firewall sitting between several internal networks. The intent of this firewall is to make traffic more secure. Given 

the following information perform the tasks listed below: 
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Untrusted zone: 0.0.0.0/0 

User zone: USR 10.1.1.0/24 

User zone: USR2 10.1.2.0/24 

DB zone: 10.1.0/24 

Web application zone: 10.1.5.0/24 

Management zone: 10.1.10.0/24 Web server: 10.1.5.50 MS-SQL server: 10.1.4.70 

MGMT platform: 10.1.10.250 

Task 1) A rule was added to prevent the management platform from accessing the internet. This rule is not working.
Identify the rule and correct this issue. 

Task 2) The firewall must be configured so that the SQL server can only receive requests from the web server. 

Task 3) The web server must be able to receive unencrypted requests from hosts inside and outside the corporate
network. 

Task 4) Ensure the final rule is an explicit deny. 

Task 5) Currently the user zone can access internet websites over an unencrypted protocol. Modify a rule so that user
access to websites is over secure protocols only. 

Instructions: To perform the necessary tasks, please modify the DST port, SRC zone, Protocol, Action, and/or Rule
Order columns. Type ANY to include all ports. Firewall ACLs are read from the top down. Once you have met the
simulation 

requirements, click Save. When you have completed the simulation, please select the Done button to submit. Once the
simulation is submitted, please select the Next button to continue. 

Correct Answer: Check the answer in explanation. 

Explanation: 

Task 1: A rule was added to prevent the management platform from accessing the internet. This rule is not working.
Identify the rule and correct this issue. 

In Rule no. 1 edit the Action to Deny to block internet access from the management platform. 

Task 2: The firewall must be configured so that the SQL server can only receive requests from the web server. In Rule
no. 6 from top, edit the Action to be Permit. 
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Task 3: The web server must be able to receive unencrypted requests from hosts inside and outside the corporate
network. 

In rule no. 5 from top, change the DST port to Any from 80 to allow all unencrypted traffic. 

Task 4: Ensure the final rule is an explicit deny 

Enter this at the bottom of the access list i.e. the line at the bottom of the rule: 

Task 5: Currently the user zone can access internet websites over an unencrypted protocol. Modify a rule so that user
access to websites is over secure protocols only. In Rule number 4 from top, edit the DST port to 443 from 80 

 

QUESTION 13

A security consultant is performing a penetration test on www.comptia.org and wants to discover the DNS
administrator\\'s email address to use in a later social engineering attack. The information listed with the DNS registrar is
private. Which of the following commands will also disclose the email address? 

A. dig comptia.org 

B. whois comptia.org 

C. nslookup ype=SOA comptia.org 

D. dnsrecon comptia.org hostmaster 

Correct Answer: C 

 

QUESTION 14

A project manager is working with a team that is tasked to develop software applications in a structured environment
and host them in a vendor\\'s cloud-based infrastructure. The organization will maintain responsibility for the software
but will not manage the underlying server applications. Which of the following does the organization plan to leverage? 
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A. SaaS 

B. PaaS 

C. IaaS 

D. Hybrid cloud 

E. Network virtualization 

Correct Answer: B 

 

QUESTION 15

A financial services company wants to migrate its email services from on-premises servers to a cloud-based email
solution. The Chief information Security Officer (CISO) must brief board of directors on the potential security concerns
related to this migration. The board is concerned about the following. 

1.

 Transactions being required by unauthorized individual 

2.

 Complete discretion regarding client names, account numbers, and investment information. 

3.

 Malicious attacker using email to distribute malware and ransom ware. 

4.

 Exfiltration of sensitivity company information. 

The cloud-based email solution will provide an6-malware, reputation-based scanning, signature-based scanning, and
sandboxing. Which of the following is the BEST option to resolve the board\\'s concerns for this email migration? 

A. Data loss prevention 

B. Endpoint detection response 

C. SSL VPN 

D. Application whitelisting 

Correct Answer: A 
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