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QUESTION 1

Where is a DLP solution generally installed when utilized for monitoring data in transit? 

A. Network perimeter 

B. Database server 

C. Application server 

D. Web server 

Correct Answer: A 

To monitor data in transit, a DLP solution would optimally be installed at the network perimeter, to ensure that data
leaving the network through various protocols conforms to security controls and policies. An application server or a web
server would be more appropriate for monitoring data in use, and a database server would be an example of a location
appropriate for monitoring data at rest. 

 

QUESTION 2

Which of the following is NOT one of the components of multifactor authentication? 

A. Something the user knows 

B. Something the user has 

C. Something the user sends 

D. Something the user is 

Correct Answer: C 

Multifactor authentication systems are composed of something the user knows, has, and/or is, not something the user
sends. Multifactor authentication commonly uses something that a user knows, has, and/or is (such as biometrics or
features). 

 

QUESTION 3

On large distributed systems with pooled resources, cloud computing relies on extensive orchestration to maintain the
environment and the constant provisioning of resources. 

Which of the following is crucial to the orchestration and automation of networking resources within a cloud? 

A. DNSSEC 

B. DNS 

C. DCOM 

D. DHCP 
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Correct Answer: D 

The Dynamic Host Configuration Protocol (DHCP) automatically configures network settings for a host so that these
settings do not need to be configured on the host statically. Given the rapid and programmatic provisioning of resources
within a cloud environment, this capability is crucial to cloud operations. Both DNS and its security-integrity extension
DNSSEC provide name resolution to IP addresses, but neither is used for the configuration of network settings on a
host. DCOM refers to the Distributed Component Object Model, which was developed by Microsoft as a means to
request services across a network, and is not used for network configurations at all. 

 

QUESTION 4

Different certifications and standards take different approaches to data center design and operations. Although many
traditional approaches use a tiered methodology, which of the following utilizes a macro-level approach to data center
design? 

A. IDCA 

B. BICSI 

C. Uptime Institute 

D. NFPA 

Correct Answer: A 

The Infinity Paradigm of the International Data Center Authority (IDCA) takes a macro-level approach to data center
design. The IDCA does not use a specific, focused approach on specific components to achieve tier status. Building
Industry Consulting Services International (BICSI) issues certifications for data center cabling. The National Fire
Protection Association (NFPA) publishes a broad range of fire safety and design standards for many different types of
facilities. The Uptime Institute publishes the most widely known and used standard for data center topologies and tiers. 

 

QUESTION 5

A DLP solution/implementation has three main components. 

Which of the following is NOT one of the three main components? 

A. Monitoring 

B. Enforcement 

C. Auditing 

D. Discovery and classification 

Correct Answer: C 

Auditing, which can be supported to varying degrees by DLP solutions, is not a core component of them. Data loss
prevention (DLP) solutions have core components of discovery and classification, enforcement, and monitoring.
Discovery and classification are concerned with determining which data should be applied to the DLP policies, and then
determining its classification level. Monitoring is concerned with the actual watching of data and how it\\'s used through
its various stages. Enforcement is the actual application of policies determined from the discovery stage and then
triggered during the monitoring stage. 
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QUESTION 6

DNSSEC was designed to add a layer of security to the DNS protocol. 

Which type of attack was the DNSSEC extension designed to mitigate? 

A. Account hijacking 

B. Snooping 

C. Spoofing 

D. Data exposure 

Correct Answer: C 

DNSSEC is an extension to the regular DNS protocol that utilizes digital signing of DNS query results, which can be
verified to come from an authoritative source. This verification mitigates the ability for a rogue DNS server to be used to
spoof query results and to direct users to malicious sites. DNSSEC provides for the verification of the integrity of DNS
queries. It does not provide any protection from snooping or data exposure. Although it may help lessen account
hijacking by preventing users from being directed to rogue sites, it cannot by itself eliminate the possibility. 

 

QUESTION 7

Which of the cloud cross-cutting aspects relates to the requirements placed on the cloud provider by the cloud customer
for minimum performance standards and requirements that must be met? 

A. Regulatory requirements 

B. SLAs 

C. Auditability 

D. Governance 

Correct Answer: B 

Whereas a contract spells out general terms and costs for services, the SLA is where the real meat of the business
relationship and concrete requirements come into play. The SLA spells out in clear terms the minimum requirements for
uptime, availability, processes, customer service and support, security controls and requirements, auditing and
reporting, and potentially many other areas that define the business relationship and the success of it. 

 

QUESTION 8

Maintenance mode requires all of these actions except: 

A. Remove all active production instances 

B. Ensure logging continues 

C. Initiate enhanced security controls 
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D. Prevent new logins 

Correct Answer: C 

While the other answers are all steps in moving from normal operations to maintenance mode, we do not necessarily
initiate any enhanced security controls. 

 

QUESTION 9

Which component of ITIL involves the creation of an RFC ticket and obtaining official approvals for it? 

A. Problem management 

B. Release management 

C. Deployment management 

D. Change management 

Correct Answer: D 

The change management process involves the creation of the official Request for Change (RFC) ticket, which is used to
document the change, obtain the required approvals from management and stakeholders, and track the change to
completion. Release management is a subcomponent of change management, where the actual code or configuration
change is put into place. Deployment management is similar to release management, but it\\'s where changes are
actually implemented on systems. Problem management is focused on the identification and mitigation of known
problems and deficiencies before they are able to occur. 

 

QUESTION 10

What is the minimum regularity for testing a BCDR plan to meet best practices? 

A. Once year 

B. Once a month 

C. Every six months 

D. When the budget allows it 

Correct Answer: A 

Best practices and industry standards dictate that a BCDR solution should be tested at least once a year, though
specific regulatory requirements may dictate more regular testing. The BCDR plan should also be tested whenever a
major modification to a system occurs. 

 

QUESTION 11

The GAPP framework was developed through a joint effort between the major Canadian and American professional
accounting associations in order to assist their members with managing and preventing risks to the privacy of their data
and customers. 
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Which of the following is the meaning of GAPP? 

A. General accounting personal privacy 

B. Generally accepted privacy practices 

C. Generally accepted privacy principles 

D. General accounting privacy policies 

Correct Answer: C 

 

QUESTION 12

Which of the following methods of addressing risk is most associated with insurance? 

A. Mitigation 

B. Transference 

C. Avoidance 

D. Acceptance 

Correct Answer: B 

Avoidance halts the business process, mitigation entails using controls to reduce risk, acceptance involves taking on the
risk, and transference usually involves insurance. 

 

QUESTION 13

Which publication from the United States National Institute of Standards and Technology pertains to defining cloud
concepts and definitions for the various core components of cloud computing? 

A. SP 800-153 

B. SP 800-145 

C. SP 800-53 

D. SP 800-40 

Correct Answer: B 

NIST Special Publications 800-145 is titled "The NIST Definition of Cloud Computing" and contains definitions and
explanations of core cloud concepts and components. 

 

QUESTION 14

Which type of audit report does many cloud providers use to instill confidence in their policies, practices, and
procedures to current and potential customers? 
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A. SAS-70 

B. SOC 2 

C. SOC 1 

D. SOX 

Correct Answer: B 

One approach that many cloud providers opt to take is to undergo a SOC 2 audit and make the report available to cloud
customers and potential cloud customers as a way of providing security confidence without having to open their systems
or sensitive information to the masses. 

 

QUESTION 15

Data labels could include all the following, except: 

A. Data value 

B. Data of scheduled destruction 

C. Date data was created 

D. Data owner 

Correct Answer: A 

All the others might be included in data labels, but we don\\'t usually include data value, since it is prone to change
frequently, and because it might not be information we want to disclose to anyone who does not have need to know. 
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