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QUESTION 1

Which of the following would provide nonrepudiation of electronic transactions? 

A. Two-factor authentication 

B. Periodic reaccreditations 

C. Third-party certificates 

D. Receipt acknowledgment 

Correct Answer: C 

 

QUESTION 2

Which of the following is the GREATEST benefit of integrating information security program requirements into vendor
management? 

A. The ability to reduce risk in the supply chain 

B. The ability to meet industry compliance requirements 

C. The ability to define service level agreements (SLAs) 

D. The ability to improve vendor performance 

Correct Answer: A 

 

QUESTION 3

Which of the following is the BEST approach for managing user access permissions to ensure alignment with data
classification? 

A. Enable multi-factor authentication on user and admin accounts. 

B. Review access permissions annually or whenever job responsibilities change 

C. Lock out accounts after a set number of unsuccessful login attempts. 

D. Delegate the management of access permissions to an independent third party. 

Correct Answer: B 

 

QUESTION 4

What would be an information security manager\\'s BEST recommendation upon learning that an existing contract with a
third party does not clearly identify requirements for safeguarding the organization\\'s critical data? 

Latest CISM Dumps | CISM PDF Dumps | CISM Braindumps                                2 / 7

https://www.pass4lead.com/CISM.html
https://www.pass4lead.com/CISM.html
https://www.pass4lead.com/CISM.html


https://www.pass4lead.com/CISM.html
2023 Latest pass4lead CISM PDF and VCE dumps Download

A. Create an addendum to the existing contract. 

B. Cancel the outsourcing contract. 

C. Transfer the risk to the provider. 

D. Initiate an external audit of the provider\\'s data center. 

Correct Answer: A 

 

QUESTION 5

What should be the PRIMARY basis for prioritizing incident containment? 

A. Legal and regulatory requirements 

B. The recovery cost of affected assets 

C. The business value of affected assets 

D. Input from senior management 

Correct Answer: A 

 

QUESTION 6

The PRIMARY reason for creating a business case when proposing an information security project is to: 

A. establish the value of the project in relation to business objectives 

B. establish the value of the project with regard to regulatory compliance 

C. ensure relevant business parties are involved in the project 

D. ensure comprehensive security controls are identified 

Correct Answer: A 

 

QUESTION 7

Which of the following should be the PRIMARY expectation of management when an organization introduces an
information security governance framework? 

A. Optimized information security resources 

B. Consistent execution of information security strategy 

C. Improved accountability to shareholders 

D. Increased influence of security management 
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Correct Answer: B 

 

QUESTION 8

What is the PRIMARY goal of an incident management program? 

A. Minimize impact to the organization. 

B. Contain the incident. 

C. Identify root cause. 

D. Communicate to external entities. 

Correct Answer: A 

 

QUESTION 9

The impact of losing frame relay network connectivity for 18-24 hours should be calculated using the: 

A. hourly billing rate charged by the carrier. 

B. value of the data transmitted over the network. 

C. aggregate compensation of all affected business users. 

D. financial losses incurred by affected business units. 

Correct Answer: D 

The bottom line on calculating the impact of a loss is what its cost will be to the organization. The other choices are all
factors that contribute to the overall monetary impact. 

 

QUESTION 10

What is the MOST important factor in the successful implementation of an enterprise wide information security
program? 

A. Realistic budget estimates 

B. Security awareness 

C. Support of senior management 

D. Recalculation of the work factor 

Correct Answer: C 

Without the support of senior management, an information security program has little chance of survival. A company\\'s
leadership group, more than any other group, will more successfully drive the program. Their authoritative position in the
company is a key factor. Budget approval, resource commitments, and companywide participation also require the buy-
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in from senior management. Senior management is responsible for providing an adequate budget and the necessary
resources. Security awareness is important, but not the most important factor. Recalculation of the work factor is a part
of risk management. 

 

QUESTION 11

Which of the following should be an information security manager\\'s FIRST course of action following a decision to
implement a new technology? 

A. Determine security controls needed to support the new technology. 

B. Perform a business impact analysis (BIA) on the new technology. 

C. Perform a return-on-investment (ROI) analysis for the new technology. 

D. Determine whether the new technology will comply with regulatory requirements. 

Correct Answer: B 

 

QUESTION 12

Which of the following would be MOST important to consider when implementing security settings for a new system? 

A. Results from internal and external audits 

B. Government regulations and related penalties 

C. Business objectives and related IT risk 

D. Industry best practices applicable to the business 

Correct Answer: C 

 

QUESTION 13

The BEST way to ensure that security settings on each platform are in compliance with information security policies and
procedures is to: 

A. perform penetration testing. 

B. establish security baselines. 

C. implement vendor default settings. 

D. link policies to an independent standard. 

Correct Answer: B 

Security baselines will provide the best assurance that each platform meets minimum criteria. Penetration testing will
not be as effective and can only be performed periodically. Vendor default settings will not necessarily meet the criteria
set by the security policies, while linking policies to an independent standard will not provide assurance that the
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platforms meet these levels of security. 

 

QUESTION 14

The PRIMARY objective of periodically testing an incident response plan should be to: 

A. highlight the importance of incident response and recovery. 

B. harden the technical infrastructure. 

C. improve internal processes and procedures. 

D. improve employee awareness of the incident response process. 

Correct Answer: C 

 

QUESTION 15

The valuation of IT assets should be performed by: 

A. an IT security manager. 

B. an independent security consultant. 

C. the chief financial officer (CFO). 

D. the information owner. 

Correct Answer: D 

Information asset owners are in the best position to evaluate the value added by the IT asset under review within a
business process, thanks to their deep knowledge of the business processes and of the functional IT requirements. An
IT security manager is an expert of the IT risk assessment methodology and IT asset valuation mechanisms. However,
the manager could not have a deep understanding of all the business processes of the firm. An IT security subject
matter expert will take part of the process to identify threats and vulnerabilities and will collaborate with the business
information asset owner to define the risk profile of the asset. A chief financial officer (CFO) will have an overall costs
picture but not detailed enough to evaluate the value of each IT asset. 

Latest CISM Dumps CISM PDF Dumps CISM Braindumps

Latest CISM Dumps | CISM PDF Dumps | CISM Braindumps                                6 / 7

https://www.pass4lead.com/CISM.html
https://www.pass4lead.com/CISM.html
https://www.pass4lead.com/CISM.html
https://www.pass4lead.com/CISM.html
https://www.pass4lead.com/CISM.html
https://www.pass4lead.com/CISM.html


https://www.pass4lead.com/CISM.html
2023 Latest pass4lead CISM PDF and VCE dumps Download

To Read the Whole Q&As, please purchase the Complete Version from Our website.

Try our product !

100% Guaranteed Success
100% Money Back Guarantee
365 Days Free Update
Instant Download After Purchase
24x7 Customer Support
Average 99.9% Success Rate
More than 800,000 Satisfied Customers Worldwide
Multi-Platform capabilities - Windows, Mac, Android, iPhone, iPod, iPad, Kindle

We provide exam PDF and VCE of Cisco, Microsoft, IBM, CompTIA, Oracle and other IT Certifications.
You can view Vendor list of All Certification Exams offered:

https://www.pass4lead.com/allproducts

Need Help
Please provide as much detail as possible so we can best assist you.
To update a previously submitted ticket:

Any charges made through this site will appear as Global Simulators Limited.
All trademarks are the property of their respective owners.

Copyright © pass4lead, All Rights Reserved.

Powered by TCPDF (www.tcpdf.org)

Latest CISM Dumps | CISM PDF Dumps | CISM Braindumps                                7 / 7

https://secure.livechatinc.com/licence/8041871/v2/open_chat.cgi
http://www.tcpdf.org
https://www.pass4lead.com/CISM.html
https://www.pass4lead.com/CISM.html
https://www.pass4lead.com/CISM.html

