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QUESTION 1

Which of the following come under the phases of risk identification and evaluation? 

Each correct answer represents a complete solution. Choose three. 

A. Maintain a risk profile 

B. Collecting data 

C. Analyzing risk 

D. Applying controls 

Correct Answer: ABC 

Explanation: 

Risk identification is the process of determining which risks may affect the project. It also documents risks\\'
characteristics. 

Following are high-level phases that are involved in risk identification and evaluation: Collecting data- Involves collecting
data on the business environment, types of events, risk categories, risk scenarios, etc., to identify relevant data to
enable effective risk identification, analysis and reporting. Analyzing risk- Involves analyzing risk to develop useful
information which is used while taking risk-decisions. Risk-decisions take into account the business relevance of risk
factors. Maintain a risk profile- Requires maintaining an up-to-date and complete inventory of known threats and their
attributes (e.g., expected likelihood, potential impact, and disposition), IT resources, capabilities, and controls as
understood in the context of business products, services and processes to effectively monitor risk over time. 

Incorrect Answers: 

D: It comes under risk management process, and not in risk identification and evaluation process. 

 

QUESTION 2

An organization has engaged a third party to provide an Internet gateway encryption service that protects sensitive data
uploaded to a cloud service. This is an example of risk: 

A. transfer 

B. acceptance 

C. mitigation 

D. avoidance 

Correct Answer: A 

 

QUESTION 3

During an IT department reorganization, the manager of a risk mitigation action plan was replaced. The new manager
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has begun implementing a new control after identifying a more effective option. Which of the following is the risk
practitioner\\'s BEST course of action? 

A. Communicate the decision to the risk owner for approval 

B. Identify an owner for the new control 

C. Modify the action plan in the risk register 

D. Seek approval from the previous action plan manager 

Correct Answer: B 

 

QUESTION 4

What activity should be done for effective post-implementation reviews during the project? 

A. Establish the business measurements up front 

B. Allow a sufficient number of business cycles to be executed in the new system 

C. Identify the information collected during each stage of the project 

D. Identify the information to be reviewed 

Correct Answer: A 

For effective post-implementation review the business measurements up front is established during the project. 

Incorrect Answers: 

B: Executing sufficient number of business cycles in the new system is done after the completion of the project. 

C, D: Identifying the information to be reviewed and information collected during each stage of project is done in pre-
project phase and not during project for effective post-implementation review. 

 

QUESTION 5

Which of the following is the MOST important factor when deciding on a control to mitigate risk exposure? 

A. Comparison against best practice 

B. Relevance to the business process 

C. Regulatory compliance requirements 

D. Cost-benefit analysis 

Correct Answer: B 

 

QUESTION 6
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What should be considered while developing obscure risk scenarios? Each correct answer represents a part of the
solution. Choose two. 

A. Visibility 

B. Controls 

C. Assessment methods 

D. Recognition 

Correct Answer: AD 

Explanation: 

The enterprise must consider risk that has not yet occurred and should develop scenarios around unlikely, 

obscure or non-historical events. 

Such scenarios can be developed by considering two things: 

Visibility 

Recognition 

For the fulfillment of this task enterprise must: 

Be in a position that it can observe anything going wrong 

Have the capability to recognize an observed event as something wrong 

 

QUESTION 7

Which of the following BEST indicates effective information security incident management? 

A. Frequency of information security incident response plan testing 

B. Percentage of high risk security incidents 

C. Monthly trend of information security-related incidents 

D. Average time to identify critical information security incidents 

Correct Answer: D 

 

QUESTION 8

John is the project manager of the HGH Project for her company. He and his project team have agreed that if the
vendor is late by more than ten days they will cancel the order and hire the NBG Company to fulfill the order. The NBG
Company can guarantee orders within three days, but the costs of their products are significantly more expensive than
the current vendor. What type of response does John adopt here? 

A. Contingent response strategy 
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B. Risk avoidance 

C. Risk mitigation 

D. Expert judgment 

Correct Answer: A 

As in this case John and his team mates have pre-planned the alternative if the vendor would late in placing the order.
Therefore, it is contingent response strategy. 

Contingent response strategy, also known as contingency planning, involves adopting alternatives to deal with the risks
in case of their occurrence. Unlike the mitigation planning in which mitigation looks to reduce the probability of the risk
and its impact, contingency planning doesn\\'t necessarily attempt to reduce the probability of a risk event or its impacts.
Contingency comes into action when the risk event actually occurs. 

Incorrect Answers: 

B: Risk avoidance is the method which involves creating solutions that ensure a specific risk in not realized. 

C: Risk mitigation attempts to eliminate or significantly decrease the level of risk present. Here no alternatives are pre-
planned. 

D: Expert judgment is utilized in developing risk responses, including feedback and guidance from risk management
experts and those internal to the project qualified to provide assistance in this process. 

 

QUESTION 9

Which of the following should be the PRIMARY goal of developing information security metrics? 

A. identifying security threats 

B. Ensuring regulatory compliance 

C. Enabling continuous improvement 

D. Raising security awareness 

Correct Answer: C 

 

QUESTION 10

To communicate the risk associated with IT in business terms, which of the following MUST be defined? 

A. Risk appetite of the organization 

B. Compliance objectives 

C. Organizational objectives 

D. Inherent and residual risk 

Correct Answer: C 
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QUESTION 11

Which of the following controls focuses on operational efficiency in a functional area sticking to management policies? 

A. Internal accounting control 

B. Detective control 

C. Administrative control 

D. Operational control 

Correct Answer: C 

Administrative control is one of the objectives of internal control and is concerned with ensuring efficiency and
compliance with management policies. 

Incorrect Answers: 

A: It controls accounting operations, including safeguarding assets and financial records. 

B: Detective control simply detects and reports on the occurrence of an error, omission or malicious act. 

D: It focuses on day-to-day operations, functions, and activities. It also ensures that all the organization\\'s objectives
are being accomplished. 

 

QUESTION 12

An organization has introduced risk ownership to establish clear accountability for each process. To ensure effective risk
ownership, it is MOST important that: 

A. risk owners have decision-making authority. 

B. senior management has oversight of the process. 

C. segregation of duties exists between risk and process owners. 

D. process ownership aligns with IT system ownership. 

Correct Answer: C 

 

QUESTION 13

A new international data privacy regulation requires personal data to be disposed after the specified retention period,
which is different from the local regulatory requirement. Which of the following is the risk 

practitioner\\'s BEST recommendation to resolve the disparity? 

A. Adopt the international standard. 

B. Adopt the standard determined by legal counsel. 
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C. Adopt the local standard. 

D. Adopt the least stringent standard determined by the risk committee. 

Correct Answer: B 

 

QUESTION 14

Which of the following is NOT true for risk management capability maturity level 1? 

A. There is an understanding that risk is important and needs to be managed, but it is viewed as a technical issue and
the business primarily considers the downside of IT risk 

B. Decisions involving risk lack credible information 

C. Risk appetite and tolerance are applied only during episodic risk assessments 

D. Risk management skills exist on an ad hoc basis, but are not actively developed 

Correct Answer: B 

Explanation: 

The enterprise with risk management capability maturity level 0 makes decisions without having much 

knowledge about the risk credible information. In level 1, enterprise takes decisions on the basis of risk 

credible information. 

Incorrect Answers: 

A, C, D: An enterprise\\'s risk management capability maturity level is 1 when: 

There is an understanding that risk is important and needs to be managed, but it is viewed as a technical 

issue and the business primarily considers the downside of IT risk. 

Any risk identification criteria vary widely across the enterprise. 

Risk appetite and tolerance are applied only during episodic risk assessments. 

Enterprise risk policies and standards are incomplete and/or reflect only external requirements and lack 

defensible rationale and enforcement mechanisms. 

Risk management skills exist on an ad hoc basis, but are not actively developed. 

Ad hoc inventories of controls that are unrelated to risk are dispersed across desktop applications. 

 

QUESTION 15

The design of procedures to prevent fraudulent transactions within an enterprise resource planning (ERP) system
should be based on: 
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A. benchmarking criteria. 

B. stakeholder risk tolerance. 

C. the control environment. 

D. suppliers used by the organization. 

Correct Answer: A 
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