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QUESTION 1

A marketing team is using a SaaS-based service to send emails to large groups of potential customers. The internally
managed CRM system is configured to generate a list of target customers automatically on a weekly basis, and then
use that list to send emails to each customer as part of a marketing campaign. Last week, the first email campaign sent
emails successfully to 3,000 potential customers. This week, the email campaign attempted to send out 50,000 emails,
but only 10,000 were sent. 

Which of the following is the MOST likely reason for not sending all the emails? 

A. API request limit 

B. Incorrect billing account 

C. Misconfigured auto-scaling 

D. Bandwidth limitation 

Correct Answer: A 

Reference: https://developers.google.com/analytics/devguides/config/mgmt/v3/limits-quotas 

 

QUESTION 2

A systems administrator is working in a globally distributed cloud environment. After a file server VM was moved to
another region, all users began reporting slowness when saving files. Which of the following is the FIRST thing the
administrator should check while troubleshooting? 

A. Network latency 

B. Network connectivity 

C. Network switch 

D. Network peering 

Correct Answer: A 

 

QUESTION 3

Which of the following would be the BEST option for discussion of what individuals should do in an incident response or
disaster recovery scenario? 

A. A business continuity plan 

B. Incident response/disaster recovery documentation 

C. A tabletop exercise 

D. A root cause analysis 
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Correct Answer: A 

 

QUESTION 4

A company wants to move its environment from on premises to the cloud without vendor lock-in. Which of the following
would BEST meet this requirement? 

A. DBaaS 

B. SaaS 

C. IaaS 

D. PaaS 

Correct Answer: C 

 

QUESTION 5

A company recently subscribed to a SaaS collaboration service for its business users. The company also has an on-
premises collaboration solution and would like users to have a seamless experience regardless of the collaboration
solution being used. 

Which of the following should the administrator implement? 

A. LDAP 

B. WAF 

C. VDI 

D. SSO 

Correct Answer: A 

 

QUESTION 6

A local bank has all of its infrastructure in the cloud. An update was applied to the main database server at 5:00 a.m. on
Monday morning, and the database was then corrupted and unusable. It had to be restored from backup. The last
backup was taken the night before at 10:00 p.m. The database was then restored successfully, but seven hours\\' worth
of data was lost, which is deemed unacceptable. Which of the following needs to be updated in the DR plan? 

A. Recovery point objective 

B. Statement of work 

C. Service-level agreement 

D. Recovery time objective 

Correct Answer: A 
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QUESTION 7

A technician needs to deploy two virtual machines in preparation for the configuration of a financial application next
week. Which of the following cloud deployment models should the technician use? 

A. XaaS 

B. IaaS 

C. PaaS 

D. SaaS 

Correct Answer: C 

Reference: https://searchcloudcomputing.techtarget.com/definition/Platform-as-a-Service- PaaS 

 

QUESTION 8

A systems administrator is configuring updates on a system. Which of the following update branches should the
administrator choose to ensure the system receives updates that are maintained for at least four years? 

A. LTS 

B. Canary 

C. Beta 

D. Stable 

Correct Answer: A 

 

QUESTION 9

A cloud administrator is switching hosting companies and using the same script that was previously used to deploy VMs
in the new cloud. The script is returning errors that the command was not found. 

Which of the following is the MOST likely cause of the script failure? 

A. Account mismatches 

B. IP address changes 

C. API version incompatibility 

D. Server name changes 

Correct Answer: D 
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QUESTION 10

Company A has acquired Company B and is in the process of integrating their cloud resources. Company B needs
access to Company A\\'s cloud resources while retaining its IAM solution. Which of the following should be
implemented? 

A. Multifactor authentication 

B. Single sign-on 

C. Identity federation 

D. Directory service 

Correct Answer: C 

Reference: https://medium.com/@dinika.15/identity-federation-a-brief-introduction-f2f823f8795a 

 

QUESTION 11

CORRECT TEXT 

A company has decided to scale its e-commerce application from its corporate datacenter to a commercial cloud
provider to meet an anticipated increase in demand during an upcoming holiday. 

The majority of the application load takes place on the application server under normal conditions. For this reason, the
company decides to deploy additional application servers into a commercial cloud provider using the on-premises 

orchestration engine that installs and configures common software and network configurations. 

The remote computing environment is connected to the on-premises datacenter via a site-to-site IPSec tunnel. The
external DNS provider has been configured to use weighted round-robin routing to load balance connections from the
Internet. 

During testing, the company discovers that only 20% of connections completed successfully. 

INSTRUCTIONS 

Review the network architecture and supporting documents and fulfill these requirements: 

Part 1: 

1.

 Analyze the configuration of the following components: DNS, Firewall 1, Firewall 2, Router 1, Router 2, VPN and
Orchestrator Server. 

2.

 Identify the problematic device(s). 

Part 2: 

1.
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 Identify the correct options to provide adequate configuration for hybrid cloud architecture. 

2.

 If at any time you would like to bring back the initial state of the simulation, please click the Reset All button. 

Part 1: 

Cloud Hybrid Network Diagram 
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Part 2: 

Only select a maximum of TWO options from the multiple choice question 

A. Check the answer in explanation. 

Correct Answer: A 

Change the Address Space on Router2 Update the PSK (Pre-shared key in Router2) 

 

QUESTION 12

A company has an in-house-developed application. The administrator wants to utilize cloud services for additional peak
usage workloads. The application has a very unique stack of dependencies. Which of the following cloud service
subscription types would BEST meet these requirements? 

A. PaaS 

B. SaaS 

C. DBaaS 

D. IaaS 

Correct Answer: D 

 

QUESTION 13

A systems administrator is analyzing a report of slow performance in a cloud application. This application is working
behind a network load balancer with two VMs, and each VM has its own digital certificate configured. Currently, each
VM is consuming 85% CPU on average. Due to cost restrictions, the administrator cannot scale vertically or horizontally
in the environment. 
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Which of the following actions should the administrator take to decrease the CPU utilization? (Choose two.) 

A. Configure the communication between the load balancer and the VMs to use a VPN. 

B. Move the digital certificate to the load balancer. 

C. Configure the communication between the load balancer and the VMs to use HTTP. 

D. Reissue digital certificates on the VMs. 

E. Configure the communication between the load balancer and the VMs to use HTTPS. 

F. Keep the digital certificates on the VMs. 

Correct Answer: BE 

 

QUESTION 14

A company has hired a security firm to perform a vulnerability assessment of its environment. In the first phase, an
engineer needs to scan the network services exposed by the hosts. Which of the following will help achieve this with the
LEAST privileges? 

A. An agent-based scan 

B. A credentialed scan 

C. A network-based scan 

D. An application scan 

Correct Answer: C 

 

QUESTION 15

A cloud administrator recently noticed that a number of files stored at a SaaS provider\\'s file-sharing service were
deleted. As part of the root cause analysis, the administrator noticed the parent folder permissions were modified last
week. The administrator then used a test user account and determined the permissions on the files allowed everyone to
have write access. 

Which of the following is the best step for the administrator to take NEXT? 

A. Identify the changes to the file-sharing service and document 

B. Acquire a third-party DLP solution to implement and manage access 

C. Test the current access permissions to the file-sharing service 

D. Define and configure the proper permissions for the file-sharing service 

Correct Answer: D 
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