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QUESTION 1

Given: Your network includes a controller-based WLAN architecture with centralized data forwarding. The AP builds an
encrypted tunnel to the WLAN controller. The WLAN controller is uplinked to the network via a trunked 1 Gbps Ethernet
port supporting all necessary VLANs for management, control, and client traffic. 

What processes can be used to force an authenticated WLAN client\\'s data traffic into a specific VLAN as it exits the
WLAN controller interface onto the wired uplink? (Choose 3) 

A. On the Ethernet switch that connects to the AP, configure the switch port as an access port (not trunking) in the
VLAN of supported clients. 

B. During 802.1X authentication, RADIUS sends a return list attribute to the WLAN controller assigning the user and all
traffic to a specific VLAN. 

C. In the WLAN controller\\'s local user database, create a static username-to-VLAN mapping on the WLAN controller to
direct data traffic from a specific user to a designated VLAN. 

D. Configure the WLAN controller with static SSID-to-VLAN mappings; the user will be assigned to a VLAN according to
the SSID being used. 

Correct Answer: BCD 

 

QUESTION 2

ABC Company has deployed a Single Channel Architecture (SCA) solution to help overcome some of the common
problems with client roaming. In such a network, all APs are configured with the same channel and BSSID.
PEAPv0/EAP-MSCHAPv2 is the only supported authentication mechanism. 

As the Voice over Wi-Fi (STA-1) client moves throughout this network, what events are occurring? 

A. STA-1 initiates open authentication and 802.11 association with each AP prior to roaming. 

B. The WLAN controller is querying the RADIUS server for authentication before the association of STA-1 is moved
from one AP to the next. 

C. STA-1 controls when and where to roam by using signal and performance metrics in accordance with the chipset
drivers and 802.11k. 

D. The WLAN controller controls the AP to which STA-1 is associated and transparently moves this association in
accordance with the physical location of STA-1. 

Correct Answer: D 

 

QUESTION 3

What statements are true about 802.11-2012 Protected Management Frames? (Choose 2) 

A. 802.11w frame protection protects against some Layer 2 denial-of-service (DoS) attacks, but it cannot prevent all
types of Layer 2 DoS attacks. 
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B. When frame protection is in use, the PHY preamble and header as well as the MAC header are encrypted with 256-
or 512-bit AES. 

C. Authentication, association, and acknowledgment frames are protected if management frame protection is enabled,
but deauthentication and disassociation frames are not. 

D. Management frame protection protects disassociation and deauthentication frames. 

Correct Answer: AD 

 

QUESTION 4

When used as part of a WLAN authentication solution, what is the role of LDAP? 

A. A data retrieval protocol used by an authentication service such as RADIUS 

B. An IEEE X.500 standard compliant database that participates in the 802.1X port-based access control process 

C. A SQL compliant authentication service capable of dynamic key generation and distribution 

D. A role-based access control protocol for filtering data to/from authenticated stations. 

E. An Authentication Server (AS) that communicates directly with, and provides authentication for, the Supplicant. 

Correct Answer: A 

 

QUESTION 5

Given: Many computer users connect to the Internet at airports, which often have 802.11n access points with a captive
portal for authentication. 

While using an airport hot-spot with this security solution, to what type of wireless attack is a user susceptible? (Choose
2) 

A. Man-in-the-Middle 

B. Wi-Fi phishing 

C. Management interface exploits 

D. UDP port redirection 

E. IGMP snooping 

Correct Answer: AB 

 

QUESTION 6

Given: WLAN attacks are typically conducted by hackers to exploit a specific vulnerability within a network. What
statement correctly pairs the type of WLAN attack with the exploited vulnerability? (Choose 3) 
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A. Management interface exploit attacks are attacks that use social engineering to gain credentials from managers. 

B. Zero-day attacks are always authentication or encryption cracking attacks. 

C. RF DoS attacks prevent successful wireless communication on a specific frequency or frequency range. 

D. Hijacking attacks interrupt a user\\'s legitimate connection and introduce a new connection with an evil twin AP. 

E. Social engineering attacks are performed to collect sensitive information from unsuspecting users 

F. Association flood attacks are Layer 3 DoS attacks performed against authenticated client stations 

Correct Answer: CDE 

 

QUESTION 7

What security vulnerabilities may result from a lack of staging, change management, and installation procedures for
WLAN infrastructure equipment? (Choose 2) 

A. The WLAN system may be open to RF Denial-of-Service attacks 

B. WIPS may not classify authorized, rogue, and neighbor APs accurately 

C. Authentication cracking of 64-bit Hex WPA-Personal PSK 

D. Management interface exploits due to the use of default usernames and passwords for AP management 

E. AES-CCMP encryption keys may be decrypted 

Correct Answer: BD 

 

QUESTION 8

Given: An 802.1X/EAP implementation includes an Active Directory domain controller running Windows Server 2012
and an AP from a major vendor. A Linux server is running RADIUS and it queries the domain controller for user
credentials. A Windows client is accessing the network. 

What device functions as the EAP Supplicant? 

A. Linux server 

B. Windows client 

C. Access point 

D. Windows server 

E. An unlisted switch 

F. An unlisted WLAN controller 

Correct Answer: B 
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QUESTION 9

Given: Your network implements an 802.1X/EAP-based wireless security solution. A WLAN controller is installed and
manages seven APs. FreeRADIUS is used for the RADIUS server and is installed on a dedicated server named SRV21.
One example client is a MacBook Pro with 8 GB RAM. 

What device functions as the 802.1X/EAP Authenticator? 

A. SRV21 

B. WLAN Controller/AP 

C. MacBook Pro 

D. RADIUS server 

Correct Answer: B 

 

QUESTION 10

Select the answer option that arranges the numbered events in the correct time sequence (first to last) for a client
associating to a BSS using EAP-PEAPv0/MSCHAPv2. 

1. 

Installation of PTK 

2. 

Initiation of 4-way handshake 

3. 

Open system authentication 

4. 

802.11 association 

5. 

802.1X controlled port is opened for data traffic 

6. 

Client validates server certificate 

7. 

AS validates client credentials 

A. 3--4--6--7--2--1--5 
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B. 4--3--5--2--7--6--1 

C. 5--3--4--2--6--7--1 

D. 6--1--3--4--2--7--5 

E. 4--3--2--7--6--1--5 

F. 3--4--7--6--5--2--1 

Correct Answer: A 

 

QUESTION 11

Given: The Marketing department\\'s WLAN users need to reach their file and email server as well as the Internet, but
should not have access to any other network resources. 

What single WLAN security feature should be implemented to comply with these requirements? 

A. Mutual authentication 

B. Captive portal 

C. Role-based access control 

D. Group authentication 

E. RADIUS policy accounting 

Correct Answer: C 

 

QUESTION 12

Given: In a security penetration exercise, a WLAN consultant obtains the WEP key of XYZ Corporation\\'s wireless
network. Demonstrating the vulnerabilities of using WEP, the consultant uses a laptop running a software AP in an
attempt to hijack the authorized user\\'s connections. XYZ\\'s legacy network is using 802.11n APs with 802.11b, 11g,
and 11n client devices. 

With this setup, how can the consultant cause all of the authorized clients to establish Layer 2 connectivity with the
software access point? 

A. All WLAN clients will reassociate to the consultant\\'s software AP if the consultant\\'s software AP provides the same
SSID on any channel with a 10 dB SNR improvement over the authorized AP. 

B. A higher SSID priority value configured in the Beacon frames of the consultant\\'s software AP will take priority over
the SSID in the authorized AP, causing the clients to reassociate. 

C. When the RF signal between the clients and the authorized AP is temporarily disrupted and the consultant\\'s
software AP is using the same SSID on a different channel than the authorized AP, the clients will reassociate to the
software AP. 

D. If the consultant\\'s software AP broadcasts Beacon frames that advertise 802.11g data rates that are faster rates
than XYZ\\'s current 802.11b data rates, all WLAN clients will reassociate to the faster AP. 
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Correct Answer: C 

 

QUESTION 13

In an effort to optimize WLAN performance, ABC Company has upgraded their WLAN infrastructure from 802.11a/g to
802.11n. 802.11a/g clients are still supported and are used throughout ABC\\'s facility. ABC has always been highly
security conscious, but due to budget limitations, they have not yet updated their overlay WIPS solution to 802.11n or
802.11ac. 

Given ABC\\'s deployment strategy, what security risks would not be detected by the 802.11a/g WIPS? 

A. Hijacking attack performed by using a rogue 802.11n AP against an 802.11a client 

B. Rogue AP operating in Greenfield 40 MHz-only mode 

C. 802.11a STA performing a deauthentication attack against 802.11n APs 

D. 802.11n client spoofing the MAC address of an authorized 802.11n client 

Correct Answer: B 

 

QUESTION 14

Given: WLAN protocol analyzers can read and record many wireless frame parameters. 

What parameter is needed to physically locate rogue APs with a protocol analyzer? 

A. SSID 

B. IP Address 

C. BSSID 

D. Signal strength 

E. RSN IE 

F. Noise floor 

Correct Answer: D 

 

QUESTION 15

What TKIP feature was introduced to counter the weak integrity check algorithm used in WEP? 

A. 32-bit ICV (CRC-32) 

B. Sequence counters 

C. RC5 stream cipher 
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D. Michael 

E. Block cipher support 

Correct Answer: D 
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