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QUESTION 1

Which checks are made with OnGuard posture evaluation in ClearPass? (Select three.)
A. Client role check

B. Registry keys

C. Peer-to-peer application checks

D. EAP TLS certificate validity

E. Operating System version

Correct Answer: BCE

QUESTION 2

Which collector can help to distinguish between an iPhone and an iPad?
A. MAC OUI

B. TACACS+

C. DHCP

D. RADIUS

E. HTTP

Correct Answer: E

Reference: https://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPMOnlineHelp/Content/
CPPM_UserGuide/PolicyProfile/Collectors.htm

QUESTION 3

A customer wants to use the OS information of devices in the Enforcement policy.
Which source should be added as an authorization source?

A. OnGuard Repository

B. Guest User Repository

C. Local User Repository

D. Endpoints Repository

E. Active Directory
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Correct Answer: D

QUESTION 4

How do apple iOS 4 and iOS 5 devices download the Onboard provisioning profile and credentials from ClearPass?
A. Bonjour

B. Quick Connect

C. SNMP

D. FTP

E. Over the air API

Correct Answer: E

QUESTION 5

When enforcement action is used in ClearPass to bounce a client?
A. Webpage redirect

B. ACL

C. VLAN attribute

D. RADIUS VSA

E. RADIUS CoA

Correct Answer: E

In the Profiler tab, change the RADIUS CoA Action to "[Cisco - Bounce-Host-Port]". Make sure your switch is configured
for this.

Reference http://community.arubanetworks.com/t5/Security/MAC-Auth-Service-for-AP-s-Printers-Etc/tdp/243252

QUESTION 6
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( (Radius:IETF:NAS-Port-Type EQUALS Ethernet (15))

AND (Radius:1ETF:Service-Type BELONGS_TO Login-User (1), Framed-
User (2), Authenticate-Only (8)) )
AND (Connection:Protocol EQUALS RADIUS)

-
-
-

IConfiguration>>Services>>Reorder
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2  podBwired ity ,,.-"" g(;adiu‘s:g)l)E;rF:NAS-Port-Type BELONGS_TO Ethernet (15), Wireless- ||

- 02.11 (1 I

3 podB-mac auth % m mm == om == "i AND (Radius: [ETF:Service-Type BELONGS_TO Login-User (1), Call- g

4 podBwireless a Check (10)) i

:wn-l AND (Connection:Client-Mac-Address EQUALS %{Radius:IETF:User- i

. it I Name}) ) .

% "‘hJ AND (Connection:Protocol EQUALS RADIUS) I

N

Service Rule

( (Radius:IETF:NAS-Port-Type EQUALS Wireless-802.11 (19))
AND (Radius:IETF:Service-Type BELONGS_TO Login-User (1), Framed-

[ User (2), Authenticate-Only (8))
1 AND (Radius:Aruba:Aruba-Location-Id EXISTS )
I AND (Radius:Aruba:Aruba-Essid-Name EXISTS ) )

Refer to the exhibit. A user connects to an Aruba Access Point wireless SSID named "secure-corporate” and performs
an 802.1X authentication with ClearPass as the authentication server.

Based on this service configuration, which service will be triggered?
A. pod8-mac auth

B. No service will be triggered

C. pod8wireless

D. [Policy Manager Admin Network Service]

E. pod8wired

Correct Answer: A

QUESTION 7

An organization wants to ensure a client\\'s antivirus is installed and up to date prior to allowing network access.
Which ClearPass feature can be used to accomplish this?

A. Guest with sponsor approval

B. OnGuard
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C. Guest with self-registration
D. Onboarding
E. RADIUS Authorization

Correct Answer: B

QUESTION 8

How is ClearPass enabled to perform DHCP profiling for devices in a network?

A. by enabling a port mirror on the network access device to mirror all user traffic to ClearPass

B. by enabling DHCP relay on our network access devices so DHCP requests are forwarded to ClearPass
C. by enabling the "DHCP ignore\\' feature on network access devices

D. by configuring ClearPass as a secondary DHCP server on the client

E. by enabling profiling on ClearPass; configuration of the network access devices is not necessary
Correct Answer: B

Reference https://community.arubanetworks.com/aruba/attachments/aruba/ForoenEspanol/653/1/
ClearPass%20Profiling%20TechNote.pdf

QUESTION 9

Where is the web login page created in the ClearPass UI?
A. WebAuth Service

B. Captive Portal Profile

C. ClearPass Policy Manager

D. Guest Login Service

E. ClearPass Guest

Correct Answer: E

QUESTION 10
Which ClearPass posture token indicates that while the client is compliant, there is an available update for the client?
A. Healthy

B. Checkup
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C. Unknown

D. Remediate

E. Infected

Correct Answer: B

Reference: https://www.arubanetworks.com/techdocs/ClearPass/6.6/PolicyManager/Content/

CPPM_UserGuide/Posture/postureArchandFlow.html
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