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QUESTION 1

ClearPass Onboard can be configured for which three types of security? (Choose three.)
A. SSL-VPN

B. EAP-RADIUS

C. EAP-TLS

D. EAP-PEAP

E. Personal PSK

Correct Answer: BCD

QUESTION 2

Which ClearPass feature is used for endpoint compliance and client health status?
A. Posture

B. Onboard

C. Profiling

D. Captive Portal

E. RADIUS COA

Correct Answer: B

QUESTION 3

What is a RADIUS Change of Authorization?

A. It allows ClearPass to change the user role for the client without disconnecting.

B. It allows ClearPass to transmit messages to the NAD/NAS to modify a user\\'s session status.
C. It forces the client to re-authenticate upon roaming to an access point.

D. It is a mechanism that allows ClearPass to assign a new VLAN to a wired user.

Correct Answer: B

QUESTION 4

Which policy component is the final step in the policy service flow in ClearPass?
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A. Enforcement
B. Posture

C. Authorization
D. Rotes

E. Authentication

Correct Answer: A

QUESTION 5

Which additional service must be added to a ClearPass server to use the OnGuard Agent health checks for 802.1x
authentication?

A. HTTP Posture Service

B. 802.1x Authentication

C. 802.1x Posture Service

D. 802.1x Enforcement policy

E. WebAuth Service

Correct Answer: E

Reference:

http://community.arubanetworks.com/t5/Security/Clearpass-Onguard-implementation-and- documentation/

td-p/121057

QUESTION 6

You have Guest Self-Registration with Internal Sponsorship configured and wish to send users their
credentials automatically.

Which options need to be enabled? (Choose two.)

A. Configure the receipt page actions to send a receipt.

B. Configure the receipt page form to include the Guest Username and password.

C. Configure an Email Server in ClearPass Guest Administration.

D. Configure the Sponsor Confirmation Settings to send an email receipt to the Guest.

E. Configure an Email Server in ClearPass Policy Manager Administration.
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Correct Answer: AB

QUESTION 7

Which ClearPass collectors are valid for profiling information? (Select two.)
A FTP

B. SNMP

C. Active Sync

D. On-enroliment

E. Active Directory

Correct Answer: BC

Reference:
http://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPMOnlineHelp/Content/CPPM_User Guide/
PolicyProfile/Collectors.htm

Answer:

QUESTION 8

Refer to the exhibit.
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( (Radius:IETF:NAS-Port-Type EQUALS Ethemet (15))

AND (Radius:1ETF:Service-Type BELONGS_TO Login-User (1), Framed-
User (2), Authenticate-Only (8)) )

Configuration>>Services>>Reorder AND (Connection:Protocol EQUALS RADIUS)

Reorder Services =
Order Name LB
Service] '_,.-i | Service Rule |
2 pod8wired ( (Radius:1ETF:NAS-Port-Type BELONGS_TO Ethernet (15), Wireless- |
o 80211 (19)) l
3 pod8-mac auth N e " AND (Radius:IETF:Service-Type BELONGS_TO Login-User (1), Call- |y
4 podﬁwnreless‘ I Check (10)) I
W"‘ AND (Connection:Client-Mac-Address EQUALS %{Radius:1ETF:User-
9 I Name)) )
\ Swd AND (Connection;Protocol EQUALS RADIUS)

N

Service Rule

( (Radius:IETF:NAS-Port-Type EQUALS Wireless-802.11 (19))
AND (Radius:IETF:Service-Type BELONGS_TC Login-User (1), Framed-

|| User (2), Authenticate-Only (8))
| AND (Radius:Aruba:Aruba-Locatlon-1d EXISTS )
AND (Radius:Aruba:Aruba-Essid-Name EXISTS ) )

A user connects to an Aruba Access Point wireless SSID named "secure-corporate” and performs an 802.1X
authentication with ClearPass as the authentication server. Based on this service configuration, which service will be
triggered?

A. pod8-mac auth

B. Noservice will be triggered

C. pod8wireless

D. [Policy Manager Admin Network Service]

E. pod8wired

Correct Answer: A

QUESTION 9

An administrator wants to specify the ClearPass role named "BYOD" for phones and tablets and the
"CORP" role for laptops.

How should the administrator configure ClearPass to specify the roles by device type? (Choose two.)

A. Create the roles and add them as attributes in the Endpoints database.
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B. Create the Roles and apply them to the authorization tab in the service.

C. Create the Roles and add the Endpoints Repository to the authorization in the service.
D. Ensure that the role is specified by device type in the Endpoints database.

E. Create a Role Mapping policy, and apply it to the RADIUS service.

Correct Answer: BD

QUESTION 10

Which device uses the Quick Connect method of Onboarding? (Select two.)
A. iPad

B. iPhone

C. Windows

D. blackberry

E. Android

Correct Answer: CE

Reference: http://www.primecominc.com/wp-content/uploads/2015/11/Conquering-todays-BYOD-
challangeswhitepaper.pdf

QUESTION 11

Which two configuration options are necessary to add a Network Access Device into the ClearPass Policy Manager?
(Select two.)

A. Admin Password
B. NAD IP Address
C. Shared Secret

D. Console Password
E. HTTPS address

Correct Answer: BC

QUESTION 12

When a NAD sends an authentication request to ClearPass for a Guest Web Login with Username and Password,
which methods can it use? (Choose three.)
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A. CHAP?ADIUS Request

B. EAP PEAP ?RADIUS Request
C. MSCHAP ?RADIUS Request
D. HTTP ?WebAuth Request

E. PAP ?RADIUS Request

Correct Answer: BCE

QUESTION 13

Which statement most accurately describes how users with Active Directory credentials authenticate with ClearPass
when Active Directory is used as an authentication source for an 802.1x service in ClearPass?

A. A Kerberos request is sent from the Network Access Device to ClearPass which initiates a RADUIS request to the
AD server.

B. A RADIUS request is sent from the Network Access Device to the AD server which communicates with ClearPass.
C. An LDAP request is sent from the Network AccessDevice to the AD server which communicates with ClearPass.

D. An LDAP request is sent from the Network Access Device to ClearPass which initiates a RADIUS request to the AD
server.

E. A RADIUS request is sent from the Network Access Device to the ClearPasswhich communicates with the AD
server.

Correct Answer: C

Reference: http://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd_HTML/Content/3%20Active %
20Directory/AD_auth_source_adding.htm

QUESTION 14

Which most accurately describes the "Select All Matches" rule evaluation algorithm in Enforcement Policies?
A. All rules are checked for any matching rules and their respective Enforcement profiles are applied.

B. All rules is checked, and if there is no match, no Enforcement profile is applied.

C. Each rule is checked, and once a match if found, the Enforcement profile assigned to that rule is applied, along with
the default Enforcement profile.

D. Each rule is checked, and once a match is found, the Enforcement profile assigned to that rule is applied and the rule
matching stops.

Correct Answer: A
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QUESTION 15

Which are valid enforcement profile types? (Choose three.)
A. Aruba Script Enforcement

B. RADIUS Change of Authorization (CoA)

C. CLI-Based Enforcement

D. Policy Service Enforcement

E. ClearPass Entity Update Enforcement

Correct Answer: BCE
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